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1 User Guide Overview

This User Guide is organised in a standardised way, with sections that contain different
types of information, identified using different icons:

o i ?
& WHY is the task necessary
99  WHEN should the task be done?

382 WHO should do the task?

Sections start with a description about WHAT the function of a taskis, and an overview
of WHAT it does. No Icon has been used for WHAT.

The 'WHO'’ entry indicates whether a CSAS user, administrator or support person would
usually perform the function. The hierarchy of users employed in this guide is as follows:

e CSAS Support/Operations - related to installing CSAS and CSAS Server.
e LocallT Support - related to installing CSAS and CSAS Server.

e Local CSAS Administrator - related to licensing and updates.

e (CSASUser - for all other functions.

Where appropriate, a section may also include details of:

e the Stepped Procedure necessary to accomplish a task.

e any Troubleshooting steps that can be taken if problems are experienced
with a task.

e alinkto anexplanatory video clip - help videos are hosted in the CSAS online
training portal, clips will only be available if the portal is accessible from your
location.

¢ links to other relevant sections of the user guide.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 1
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2 CSAS Product Description

CSAS is a software tool that has been designed to streamline cell site analysis and
general digital forensics work by automating many of the basic data handling processes.

The tool allows you to perform:

»> Source data handling and processing.

”»>  Mapping of processed data.

» Analysis of processed data.

» Creatingreports and court exhibits from imported data.

The main task performed by CSAS is to automate the task of processing (‘parsing’ or
‘cleansing’ as it is sometimes known) call detail records (CDRs) and other forms of digital
evidence into a common, usable format.

In many jurisdictions, cellular service providers (CSPs) are obliged to provide CDR
information to relevant authorities on request. In the UK, this process is managed under
IPA (Investigatory Powers Act) legislation. Other forms of digital evidence are provided
under separate legislation, such as the Data Protection Act (DPA).

Different CSPs employ different CDR record formats, meaning that investigations that
encompass data from more than one CSP are required to deal with sets of data that may
be presented in a number of different and incompatible formats.

The process of ‘parsing’ these data records into a common and usable format using
manual techniques can be laborious and time consuming. The use of manual processes
also introduces the possibility of data processing mistakes or omissions due to
understandable human error. Some organisations have developed their own macros or
data processing applications, but these require on-going maintenance and upgrades to
accommodate new source data formats.

CSAS imports source data records presented in a variety of formats - all current and most
historical UK CDR formats are currently supported, as are many non-UK CDR formats,
many formats of ANPR/ALPR data can be handled, as can the most commonly used
handset download output formats and a variety of other source data types. CSAS
automatically ‘parses’ or processes source data files into acommon format, stores the
datain a database and makes it available for viewing and analysis by analysts,
investigators and other digital forensics professionals.

Once you have created the required basic or filtered datasets they can be mapped and
analysed within CSAS or can be exported or output to Microsoft Excel or other formats
for further external analysis. CSAS supports a number of prebuilt output templates and
new or bespoke format templates can be easily created and added to the system.

CSAS also supports the creation of ‘Exhibit’ format workbooks, which can be used to
create ‘printer- friendly’ and ‘court-ready’ call schedules that have headers/footers, page
numbers and other details pre-formatted. The Exhibit format set also includes examples
of the ‘single line’ presentation format favoured by some analysts and police forces as
well as the ‘'multirow’ formats preferred by some independent expert witnesses.

assigning specific colours to significant subject (or ‘target’) phone numbers and other
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identifiers (IMEls, IMSIs, vehicle registrations, etc) and also allows you to add attribution
details (the names of the alleged users of each significant phone or other identifier)
which can be included in Exhibit format output reports.

2. CSAS Product Range

CSAS forms part of a wider, integrated product range. More details can be found at
www.forensicanalytics.co.uk/solutions/.

211 CSAS

CSAS is amature and proven technology trusted by analysts and investigators to
automate the processing and analysis of time-critical comms data.

CSAS recognises and imports over 400 CDR, handset download, ANPR, telematics,
tracker and other formats, typically at a rate of over 1000 events per second.

Other time-consuming aspects of data analysis are also automated, including creating
maps, running analytical queries and creating call schedules for both intelligence and
courtuse.

212 CSAS RF Survey

CSAS RF Survey is an extra licensable module in CSAS that deals with the measurement
logs captured during forensic radio surveys. RF surveys capture details of the set of cells
that provide coverage at a surveyed location or can be used to map to coverage footprint
of individual cells. These details can then be used in conjunction with evidence provided
by call records to give an accurate real-world view of where cells used by suspects’
phones provide coverage. Forensic RF surveys are useful in that they can provide
empirical evidence to show where a suspect could have been located when they were
connected to a cellular network.

2.13 CellView

CellView is an extra licensable feature within CSAS that makes use of crowd-sourced cell
coverage data to provide an ‘intel only’ view of the areas covered by particular cells.
Although it cannot be viewed as being as evidentially robust as RF Survey data, CellView
has the benefit of being available immediately, without having to wait for the results of an
RF survey to be provided, meaning that CSAS users can get an instant idea of the
approximate coverage area of a cell used by a suspect’s phone.

2.1.4 CSAS Server

CSAS Server enables seamless case sharing and collaboration between CSAS users
within an organisation.

Standalone CSAS instances create their own local database and store their users’ cases
and case data locally. CSAS Server hosts a central case database for an organisation in
which all cases, imported source data and analytical results are stored.

Users are able tolog in to their CSAS Server account from any CSAS client within their
organisation and can therefore work on their cases and data from any suitably equipped
machine within their network.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 3
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215 CDAN Nexus

Most LEAs (Law Enforcement Agencies) have historical stores of digital forensics data
that may never have been centrally processed and analysed in a methodical way.

CDAN Nexus shares the same data processing functions as CSAS and can import and can
be set to automatically work through new and historical data files and normalise them
into usable data. Imported data is indexed to make it instantly searchable - bringing
details of much of an organisation’s store of digital forensics data to users’ fingertips.

The process creates an indexed database of historical data organised on a case-by-case
basis. Once the Index is available, CDAN Nexus allows users to search for identifiers and
highlights the coincidence of phone numbers, IMEIs and IMSIs across different cases,
allowing investigators to see links and patterns that may not previously have been visible.

216 CSAS Product Integration
The elements of the CSAS product range integrate to provide a full end-to-end solution:

”>  CSAS can be deployed to as many workstations as required within an organisation.

» smaller organisations are able to deploy CSAS in standalone mode, but larger
organisations will generally enhance CSAS with the collaborative capabilities of
CSAS Server.

7> CDAN Nexus is also able to be deployed as a standalone system - either to provide
accessed to ‘cleansed’ data and standard reports or to process data to be ingested
by another vendor’s analytical system - or as part of a wider CSAS environment.

»> CDAN Nexus and CSAS complement each other within an organisation, with CDAN
Nexus providing centralised index and search functions and CSAS supporting
analysts and investigators who are working on complex cases.

2.2 Accessibility

Forensic Analytics has conducted an independent assessment of the CSAS V3
application against the Web Content Accessibility Guidelines (WCAG) 2.2.

The assessment identified several accessibility issues. Notably, given the complexity of
the analytics and mapping, much of the user interface cannot be operated using only a
keyboard. In addition, users may find that significant portions of content are announced
unexpectedly when navigating with a screen reader.

The development team are in the process of reviewing the results and prioritising time
and resources to address the specific issues identified. It is expected that accessibility
issues will be rectified during future release cycles along with prioritised functional
enhancements.”
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3 Installing CSAS

This sectionis intended to show you how CSAS is typically installed, using various
installation wizards.

You will use the following phases to install and configure CSAS:

»> CSAS v3 Setup - allows you to select where the CSAS installation files and the
case folder will be saved, you will also configure the mode CSAS will operatein
- standalone (where each individual copy of CSAS operates separately),
server (where copies of CSAS within the same organisation are linked via a
CSAS Server) or a mix of both.

»> CSAS Local Startup Wizard - allows you to select the country in which CSAS
will be operating and other basic operating parameters.

» Licence Wizard - allows you to get CSAS activated using a licence code.

3.1 Downloading CSAS Installer

If you manage your own software installs, the CSAS installer file can be downloaded from
the Forensic Analytics secure Customer Portal at secure.forensicanalytics.co.uk
(username and password can be obtained from CSAS Support).

Once logged in, clickon Downloads in the left sidebar, then set the ‘All Types’ dropdown
to ‘Software Package’ and the ‘All Products’ dropdown to ‘CSAS v3’ and the latest version
of CSAS will be listed and available for download.

The CSAS installer file should be saved to the host PC before installing - installer files will
be named using the format ‘CSAS_V3_Installer_Version...msi’ - double-click on the file to
begin the installation. Details of the process to follow are provided below.

NOTE - you must have Administrator permissions on your PC to install CSAS - this may be
ataskthatis performed by your organisation’s IT team instead.

3.2 Host PC Requirements

CSAS operates on a Windows PC platform only - it has been tested on all Windows
releases from Windows 10 upwards.

The host PC upon which the CSAS application is deployed must have the following
minimum specifications:

e Windows 10 or higher.

e Inteli5 processor or higher.

e 8GBRAM orhigher.

e Atleast1GB of available space on the hard disk.
e Microsoft .NET Framework v8.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 5
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CSAS users require access to the folder in which the CSAS database and case folders are
stored - this defaults to the user’s AppData\Roaming folder but can be defined
elsewhere during installation. Network share or cloud-based folder locations for the
CSAS database are not recommended for host PCs that are likely to occasionally lose
network connectivity (e.g. laptops).

More details can be found in the document 0388-TECH CSAS v3 Technical Description
which is available from the CSAS Support website.

3.3 Initial Install

3.3.1 Installing CSAS

A standard initial installation progresses is described below; details of upgrades and
reinstallations will be covered later.

A. Welcome
B. Use existing settings?
C. Select Installation folder
D. CSAS Working Directory

E. Case Creation Location

E.2 Local & Server E.3Local Only
F.1SQL Database

F.2
Authentication
Type

F.2.1Local F.2.2Windows F.2.3Azure
Database Login/on-site AD AD/Entra

G.1LocalAD G.2 AzureAD

H. CSASv3
Licence Setup

H.1 Floating H.2 Online H.3 Offline
Licence Licence Licence
1.1 Floating

Licence Setup

J. Install CSAS
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Welcome to the CSAS v3
Setup Wizard
The Setup Wizard will install CSAS v3 on your computer. Click
"Next" to continue or "Cancel" to exit the Setup Wizard.
>
CSAS
< Back Cancel
@

Select Installation Folder
This is the folder where CSAS v3 will be instalied a.

To install in this folder, dick "Next”. To install to a different folder, enter it below or dick
“Browse”,

Eolder:
C:\Program Files\Forensic Analytics LEA\CSAS v3\ Browse..

Disk Cost...

@

CSAS Working Directory
Specify your CSAS v3 working directory

® Use Windows User Profiles (Recommended)

C:\Users\ i\ AppData\Roaming\Forensic Analytics LId\CSAS v3

) Set your own path for the Working Directory (Advanced)

<o coc

CSAS User Guide
CSASv3.16

A - Welcome. Double-click onthe
installer file and the install wizard will
open.

In each screen, click ‘Next’ to continue,
‘Back’ toreturn to the previous screen
and ‘Cancel’ to close the installer with
abandonthe install.

You will be asked to make several
choices during the install, the answers
to which will be provided by your IT
team or CSAS Support.

C - Installation Folder. You'll be asked
to confirm the location for the CSAS
programme files - the default location
for this is the C:\Program Files\CSAS
v3\ folder.

The default location is recommended
unless there is acompelling technical
reason to install the program
elsewhere.

D - CSAS Working Directory. CSAS
creates a folder in which to store its
local database and copies of the
source input files and created output
reports and maps.

The default location for thisis
C:\Users\<user>\AppData\Roaming

It is possible to specify a folder location
elsewhere onthe host PC, if required.

The storage folder location must be set during installation and cannot be changed
later without uninstalling and reinstalling CSAS again. Although this means that it is
possible to select a network share location (or a cloud backup application, such as
Dropbox or Box) in which to store the CSAS database this is not recommended as
network lag and conflicts with other applications attempting to access that folder
could severely impact CSAS performance.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 7
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”;‘;" i ) If you choose a custom location for the
i i et ey zi CSAS case folder, be aware that for
A e standalone deployments on shared
e e i PCs (where multiple users might have
AN A TSRS their own separate CSAS installations),
G it 9 s i e o g any case folder location other than the
Wwttng Sctory default might lead to users being able
AT et to access each other’s case folders
) Ea using Windows Explorer.
W csosean X E - Create Case Locations. This
o s 000 < option specifies where CSAS case data

will be stored - cases can be saved to
the local CSAS database (on the host
s PC), they can be saved to a CSAS

o Server database (within your
organisation’s network) or they can be
in saved the cloud (if your organisation
uses acloud deployment).

Where will cases be created?

Local Only

AppStream

< Back Cancel

Your IT team will tell you which mode
your organisation uses

2 F.1server only option
50l Database
Confgre SQL Comnecton.. E’ If selected, all case data will be stored
. | o on CSAS Server and cases cannot be
1B rusad Comnecton (Windows fegrted authntaton) downloaded to be worked on offline.

For this option you will need to enter:

—— 7 .. Server address
18 encrypt (recommended) , . .
s Ser ottt User’s log in credentials
Microsoft doc: on the SqlConnectionStringBuilder Class
<ok conce Database name

The server address will generally be an IP address optionally followed by a port
number - e.g.10.10.10.10,1234.

If the Trusted Connection option is ticked, the server log in details will be added
automatically - if you have specific database username/password details, untick
this option and enter the details manually.

If the database name (usually ‘CSASIdentity’) doesn’t populate automatically, click
onthe three dots next to the database name dropdown and select the database
from the list - it might take several seconds to populate list as the installer logs on
tothe server and retrieves the details.

It is highly recommended that you leave the ‘Encrypted’ option ticked, to protect
the connect to the database. If your CSAS Server is operating without a security
certificate or is using a locally configured certificate, check the ‘Trust Server

© ForensicAnalytics Ltd 2026 FA-487 v1.0 8
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Certificate’ option.

[ CSAS v3 Setup
Case Creation L ocation

Select where cases will be created

Where will cases be created?
() Server Only
(®) Local & Server
(O Local Only

() AppStream

8 CSAS v3 Setup
Case Creation Location

Select where cases will be created

Where will cases be created?

) Server Only
JLocal & Server
®) Local Only

) AppStream

< Back

o \

5 CSAS v3 Setup
Case Creation Location

Select where cases will be created

Where will cases be created?

() Local Only

(®) AppStream

< Back

5 CSAS V3 Setup

Authentication Type

(®) Local database

() windows login or on-site active directory

() Azure active directory

Select the authentication type users should use to sign into CSAS %

< Back

Cancel

CSAS User Guide
CSASv3.16

E.2-local & server option

If selected, cases can be saved to
either the local database or CSAS
Server.

You'll be asked to provide server
details, asinF.1above, and local
database details, as below.

E.3 -local only option

In this mode, you’ll only be able to work
in Standalone mode, with cases saved
to the local database - there will be no
option to use CSAS Server.

If either local mode option is selected,
you'll be asked to create a username
and password to use for local database
authenticationin alater step.

E.4 - Cloud option

The AppStream optionrelatestoa
cloud-based deployment option, which
will generally be set up by CSAS
Operations.

F.2 -Authentication Type. This screen
sets the authentication to be used for
alocal database, with options of:

Local database, where you'll set
your own local username and
password

Windows login or on-site active
directory, where you'll re-use your
local Windows login details

AzureAD (or Microsoft Entra),
where you'll re-use your
organisation’s log in details

If you select Local Database, you'll be asked to set up your username and password
in the Local Startup Wizard, that runs once the installer has finished.

© ForensicAnalytics Ltd 2026
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[ 48 c5a5 43 Setup X

Local AD or Machine Login
Active Directory detals "y

Enter your Active Directory detals

AD Domain *
* Leawe empty if using machine login
< sack cancel
45 CSAS V3 Setup X

Azure AD
Azure AD service details |

Enter your Azure AD service details

Tenant Domain Name '5a54546-027c-43df-b9ac-3fa 162811514

CsAS Application Client 1D |23 1d98ee-550b-4020-5f63-590a 1236 20fa

<Bok Goncel

yeemanma o mcamean
| csAS v3 Licence Setup
Specify your CSAS v3 licence setup %'

t (@) Floating Licence
(O Dedicated Online Activation

(O Dedicated Offline Activation

|
= cance

\

e e

| ¢sAS v3 Floating Licence Setup
Specify your CSAS v3 Floating Licence setup %.

(@) Ask me later

() Setup floating licence now

Enter your Floating Licence service address

Format is: http://0.0.0.1:80/Service.asmx

Support Key

© ForensicAnalytics Ltd 2026
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G.1-Local AD or Machine Login. If you
selected Windows Login or on-site
Active Directory as the Authentication
TypeinscreenF.2, this screen will ask
you for your local AD Domain details -
your IT team can help you with these
details if you don’'t have them.

G.2-AzureAD. If you selected ‘Azure
AD’ as the Authentication Typein
screenF.2, this screen asks you for
your Azure AD (now called Microsoft
Entra) details - your IT team can help
you with these details if you don’t have
them.

H - Licence Setup. CSAS requires an
activation licence to operate.

If you're using a floating licence, the
details will be added in the next screen,
if you are using the other options, the
licence details will be entered in a later
step, but CSAS needs to know at this
stage which type of licence you will be
using - please select one of the
presented options.

I1 - Floating Licence Setup. If you
selected the floating licence option in
screen H, you can enter the details now
or leave it until later.

Your IT team or CSAS Support will
provide you with the address of the
server (inthe format
https://0.0.0.1:80/service.asmx) and
also a support key, which validates the
server address.

FA-487 v1.0 10
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e - J -Install CSAS. Once all options have
The Setup Wizard is ready to begin the CSAS v3 installation %' been CorreCtly SeleCted, CIICk 'lnsta”’ to

begin the installation.

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel" to exit the wizard.

You may be required to confirm that
you’re happy to proceed with the
installation and might have to provide
administrator credentials before the

process starts.
< Back Cancel
8 Csas v setup * The screen will provide feedback on
Installing CSAS v3 a' the progress of the install.

Please wait while the Setup Wizard installs CSAS v3. This may take several minutes.

Status: Execute SQLite DBUp

[ cons e B Once the installis complete, click
?Completin the CSAS v3 ‘Finish’.
Setup Wizard
The installer will close and the next
Click the "Finish" button to exit the Setup Wizard. Stage Of prOCGSS WI” begln
I
. I
% Launch CSAS v3 |
i
CSAS

e e
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3.3.2 CSAS Local Startup Wizard

The Local Startup Wizard runs for a new installation; it is not required for an upgrade or
reinstall. It captures details of the country CSAS will be operating in and, for Standalone
deployments, allows you to create your CSAS login and password.

CSAS Local Database Startup Wizard

When the process starts, click ‘Next’ to
continue.

CSAS Local Startup Wizard

wizard vl setup CSAS V3 for the first time.

Please select the country CSAS will be
operatingin.

| This isusedto set parameters such as
‘home country’ dialling prefix, time
zone and date format.

If you selected the ‘server only’ option
inthe maininstaller, CSAS database
details will have already been entered
and the wizard will close at this point.

If you selected "Windows Login or
Onsite Active Directory’ please provide
the required user details. Your local AD
domain details will have been entered

@ viatheinstaller.
[t |
|f you Se|ected 'Azure Active Directory’
(whichis also known as Microsoft Entra
—— ID), please enter the required user
details. Your AAD domain and
application ID will have been entered

haure Username Email Address

viathe installer.

Enter your Name

First Name:

Last Name

© ForensicAnalytics Ltd 2026 FA-487 v1.0 12
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If you selected ‘local database’ as the
authenitcation type during the
installation - which would be used for a
basic Standalone deployment - please
enter ausername and password.

00

If these details haven't been provided
to you, you could create yor own -
please make a note of the username
and password you select, without them
you won't be able to access CSAS

* Please note when you select the Next button your login details will be saved to the DB *

For the ‘local database’ option, you'll be
asked to select three questions and
provide answers - these will be usedin
the event that you forget your local
CSAS password.

Ir answers are securely held in the database and cannot be viewsd,

If you use the other authentication

: options (Active Directory or AzureAD)

i — you'll need to contact your IT Team in
the event that you forget the password

| 7 you use to access CSAS.

| The local setup is now complete, click
Verify Your Startup Settings ‘Finish’ to close the wizard and move on
to the last step.

The default time zone and date format for your instance of CSAS is set during initial
installation - CSAS reuses the current Windows time zone and ‘culture’ settings, which
determine things like date format (dd/mm/yyyy, mm/dd/yyyy, etc). The time zone can be
set to alternative values on a case-by-case basis via the Manage Cases menu. Date
format can be changed by updating your Windows culture settings.

3.3.3 Licence Wizard

The Licence Wizard opens automatically after the Local Setup Wizard closes if no
existing valid licence details can be found - it guides you through the process of adding
an activation licence for your CSAS deployment.

Note: You only need to complete the Licence Wizard if you selected ‘Use Online’ or ‘Use

© ForensicAnalytics Ltd 2026 FA-487 v1.0 13
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Offline’ licensing options from the CSAS v3 Licence Setup window in the installer.

Once the Licence Wizard opens, click
‘Next’ to continue.

Licence Wizard

=] If you selected ‘Dedicated Online
S Activation’ in the installer, you will be
asked to provide an online licence key.

This will be provided by your IT team or
by CSAS Support.

Paste the provided key into the text
box.

< | .

If you selected ‘dedicated online activation’ in the installer, you'll be presented with
an almost identical screen - please paste the online activation key in the text box.

If you paste the activation key into the popup window, please check to make that no
additional leading or trailing characters also get copied - such as trailing spaces or
new line feeds - these could confuse the activation process.

If the keys were valid and were entered
correctly, licensing will complete and
CSAS will be available for use.

Licensing Complete

If the key activation fails, please rerun

the key entry and make sure that no

additional characters or spaces were
e ——— entered.

Click the ‘Finish’ button.
@ Forensic Anaiytics The CSAS login window opens.
uearame Enter your login credentials.

® CSAS opens.

Version 3.15.0.56992 Alpha 20250407.1 About/Licence
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3.3.4 CSASv3 Upgrade
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If CSAS has already been installed and you wish to install an updated version, the process
is a truncated version of the one outlined above.

If none of the details of the installation have changed, if the authentication method
remains the same, if the operating country and time zone are the same and if the licence
is still valid, most of the steps performed during a fresh install can be skipped.

Welcome to the CSAS v3
Setup Wizard
The Setup Wizard will install CSAS v3 on your computer. Click
"Next" to continue or "Cancel” to exit the Setup Wizard.
<o cnca
Use Existing Install Settings
Confirm if you would like o use existing CSAS v3 install settings ‘.
CSAS v3 is currently installed, would you like ta continue using your existing install settings?
(@) Yes
Ono
pre conc
% CSAS v3 Setup o
Ready to Install
The Setup Wizard is ready to begin the CSAS v3 installation %.

Click "Install” to begin the installation. If you want to review or change any of your
installation settings, dick "Back”. Click "Cancel" to exit the wizard.

< Back & Install Cancel

© ForensicAnalytics Ltd 2026

Double-click on the installer file to
begin the upgrade process.

If the installer detects an existing
version of CSAS, it asks whether you
wish toinstall using the same settings.

If 'yes’ the installer will go straight to
the install phase.

If ‘'no’ it will trigger the full installer
process as outlined above.

You may be required to confirm that
you're happy to proceed with the
installation and might have to provide
administrator credentials before the
process starts.

FA-487 v1.0 15
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5 CSAS v3 Setup X

Installing CSAS v3 g

Please wait while the Setup Wizard installs CSAS v3. This may take several minutes.

Status: Execute SQLite DBUp

8 CsAS V3 Setu X

Completing the CSAS v3
Setup Wizard

Click the "Finish" button to exit the Setup Wizard.

a Launch CSAS v3

CSAS

e, Coce

© ForensicAnalytics Ltd 2026

CSAS User Guide
CSASVv3.16

The screen will provide feedback on
the progress of the install.

Once theinstallis complete, click
‘Finish’.

The installer will close and the next
stage of process will begin.

If the licence key and local setup
details have not changed, you will be
taken straight to the CSAS login
screen.

FA-487 v1.0 16
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3.3.5 Uninstall CSAS

CSAS can be uninstalled via the Windows Control Panel > Programs & Features option.

Once selected, the installer runs and
i ! Completing the CSAS v3 you are offered three options:

Setup Wizard

Click the "Finish" button to exit the Setup Wizard.

’ |

% Launch CSAS v3 |

I

CSAS
< Back ]
| Moy, Repae or Remove nstaation a' Modify - lets you change key
Select the operation you wish to perform. InStaI |at|0n Sett|ngs, SUCh as
o ’ authentication method

Allows users to change the way features are installed.

Repair

Repair - reruns the install to replace
e e L missing or corrupt files

(o g |

f C Remove - uninstalls CSAS

‘ﬁ B m — If the ‘remove’ option is selected, you'll

‘ P — a) be asked if you want to remove all files

| associated with CSAS - if you select

o 'ves’, this will remove all user folders,

| & including the case folder and the

j local database and you will lose all

f locally saved CSAS cases.

: Please be careful when using this
option.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 17
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3.3.6 Adding Additional Licences

The install process adds a CSAS activation licence, allowing the main CSAS application to
operate. There are two optional features in CSAS that require additional licences -

CellView and RF Survey.

Once you getloggedinto CSAS, if necessary, you can add a CellView and/or an RF Survey
licence via the ‘About/Licensing’ optionin the ‘Help' menu (see 7op Row Buttons and
Controls):

When you click the "About/Licensing’
option, the "About CSAS' pop-up window
opens. Toadd alicence, see the
About/Licensingsection.

Recont Cases

Why, When, Who

This function is necessary to install and setup CSAS in the way that
&  best suits the userand/ or their organisation.

@ This function is undertaken whenever you install a new or updated
version of CSAS.

This function is typically carried out by the following users:

»>  CSAS Operations
I » IT Support
»>  CSAS administrator
» CSAS User (for small organisations with no IT team)

Stepped Procedure

The various procedures were outlined in the preceding sections.

Troubleshooting

Most issues associated with installing or uninstalling CSAS relate to the lack of
administration permissions or lack of required database credentials. Please ensure you
have full details of the required configuration before starting the installer process.

See also

»> Any CSAS configuration or setup details provided by your organisation.
» Any deployment installation notes provided by Forensic Analytics.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 18
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4 Opening CSAS and Logging In

This function allows you to start CSAS and enter your username and password to log in.

When the installation and setup wizards
have finished, a CSAS shortcut icon will
appear on your desktop.

% Forensic Analytics

Double-clicking on the icon opens the
® CSAS loginscreen.

Enter your CSAS username and

Cancel
i password.
Forgotten your password?
A 4
=,

Version 3.15.0.56992 Alpha 20250407.1 About/Licence

If CSAS has just beeninstalled, or if it has recently been updated, there may be some
other pop-up messages that appear before the login screen opens, these messages
relate to updates and checks that are being performed on the local CSAS database and
are nothing to be concerned about.

Standalone Mode

In standalone mode, your username and password will have been setup during
installation, along with a set of account recovery questions to be answered for a ‘lost’
password. If your password is lost and cannot be recovered, you won't be able to access
CSAS and all case data will be lost, soit's important that you don’t forget your password,
or the answers to the recovery questions. If you forget your login password and CSAS is
configured to operate in local only or local & server mode, the click on the ‘forgotten your
password’ link to launch the password recovery questions.

Server Mode

In Server mode, your username and password are managed by your organisation’s IT
team and will be provided to you when your account is set up. If you forget your CSAS
password in Server mode, you'll need to contact your IT team for help, CSAS Support
have no access to your organisation’s authentication system and will not be able to help.

Why, When, Who

This function is necessary to validate that you're an authorised user of
A? CSAS, to prevent unauthorised use of the system and to allow you
access to the permitted functions CSAS.

@ This function is undertaken whenever you log into CSAS
This function is typically carried out by the following users:
» CSASUser.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 19



f‘\ CSAS CSAS User Guide

CSASV3.16

Stepped Proceadure

1. Inthe name field, enter your CSAS username.

2. Inthe Password field, enter your CSAS password.

3. Clickonthe button. The log in screen closes and the CSAS Home screen
opens.

The exact log in behaviour is dependent upon how authentication has been configured
for your system.

Troubleshooting
If the user Login attempt is unsuccessful this may be down to several possible reasons:

» Incorrect Username or Password: Re-try the login procedure ensuring that the
password was entered correctly (including any upper/lower case letters).
Click onthe ‘eye’icon next to the password to check the entered text.

»> If youare sure that correct username and password were entered, please
contact your local CSAS administrator for support.

» If you are unsure of the correct password, select the 'Forgotten your
password?' link if available and follow the on-screeninstructions tore-set the
password.

» If CSASis operating in Server mode and an online ‘forgot password’ function
isn’t available for your organisation, then you will need to contact your local
CSAS administrator or IT Team to trigger a password reset.

Note: CSAS Support generally can’t help with local password issues.

For information on common troubleshooting issues refer to 7roubleshooting.
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5 General Operation

CSAS activities are arranged around the concept of the ‘Case’:

» Eachcaseis created as a separate logical entity in the CSAS database and
acts as a container for the data related to an investigation.

»> Each case can have one ‘owner’ at any one time, who has read and write
permissions and is able to add or remove data from the case. In Server mode,
each case can have any number of ‘'viewers’, who have read-only access to the
case and can’t add or remove data. The case owner can be changed, allowing a
different user to gain editing rights to the case if required.

» Cases are created and linked to a Team - which could be a general team within
an organisation or could be a team created for a specific purpose or
investigation.

» Individual CSAS users can be members of one or more Teams. Allmembers of a
Team can access and view the cases that belong to that Team (but only one
Team member will be the ‘owner’ of each case at any one time).

» Individual users, Teams and cases are all assigned a Security Level. Team
members will only be able to view cases within their Team that are at or below
their Security Level.

Note: The creation of Teams and Security Levels is only applicable to Server-mode
deployments connected to alocal CSAS Server. If the instance of CSAS you are using is
not connected to CSAS Server, evenif it is connected to your network, it is classed as
being in Standalone mode.

The Teams and Security Levels structure is designed to allow organisations to manage
access to cases of different levels of sensitivity.

5. Modes
CSAS can operate in two modes:

» Standalone - where each copy of CSAS works independently on its host
computer and keeps all case data stored in a local database.

» Server-based - where a group of copies of CSAS within the same organisation
connect to a CSAS Server. Users have the option to save cases in the server
database and work on them there, or they can ‘check out’ a case to their local
database and work on it locally.

Some features are only available in ‘server mode’.

When in server mode, individual cases can be checked out/checked in using the CSAS
Server connection control in the CSAS top row controls.

511 Standalone Mode

The term ‘standalone’ mode relates to the way in which a copy of CSAS configured to
work in that mode operates inrespect of case sharing and interworking with other copies
of CSAS inthe users organisation.
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O enine C e”VIew \ The host PC might be connected to the
%E rg"g — network and the Internet, the instance of
S - CSAS running on that PC may be able to
oo Sl g connect to Internet resources like online
e . I mapping and CellView, but it won't be
55 | RN connected to CSAS Server or to other
& g | o ' instances of CSAS.
S S Inthat sense, in Standalone mode, each

copy of CSAS ‘stands alone’, manages its

! CSAS i ! CSAS |
| D ocase : own local case database and only
| ——— ' | ———
! ﬂ. | interacts with other instances of CSAS at
- T e one remove, via functions such as Case
. ) import | Export/Case Import.
1 case : 1 case :
'\\ database '\\ database
Standalone Standalone
CSAS CSAS
5.1.2 Server Mode

In ‘server mode’, each copy of CSAS is configured to connect to their organisation’s CSAS
Server (or to a particular CSAS Server, if the organisation has more than one).

/  online , The host PC connects to the
2 mapping CellView i . . ,
g - - | organisation’s network and has access
[ U U ! . . .
£ == - to Internet resources like online mapping
| L — ) .
RS P N ’ and CellView. It also connects to CSAS
e O T T s Server.
% g E Server L | . .
£z - ! Case sharing and collaborative work are
o O U ! . . .
2 — | managed via CSAS Server, with multiple

it T T s (i users able to access the same cases
concurrently.

— =
v | csas ' CSAS !
i e E D —————— i
Server-mode LS_E_I’;I_e;'-_I‘;l;);i:E
CSAS CSAS
5.13 Hybrid working

Itis also possible, depending on configuration, to work in a hybrid way in Server mode,
with the option to check out or download a case to the local CSAS case database so it
can be worked on while disconnected from the organisation’s network.
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s _ ! s h If your CSAS Server is configured to allow
}‘g 5! gl cases to be checked out, you can check
5 & — | acase out using the CSAS Server
S o] U _______________ / connection control n the top row whilst

e ' ' _ the required case is openin CSAS.

. s You must be the case owner to make

——— | — changes to a checked-out case.

T — Case data in If you've checked the case out so you

= COAS Server canwork on it when not connected to

D denbae | your organisation’s network, you may

\C‘a‘s;‘c‘r;éc‘lge‘d" also need to check out a floating licence

out to local to keep your copy of CSAS active whilst
database disconnected.

Other users who share a case will not be able to access it whilst it is checked out, soitis
important to remember to check the case back in again when you've finished with it.

5.2 Licence Options
CSAS supports two main types of licence:

»> Dedicated licences - which are dedicated to a particular instance of CSAS on
aspecific host PC - the licence ties that copy of CSAS to the PC.

»> Floating licences - which can be assigned to aninstance of CSAS temporarily
and shared between alarger population of CSAS users.

The licence type to be used is selected during the initial installation of CSAS - if you
change the licence type being used (if, for example, you initially install CSAS using a
dedicated licence but at some point later, switch to using floating licences), CSAS will
need to be reinstalled and the new licence type selected.

5.2.1 Dedicated Licences

Dedicated licences are created individually by CSAS Support and are used to activate a
copy of CSAS which is tied to a specific PC. Dedicated licences are distributed using
‘activation codes’, which are validated by Forensic Analytics and can only be used once.

Dedicated licences are set to last for a fixed amount of time, usually a year, and allow
CSAS to activate and control the set of permitted features within CSAS that users have
access to.

If you need to move your copy of CSAS to adifferent PC during the lifetime of a dedicated
licence, you'llneed to arrange to get the old licence cancelled and a new licence created.

The validation and activation of dedicated licences can work in two different ways -
online activation and offline activation.

Online Activation

With this option, licences and activation codes can be created by CSAS Supportin
advance and the individual activation codes can be distributed via email to individual
users to be copied into their dedicated copies of CSAS.
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Online activation codes need to be checked and verified by the Forensic Analytics licence
server, so the host PC needs to have Internet access available when CSAS is being
installed.

Offline Activation

Offline activation can be used if the host PC does not have Internet access, or if it has
limited access to applications like email but can’t access the Forensic Analytics licence
server.

Offline activation requires some interaction between the user (or their IT support team)
and CSAS Support. When the instance of CSAS is ready to be licensed, alicence ‘pass
key’ can be generated (viathe Help > About/Licensing > Licence screen), which needs to
be sent to CSAS Support. This key is very long, soitis simpler if it can be emailed to us
rather thanread out over the phone.

CSAS Support then generate an activation key and send it back (again, it is very long, so
email would be preferable to having to read the key out) to be pasted into the licence
screen. If the codes were copied correctly, CSAS will be activated.

é < Server Server i
L1 — ] :
1
o2 -— ] '
5 -— — .
. ;
1 ! 1 |
1 1
i csas ! CSAS i csas !
i : i :
1 ] 1 1
! i Not active ! i
I . I I . :
1 1
1 ] 1 1
1 ] 1 1
1 ! 1 |
1 ! 1 |
| dedicated | i floating E
\ licence ' L licence '
522 Floating Licence

There is a one-to-one relationship between a dedicated licence and an activated copy of
CSAS, so an organisation would need to purchase as many dedicated licences as they
have copies of CSAS. In larger organisations, this could be unnecessary, as not all
potential CSAS users are likely to want to use their copy of CSAS at the same time.

Floating licenses can offer a more efficient way to licence larger CSAS deployments.

An organisation employing floating licences is provided with a floating licence server.
CSAS Support create a floating licence with a specific number of activations - each
activation allows one active user to share the floating licence concurrently.

For example, a floating licence with 10 activations, deployed to an organisation that has
20 CSAS users, would allow 10 of the 20 users to be active concurrently. Once all
activations were in use, any further users would have to wait for a licence to become free
before they could activate their copy of CSAS.

If the organisation found that their activations were never all in use, they could reduce
the number of activations they pay for; if, on the other hand, they find that all activations
areinuse all the time and users are spending too much time waiting to access CSAS,
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they could purchase additional activations.

Anindividual floating licence server can have more than one licence, each with its own
‘pool’ of activations, deployed toit, so it could serve multiple different groups of CSAS
users. Users simply need to be given the details for the correct licence pool to use when
connecting to CSAS.

Different licence pools can also be used to allow different groups of users withinan
organisation to access different sets of CSAS features. For example, if an organisation
has 100 CSAS users, but they only want 20 of those users to be able to access the CSAS
RF Survey capability, they could create one licence pool, with alicence that enables RF
Survey and a separate licence pool with a licence that doesn’t enable that feature. The
20 RF users would be provided with details of one pool. The remaining 80 users would
share the other pool.

Floating Licence Expiry

Floating licences can be highly sought-after in busy organisations. An activation is
granted for a set period of time, often 24-hours but sometimes as little as 2-hours. At the
end of the allocation period, you'll need to reapply for a floating licence activation.

The expiry time of your current floating licence activation is shown in the bottom right
corner of the CSAS screen.

Floating Licence Time Remaining 22h Om 4s

This informationis updated in real time. You'll receive warnings before the activation
expires.

Floating Licence Checkout

A copy of CSAS that is configured to use a floating licence must be connected to the
organisation’s network and contact the floating licence server in order to acquire an
activation. Also, once a copy of CSAS has its floating licence activated, it must checkin
with the server every five minutes to have the activation refreshed - if CSAS misses a
checkin, the floating licence deactivates - so each copy of CSAS must stay connected to
the organisation’s network while CSAS is in use.

If the user needs to disconnect from their network but still needs access to CSAS (if, for
example, they need to go to court and need CSAS as part of their presentation), they'll
either need to connect to their network usinga VPN or, if the floating licence server is
configured to allow it, they could ‘check out’ a floating licence.

Floating licence checkout is managed from the Help > About/Licensing > Licence screen.
If the option is permitted, once a floating licence has been activated, the Licence screen
will show a ‘Check Out’ button to trigger the process.

Licence Type: Floating Expiry Date: 26/06/2024 Checked out until: Not Checked Out

Licence Activation Url
@ Remove Licence Check Out Deallocate https://test.fa-licensing.com:81/service...

Once checked out, the ‘Checked out until’ box will show the date and time the check-out
ends. You'llneed to reconnect to your organisation’s network and check the floating
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licence back in again before the expiry time - CSAS will lock and will not be able to be
used if the check-out expires.

Releasing a Floating Licence early
If you find that you've finished your CSAS work earlier than expected, you canrelease the
floating licence activation back into the pool for someone else to use.

Torelease a floating licence early, either close CSAS and do not tick the ‘retain floating
licence’ option

Are you sure you want to sign out?

Retain Floating Licence?

Yes No

Or visit the Help > About/Licensing > Licence tab and select ‘deallocate’, the licence will
be released and CSAS will close.

Licence Type: Floating Expiry Date: 26/06/2024 Checked out until: Mot Checked Out

Licence Activation Url

® Remove Licence Check Out Deallocate https://test.fa-licensing.com:81/service... Update
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5.3 Teams & Security Levels

In Server mode, CSAS is designed to support collaboration between users, allowing users
to work on the same shared cases and search for identifiers in cases created by
colleagues. Uncontrolled case and information sharing could be detrimental to the
requirements of operational and information security, however, so although
collaborationis possible, it is tightly controlled.

User access to cases and their data is managed via a 'two dimensional’ security model
based on Teams and Security Levels.

Team A Team B
H Case 1 Case 2 Case 3 Case 4
H \
' i
H i
' i
' i
H I
| I
! :
I '
' e Data Case Data Case Dat ' e Dat
: i i ! |
L ST L P [ N ___
\
Able AcCe!
e A cases 0l m
Member of . :
Team A : ’
1 O Able all
m ase
""""""""""""""""""""""""" Adminsupervisor T TTTTTTTTTTTTTTTTT
Member of all
Teams
5.3.1 Teams

Allusers are members of at least one Team within their organisation; individual users can
be members of multiple Teams if required.

Cases belong to Teams; when a case is created, it is linked to a Team of which the case
owner is amember.

Allmembers of a Team have access to the cases that are linked to that Team, although
only one Team member can be the ‘case owner’ at any one time, allmembers of the Team
canhave read only’ access to the Team'’s cases.

If you're not a member of the linked Team, you cannot gain access to any of the cases
linked to that Team.

New Teams can be created by your CSAS administrator via CSAS Server, where they can
also manage the users associated with each Team.

532 Security Levels

Within each Team, users and cases are assigned a Security Level; users only have access
to cases that are at or below their security level.

There are five Security Levels (SL1is lowest, SL5 is highest). Each Team’s minimum
security levelis set when the Team is created - for example, if a Team has a minimum
security level of SL3, only users of SL3 and upwards would be allowed to join that Team
and only cases with SL3 and upwards would be linked to that Team.
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Qrganisation

User with SL1 User with SL2 User with SL5

Al members of Team A can theoretically access all cases
linked to that Team, but users with different Security Levels
have accessto different subsets of cases

Imagine a Team has a minimum security level of SL1. The Team has a mix of users with
various security levels from SL1 upwards. A new case is created with a security level of
SL1-allusers linked to that Team potential have access to that case. A second case is
created with SL5 - only Team members who have SL5 would be able to access that case.

Team and User security levels are managed via CSAS Server and can be changed by your
CSAS administrator.

53.3 Standalone Mode Settings

A CSAS deployment in Standalone mode is designed to support one user on one copy of
CSAS; case sharing is only possible via the Case Export/Case Import features. Insuch a
limited environment, there is no need for complex case sharing controls, so a Standalone
deployment has one Team (Default Team) and has no options for creating additional
Teams.

A standalone user is created with the highest security level, SL5.

When standalone cases are created, the case defaults to SL5 but there is the
opportunity to set the case SL to alower value. This would usually be done if there was a
possibility of the case being shared at some later point (via case export/import) with a
user who had a lower security level.
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5.4 CSAS Layout

CSAS is laid out with a set of basic panels that are consistent throughout each screen
and feature:

Full Access Case @ Locs 1
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» The Top Row menu buttons and controls provide access to ‘global’ functions that
either apply to the operation of CSAS in general or relate to the fundamental
operation of the current case.

»>  When you open a case, the name of the open case is displayed on the left side of
the toolbar.

»>  When you click on the open case name, a drop-down menu opens from which you
can quickly select the CSAS feature you want to use for the case.

»>  The Navigation sidebar (or left sidebar) offers the ability to move between
screens and features in the current case.

»> The Sidebars on the right of the screen (right sidebar) provide accesstoa
consistent set of filtering, settings and export options within the current case.

»  The main feature window is where the data and functions of each feature are
displayed.

5.4.1 Tabbed Browsing

Once acase is opened, CSAS presents different analytical and data processing feature
onindividual tabs, as the work on a case develops, multiple tabs may be opened, each
hosting a different feature. To move between features within a case, simple click
between the appropriate onscreen tabs.
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5.5 Top Row Buttons and Controls

The top row buttons and controls provide access to a set of frequently used buttons and
are arranged along the top menu bar. When a case is open, the case name is displayed
centrally in the top row:

@ CSASv3 CSAS Investigation

File Tools Admin Configuration Utilities Help @ Intel Mode

551 File Menu

The 'File’ drop-down menu provides access to the following options:

CSAS v3
® »> New Case - ashortcut to open anew case. See New Case.
File  Tools  Admin
»> Open Case - ashortcut to the open case control to open
New Case . .
an existing case. See Open Case.
Open Case L .
»> Import Cases - opens the case import screen. See

Import Cases

Importing and Exporting Cases.
»> Close Case - closes the current case and returns to CSAS
Home. See Close Case.

Close Case
Lock Screen

Exit CSAS v3

»> Lock Screen - displays the login window over a greyed-out screen. See
Opening CSAS and Logging In.

» Exit CSAS v3 - closes the application, all case data will be saved when this
happens. See Logging Out and Closing CSAS.

Closing a Case

If you close the currently open case, CSAS will save the imported data and created
reports ready for you to access them again next time they are required. There are no
additional 'save data’ steps required when closing a case and no data should be lost
when a case is closed.

552 Admin Menu

@ CSASv3 % CSASv3

File Tools ~Admin Configuration  Util

File Tools =~ Admin C

= | mport @ Manage Cases

) Manage Cases
Case Review Report

Case Folder Server Admin

Standalone Mode Server Mode

The 'Admin’ drop-down menu provides access to the following options:

»> Manage Cases (in both modes)

»> Case Review Report (in Standalone mode only)
»> Case Folder (in Standalone mode only)

» Server Admin (in Server mode only)

Manage Cases

This option opens the ‘Case Management’ screen:
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Manage cases | Import cases

Case Name Owner Username  Owner Fullname
= | All File Types Joe.hoy Joseph Hoy
AllFile Types_1  joe.hoy Joseph Hoy
ANPR test joe.hoy Joseph Hoy
Arthur demo Joe.hoy Joseph Hoy
Attribution Select | joe.hoy Joseph Hoy

(©)

Team

Default Team
Default Team
Default Team
Default Team

Default Team

Security Level Checked out?

5

5
5
5
5

Marked for deleti...  Deletion After Actions

Adtions...

Actions...

Actions...

Actions...

Actions...

Close

——

This menu option opens a pop-up window, from which you can manage your existing
cases, including changing the case time zone, and import a new case. See Case
Management.

Case Review

Report

The Case Review feature is designed to help users who operate within a regulated or
accredited forensics process keep track of the age and state of their cases and will
provide an indication of when cases are due for areview. See Case Review.

Q Case Review Report

Review Summary
Cases overdue for review
Cases due for review
Active cases reviewed

Review Cases

+ | Overdue for review

Case Name

W F VIV rASeS nniv

v | Due for review

Creation Date
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This menu option opens the local case folder in Windows Explorer, allowing the current

set of Input and Output files for the case to be viewed:
CSASv3 > Cases > 8c282789-f89e-4977-a56a-11108b2352ee >

™ sort ~ = View ~

O Name
Images
Imports
Qutputs

RF

Date modified

20/03/2025 11:15

025 11:15

07/04/2025 16:00

20/03/2025 11:12

Type

File folder

File folder

File folder

File folder

It may also provide access to other
case resources, such as savedreports

and images.

Each CSAS case is assigned a unique
case ID, whichis a long alphanumeric
string known as aGUID, as shown in the

screengrab above.

This is used as the folder name within the CSAS case folder - case names can be
changed, using the Case Management > Rename feature, but the case ID remains
constant throughout the lifetime of the case. Cases cannot be easily found by searching
via Windows Explorer, however, due to the complex case ID and the recommended way of

gaining access to the case folder is via the Case Folder option.

Server Admin

This option opens a connection to the configured CSAS Server to allow access to user
and case admin features. Only registered CSAS Server admins will be able tolog in to
CSAS Server. Please contact your local IT team or CSAS administrator to gain access to

this feature.

© ForensicAnalytics Ltd 2026
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553 Configuration

Admin  Configuration

Local Settings

User Preferences

The 'Configuration’ drop-down menu provides access to the following options:
»> Local Settings.
» User Preferences.

Local Settings

Local Settings provides access to a set of global CSAS settings (which control
fundamental aspects of CSAS activity) and should only be accessed under direction from
FA Support.

User Preferences

Selecting this menu option opens the 'User Preferences’ pop-up window:

0 User Preferences

Recipero/MMPR

NMPR Connection Details

User NMPR token

You need an existing registration with NMPR to enable this feature — the NMPR feature is only available to members of UK
law enforcement agencies and authorised users can self-register at Register for Access.

Add your NMPR Token to complete the setup details for the NMPR integration — Your token will be available in the Profile
pages of your NMPR login. |

In setting up this feature you acknowledge that you give Forensic Analytics Ltd permission to pass your token to Recipero

to perform a lookup on the NMPR. These details will not be used by us for any other purpose.
v

@] aon

Currently, the only option available in this menu is to set NMPR Configuration details.

The NMPR Lookup feature is included in Case Hub and allows users in specific countries
(currently UK and Australia) to look up details of identifiers such as IMEls on a central
database operated by Recipero. To use the CSAS NMPR Lookup you must first register
with Recipero and obtain a user token, which can be pasted not CSAS in the User
preferences screen. More details can be found at thenmpr.com. Please see Using Lookup
in NMPR for more details.
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554 Utilities

The 'Utilities’ drop-down menu provides access to the following options:

@ e Resources:

File Admin Configuration  Utilities Help (2]

@ Home Resources  » | (3 About Resources Temp|ateS

P Visual Parser Templates
Support
E New Case ® Support pp
(=S ~ - oo l Tools
Resources

The Resources option provides access to a set of folders which offer a range of help and
support resources:

Templates

When you click "Templates’, Windows Explorer opens a folder from which you can access
the various templates used by CSAS:

ProgramData » Forensic Analytics Ltd » C5ASw3 »

N

» [0 Mame
CaseQutputs
CaseReports
CSASHintsAndTips
Map
»» CaseOutputs - hosts the report and Fast Time templates used by Case
Outputs.
»> CaseReports - hosts the templates used by the Disclosure Reports.
» CSASHintsAndTips - hosts the template used to populate the ‘help’ popups.
7> Map - hosts the label templates used by CSAS Mapping.
» The folder also currently houses the set of map label templates used by
CSAS RF module maps; these will be moved to a more suitable locationin a
later release

Support

When you click ‘Support’, Windows Explorer opens a folder which contains a set of
generic ‘rescue templates’, which are used to help import unrecognised or unstructured
datainto CSAS, plus a number of help and guidance documents.

Tools

The Tools folder contains a set of macros and other tools that can be used to pre-
process some types of data before importing them into CSAS.

Visual Parser

This option opens the Visual Parser, which provides an opportunity to view the way in
which individual source files were processed by CSAS. See Visual Parser for more details.
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5.5.5 Help Menu

The 'Help’ menu provides access to a number of help and information resources:

@ csAsv3
5 R e » Contact Support
File  Admin  Configuration  Utilities  Help
@ Home |" Contact Support >> Help Resources
‘ . Help Resources >> EXCeptlon LOg
Exception Lo »> About/Licensin
E New Case @ . ’ i g . . g
| outicensing i ” Hints &Tips.
| o= @ (® Hints & Tips *
Contact Support

Selecting ‘Contact Support’ opens a pop-up window giving access to contact details for
the CSAS Support team:

G ‘Contact Support x

Answers, help videos, user guides and more can be
! obtained 24 hours a day from our self-service support site.

CSAS Support

,  Alternative contacts...

The preferred method for contacting CSAS Support is to use the online ticketing system
embedded in the CSAS Support site.

Toraise anew support ticket:

e Clickonthe button

e Logintothe CSAS Support site (use the email contact option mentioned
below to request a Support site account if you don’t already have one)

e Onceinthe Support site, select Tickets’ from the navigation sidebar section
and click on ‘Create Ticket’

e Fillout the required details, adding as much detail as you can about the issue
you’ve experienced, including, if possible, the set of steps required to
replicate the problem. Details of existing open tickets will also be shown in

the support site.
Clicking 'Alternative contacts...” expands the
. chranes 24 houts »doy Fom out st sues spport st pop-up window and provides some additional

contact methods.

CSAS Support

Note: These additional methods can be slower

| e e o than using the online ticketing system and are
e — generally not preferred.
Alternatively, our Service Desk team are contactable via:
% +44 (0) 800 158 3830 Option 2
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Help Resources
The ‘help resources’ tab provides access to a
ot s range of ‘self-help’ resources, including a
copy of this CSAS user guide and alink to the

CSAS Support website.

Local resources
1

D CSAS v3 printable user guide

Additional resources, including links to ‘how to’ videos and online training courses will be
addedina future release.

ExceptionLog

The exception log captures details of ‘exceptions’ or errors that could cause CSAS to
stop working and shut down:

Exception Log

Date d User Message System Message Stack Trace
( . Version 3.12.0.29052 20231120.2 Failed to Keyword not supported: "your ord g aluermutinleacty N
- 11/12/2023 13:... 14 upload/download files to the server. value;multipleactiveresultsets'. Keyword not supparted: 'your value; multipleactivere...
Version 3.12.0.29052 20231120.2 An error has APT trapped error : Password to Excel File required |
30/11/2023 10:... 13 occurred imparting AP trapped error : Password to Excel File required
anonymised_CDR_0211v3_397.xlsx N
Version 3.12.0.29052 20231120.2 An error has APItrapped error : Password to Excel File required
s . occurred imparting R d X d il d
30/11/2023 10:... 12 anonymised_CDR_38_07759650597 02 DDR 311019 API trapped error : Password to Excel File require
debxdsx
Version 3.12.0.28688 Alpha 20231115.1 No such An error has occurred getting a list from the External
21/11/2023 14:... 11 | host is known. File Service An error has occurred getting a list from the Externa...

(csasupdates.forensicanalyticscloud.com:443)

Marmiam % AR A AGERA Alake AAARAALE 1 Teunlks e Tesialin me AmminTaualis snmmnt e ssliad ae beal

@ Close

This feature provides more details about bugs or issues experienced by CSAS and would
generally only be accessed under the direction of Forensic Analytics Support.

Exceptions listed in the ‘Exception Log’ pop-up can be selected using the checkboxes
and copied to your clipboard by clicking on the (_Copy selected exceptions to clipboard ] hy;tton and
pasting into a format of your choice, such as an email.

Alternatively, you can choose to hide an exception(s) by clicking on the (_Hde sekcted exceptions )
button.

You can then close the pop-up window by clicking on the button.
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g ‘About/Licensing’ opens the '"About CSAS' pop-up window:

From this window, you can select one of the following tabs:

»> About

_ » Licence
Q) |

@ CSAS

About | Licem

”»

”»

”»

”»

»

»

»

»

»” CellView Licence
»  RFModule
» Authentication
»”  WebRequest Settings
»” EULA
»” Acknowledgements

The ‘About’ tab - provides details of the CSAS version number, the configuration
of the database (local and/or server) and the selected user authentication
method.

The'Licence’ tab - provides details of the main CSAS activation licence
deployed to your copy of CSAS, along with the Support Key (which may be
required if you contact CSAS Support). It also details the Organisation you are
registered as belonging to, the contact details CSAS Support has registered for
you and your licence expiry date and licence type.

The "CellView Licence' tab - shows details of the optional CellView licence your
organisation may have purchased for you. If you have been provided with a
CellView licence, you can activate it using this tab. If you don't have alicence,
but would like to use the CellView feature, please contact your organisation’s
CSAS administrator or your Forensic Analytics account manager.

The 'RF Module’ tab - shows your RF Module Licence Type, Expiry Date and
Organisation etc. If you have been provided with a RF Survey licence, you can
activate it using this tab. If you don't have alicence, but would like to use the RF
Survey feature, please contact your organisation’s CSAS administrator or your
Forensic Analytics account manager.

The 'Authentication’ tab - shows your current authentication settings. The
authentication method in use can be changed via this tab, but we strongly
recommend that you don’t make any changes before you have discussed it with
your local IT support team or with CSAS Support.

The "Web Request Settings' - CSAS employs a set of basic network and Internet
communications settings, including setting the maximum time the application
waits for aresponse to messages and the encryption method it employs. Some
networks require specific settings to be used and this tab provides the
opportunity to change those settings in the event that CSAS is unable to
communicate with network or Internet resources. We strongly recommend that
these settings are not changed without discussing it with your local IT team or
with CSAS Support.

The "EULA' tab - provides access to a copy of the End Licence User Agreement,
which users accept when they login to CSAS.

The "Acknowledgements’ tab - lists details of open source and other third-party
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software libraries and packages that are used within CSAS. All third-party add-
ins are regularly tested by an independent external provider as part of the CSAS
software verification process.

Hints & Tips
Clicking the @8l ® slider allows you to toggle CSAS Help '?" icons on / off.

You'll see the "?"icons at various places around the home screen and in other CSAS
features. When you click onany "?* icon, a CSAS Help pop-up window opens giving you
hints about the function / feature, for example:

@ CSAS Help - X
CSAS Hints and Tips @ Forensic Analytics

CSAS Main Menu
Clicking on the ‘case name’ button when in a case opens an accessible version of the navigation sidebar

Cllckvng on the ‘Admin’ button opens the
Manage Cases — opens the Case Management control [5.7]
Case Folder - opens the folder for the current case to view imported and exported files

Clicking on the 'C ' button opens a menu:

Local Settings control - which should only be accessed under direction from CSAS Support

User Profile - which allows settings such as user's name and password to be changed, forgot password questions to be set and other
user settings

User Preferences - where integration settings, such as NMPR details, can be set

Cllckmg on the 'Utilities' button opens a dropdown menu:

Resources - which opens File Explorer windows on folders containing Support (rescue files), Template (Excel and map) and Tools (files
and macros) resources

Visual Parser - opens an instance of the CSASv3 visual parser for viewing file processing details
Cllckmg on the ‘Help’ menu opens a dropdown menu [5.5.5]:

Contact Support - links for accessing support

Help Resources — provides access to support resources

Exception Log - lists recent error reports

About/Licensing - provides general details about CSAS and access to the licensing control

Hints & Tips - allows the help icons and popups to be enabled/disabled

Open topic in user guide Close

The'?"icon also gives you a link to the relevant section in the user guide and also, where
applicable, provides alink to relevant online help video clips.

556 Search Across Cases

The search field allows users to search for identifiers and other data across all cases they
have access to and is available either whilst actively viewing a case or when the CSAS
home screenis displayed.

Q, Search across cases

e Search
o : : :
Penrndien an A Trrnctinntinne Aok 1008 Friminal 1

Enter a full or partial identifier, select the identifier type (MSISDN, IMSI, IME|, etc) and click
Search. In Standalone mode, only the local CSAS database will be searched, but if you are
connected to CSAS Server, then all cases that you have permission to view will be
searched. A popup window displays a list of CSAS cases in which the specified identifier
was found; clicking on a case will open it (if it is currently accessible). See Cross Case
Search.
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557 CSAS Server Connection Status

This drop-down control is only available in Hybrid mode installations. The control allows
users to view their current connection status as well as select cases to move between
the central, shared CSAS Server database and their local ‘per user’ CSAS database.

» When the status shows‘Disconnected’. R _Disconnected ~ ICSAS is only

connected to the local database, allowing you to work on cases when not
connected to your organisation’s CSAS Server. Checked out (e.g.
downloaded) cases will still available in read-only mode on CSAS Server for
other users to view.

» When the status shows ‘Connected to CSAS Server’

I © Connected to CSAS Server ~ ]CSAS is working connected to your

organisation’s central CSAS Server database. Any changes that you make to a
case in Server Mode will be immediately available to view by other users
accessing the same case from the server in read-only mode.

As well as improved performance, the case check-out option (along with the ability to
check-out a floating licence) allows users who normally work on CSAS whilst connected
to their organisation’s server to download a case, and work on it offline.

Note: To use this feature, you must anticipate that a server case (e.g. acase that is
currently stored on the CSAS Server database) will need to be accessed when your PCiis
no longer connected to the server and the case must be downloaded to the local
database before server connectivity is lost. For example, if you know you are going to be
in court and willneed access to CSAS from there but also know that you will have no
access to your organisation’s network from that location, you'll need to check the CSAS
case out and download it to your local CSAS database to continue to have access toit
whilstin court. It is not possible to download a case from your organisation’s CSAS Server
once you have disconnected from your organisation’s network.

55.8 Intel Mode
This is an ‘'On/Off’ select button which allows you to enable or disable Intel Mode.

Intel Mode provides the option to view events captured in some types of source data
(currently it is only captured from some types of CDR) that, although they are included in
the source data files, do not relate directly to activities undertaken by the ‘subject’ of the
source file. This type of event can be classed as a ‘'non-subject’ event.

All CDRs provide details of the activities undertaken by the subject phone - calls and
texts made and received, mobile Internet connections established - but some CDR types
also provide details about the activities of the ‘other’ (or ‘non-subject’) phone engaged in
those calls and texts. Usually, information related to non-subject phones isn’'t regarded
as usable evidence but can be regarded as useful intel. For example, a CDR produced by
one network will show details of a subject phone receiving a text message but might also
show details of the non-subject phone sending that message. Authorisation to analyse
the activities of the subject phone will have been provided in the warrant or other
permissions that was granted to allow the CDRs to be requested; but warrants rarely give
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permission to analyse the activities of any non-subject phones whose data appears in
those CDRs. This means that subject phone records can be regarded as legitimate
evidence, non-subject phones generally can't.

With the Intel Mode switch ‘off’, CSAS displays only events that are regarded as being
‘evidence’, but with the Intel Mode switch ‘on’ any additional events that were included in
source files but which relate to non-subject phones will also be displayed.

When enabling Intel Mode, you'll notice the top rows of the CSAS user interface change
colour (from blue in ‘evidential’ mode to red in ‘intel’ mode), which is intended to alert you
to the change in mode and also to remind you that some events now displayed should
not necessarily be regarded as evidence. Each ‘intel’ event is also clearly marked in the
Case Hub grid, by filling in the row index number and the event type inred, so that
‘evidential’ and ‘intel’ events can be clearly distinguished.

Start Date Start Time Event Index Duration Event Type Identity A

— allc allc

08/01/2017 15:37:09 i 00:00:00 Outgoing Text 07700908010

Dutgoing Voice 07700908010
Outgoing Text 07700908010

23f01/2017 16:24:19 Pl 00:00:10

23/01/2017 16:24:54 00:00:00

Dutgoing Text 07700908010
Outgoing Text 88857700903126

Intel Mode really only has an impact on Case Hub and Case Outputs. In Case Hub, the
additional 'intel’ events will be displayed in the grid but will be clearly differentiated from
‘evidential’ events. In Case Outputs, the list of available export templates is reduced to
only those that contain a specific ‘Intel Mode’ column, so that ‘intel’ events can be clearly
distinguished.

23/01/2017 16:25:08 B8 00:00:00

25/01/2017 16:43:20 Gl 00:00:00

As‘intel’ events generally contain no phone location data, they will not appear in CSAS
maps and they are ignored by Analytics and Dashboard queries.

559 Profile Menu
Onthe far right of the top row, the Profile button, featuring the user’s initials,
provides the following options:

» My Profile
»  SignOut

My Profile
Selecting ‘My Profile’ opens the ‘My Profile’ pop-up window.

— - : From this pop-up window, you can view
. and update your profile (the options

| e presented are dependent upon what
authentication method was chosen
when CSAS was installed, and the
methods used by the organisation).
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In Server mode, using both the ‘active directory’ and ‘CSAS Server authentication’
options, usernames and passwords can only be changed by the organisation’s
administrators (or IT department), so the password management options will not be

displayed.

‘Change my password’ only works when the ‘local database’ authentication optionis
selected, which is used for fully ‘standalone’ or non-server deployments of CSAS.

Details

Change My Password

ldentity Questions

© ForensicAnalytics Ltd 2026

View your details (first and last name).
These details are added to identify the
‘author’ of any output documents you
create ina case. If you need to edit any
information you can enter it directly into
the text fields. Save changes by clicking

onthe button.

In standalone mode, with local database
authentication, you can change your
CSAS password using this tab. The new
password can be entered directly into the
text fields - please make note of the
password strength rules shown at the

top of the tab. Save changes by clicking
onthe (CSave J putton.

In standalone mode, with local database
authentication, you will have been asked
to enter a set of identity questions when
CSAS was firstinstalled - these are used
as part of the ‘forgotten password’
process. If you wish to view or update
your identity questions, you can do so via
this tab. Save your changes by clicking on

the button.
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Settings

The Settings tab offers the option to:

™) Select whether phone numbers are
shown with their full international prefix
(e.g. 447700900123) or with a domestic
prefix (e.g. 07700900123).

@ o

Globally enable or disable Case Wide filters - if the Case Wide Filters box is ticked, that
mode of filtering will be enabled by default in all cases. If it is unticked, cases will be
opened with that mode disabled.

Select a specific application to use to view CSV files - CSAS usually opens CSV files in
whichever applicationis set as the default in Windows (see Windows Settings > Apps >
Default Apps > choose default applications by file type > .csv). If you want CSAS to open
CSVfiles inadifferent application, without changing the Windows default for other
applications, paste alink to the required application here. For example, if you wanted
CSAS to open CSV files in Notepad++, you'd paste alink like this - C:1Program

Files |Notepad++|notepad++ exe). This option should generally only be changed after
consulting you IT team or CSAS Support.

You can close the "My Profile’ pop-up window by clicking on the button.
Sign Out
Selecting Sign Out simply signs you out of CSAS using the following pop-up window:

g Are you sure you wish to quit CSAS? X

, Are you sure you want to sign out? '

Yes

Note: If afloating licence is in use, there will be a checkbox in the window to release the
current floating licence. You'll need to tick this checkbox. Dedicated licences will not be
released or removed via this option. The floating licence time remaining is given at the
bottom right-hand corner of the CSAS screen if floating licences are in use.

See Logging Out and Closing CSAS for more details.
Why, When, Who

@ Ihisfunctionisnecessary to allow youto view and change CSAS
P configuration options and to access help and support resources.

@ This function is undertaken whenever you need to administer CSAS
settings or get help and support

This function s typically carried out by the following users:
» CSAS User (and above).
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5.6 Grid Filtering and Controls

Most CSAS screens contain a data grid or table of some kind. All of these grids are
constructed in the same way and offer the same basic set of control features.

56.1 Column Control Menu

Within the Data Grid, you can access the grid control menu by right-clicking in any
column header.

zd] Sort Ascending » 'Sort Ascending'/'Sort Descending' - resorts the

&l sort Descending grid by the selected column. Clear All Sorting
Clear Sorting returns the grid to its default order (sorted by
Clear All Sorting identifier).

»> 'Group By This Column' - if activated, shows the
Group By bar, which allows the grid contents to be
grouped into '‘bands’ by dragging the required
column header into the Group By box - for example,

‘@ Group By This Column
4% Show Group By Box

Hide This Column

S| Column Chooser if 'identifier type' is dragged to the box, the grid will

vA+ Best Fit resort into bands, one band for each identifier type.
Best Fit (all columns) » 'Hide This Column' - hides the selected column

Y Filter Editor.. from view, so you can customise the grid view.

» Column Chooser presents alist of currently hidden
columns that can be added back into the grid.

Show Find Panel

Hide Auto Filter Row

» 'Best Fit/Best Fit (all columns)’ - resizes the width of the selected columns to
display the datain full.

» 'Filter Editor..." - displays a'narrative filer builder' panel.

»> 'Show/Hide Find Panel' - opens a powerful ‘whole grid’ search bar.

» 'Show/Hide Auto Filter Row' - opens a filter bar inrow 1, where you can type in
items to filter the data to within that column.

The set of columns on display in most grids can be customised as required. You can:

»  Customise the column layout - drag a column to a different positionin the grid
by left clicking and holding a column header then dragging it to the required
position.

» Add extra columns to a grid by right-clicking on a column header to activate
the control menu and select ‘column chooser’. Select the required column
name from the chooser list and drag it to the required position.

»>  Remove columns from the grid, use the ‘Hide this Column’ option in the column
control menu to remove the column from the current layout.

»>  Custom column layouts can be saved to be used again later - see Grid for more
details.

Column Header Sorting Options

You can sort and resort the grid based on the content of any column - simply left-click in
the column header of the column you wish sort by. Click once to resort in ascending order
or click again to sort in descending order.
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Column Header Filter Option Menus

The contents of each column can be filtered based on multiple values found in the

column data.

Clicking on the ‘filter’ W icon in the column header activates a drop-down menu which
lists the unique contents of the column. This allows you to choose one or some of the
values to filter the column to show.

Values Text Filters

Begins With
Equals

Does Mot Equal

Ends With
Contains

Does Mot Contain
Is Blank

Is Mot Blank
Custom Filter

Close

Note: The construction of the filter menu differs depending
on the type of data displayed in each column, with simple lists
of unique values in columns that contain numbers or text
through to date pickers for columns that contain dates/times

The menu also contains an option to build a narrative or ‘text’
query using pre-set query descriptions.

Touse this feature, first select the query type from the
dropdown menu.

It also offers a ‘custom filter’ option which allows two
conditions to be set that are linked as either an ‘AND’ or an
‘OR’ query.

Thenyou can select the value or values the query will operate
on.

If matching data is found in the selected column, the grid will
filter to show just those rows

The same basic functionality is applied to all grids and tables in the application.
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5.7 Case Management

This function allows you to manage the cases you have access to. Selecting ‘Case
Management’ opens the following pop-up window:

q
£ Case Management x

Manage cases | Import cases

Marked for
d Case Name Creation Date  Owner Usemame Owner Fullname el E‘u':,' Deletion After  Actions

08/05/2025 Rul

Adtions...

From the ‘Case Management’ pop-up window, right clicking on any case (or clicking on
the 'Actions’ column) will give you the following options:

» Copy Case

» ExportCase

»” Delete Case

» Change Team

» Change Owner

»> Rename

» Edit Case Prefilters (you may need to scroll the list to view this option)
» Edit Time Zone

5.7.1 Copy Case

Selecting ‘Copy Case’ allows you to create an exact copy of an existing case but assign it
anew Name, New team and/or new owner using the drop-down menus. When selecting
‘Copy Case’ the following pop-up window is displayed:

Name

New team

Default Team -
New owner

fraser mclaren -

Cancel Copy case
Stepped Procedure

1. Fromthe ‘Copy Case’ pop-up window, update the case name if the default name is
not suitable. You can then select the ‘New team’ and ‘New owner’ from the drop-
down menus if required and click on the button. A message is displayed:

Copy case

Test Case 1 (Copy)

Default Team ~ Please Wait
Copying Case Files...

fraser mclaren

2. You'llthen see the copied case in the list of cases in the Open Case menu. If it's
been shared with a new Team or a new User, they will also see the case in their own
case lists.
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5.7.2 Export Case

In Server mode, cases can be shared with selected other CSAS users via CSAS Server.
This optionis not available in Standalone mode, so CSAS also supports the option to
export acase toazip folder so it can be shared with another CSAS user.

Export case

Folder name
CSAS v3_20231220_022943
Save to

C:\Users\JosephHoy\AppData\Roaming\Forensic Analytics Ltd\CSAS Browse

Delete case after export

Export case Cancel

Stepped Procedure

1. Inthe Manage Cases popup, select the case to be exported by ticking the box for
the appropriate row.

2. Select ‘Export Case’ from the Actions menu.

3. TheExport Case popup provides a suggested name for the export zip folder - if
you wish to change this, simply delete the suggested name and replace it with
your preferred name.

4. By default, CSAS will save the exported case zip file to the CSAS case folder. If
you wish to save it somewhere else, simply click ‘Browse’ and choose a location.

5. If youwant the case to be deleted from the local database after it has been
exported, tick the box. Case deletionis irrevocable.

6. Whenyou're ready, click ‘export case’. Depending on the size of the case, this
process could take several minutes to complete, CSAS will confirm when the
export is complete. If you are sharing the exported case with another CSAS user,
you can send the zip file to them using your preferred method.

7. Anexported case can be imported into CSAS using the Import Cases option
outlined below.

573 Delete Case

CSAS supports options to delete old or unwanted cases from the case database. Only a
‘case owner’ can delete a case from a CSAS Server database.

When a case is deleted, all imported data for the case is removed from the case
database, all copies of imported files, all outputs (maps, analytics reports, case outputs
reports, etc), all case snap shots are deleted. A deleted case cannot be recovered.

The delete case function has three options:
Mark as Deleted

This function allows you to initiate the deletion of a case from CSAS. As case deletionis

irrevocable, CSAS provides a ‘cooling off’ period of 30 days after a case has been marked
for deletion - in this time the case can be undeleted again or, if the 30 days elapses, the
case will be deleted.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 46



f‘\ CSAS CSAS User Guide

CSASv3.16
Stepped Proceadure

1. Tobeginthe deletion process, select the case to be deleted in the Manage Cases
list and select the 'Mark for Deletion’ optionin the right-click or Actions menus.
The following pop-up message appears:

Case Attribution Validation will be deleted aft
Yes No

2. If youwish to proceed with the deletion process, click 'yes’, if you wish to cancel
the deletion process, click 'no’.

3. Thecase willbe marked to be deleted in 30 days.

Security Level Checked out? Marked for deleti Deletion After Actions

5 Actions...
5 Actions

5 v )1/04/2022 Actions

Delete Immediately

This function allows you to override the 30-day cooling off period and delete a case from
CSAS immediately.

Note: To do this, you must first mark the case for deletion (see Mark as Deletea), then,
from the 'Case Management' pop-up window, select the case you want to delete from
the ‘Manage cases' list.

Stepped Proceadure

1. From the 'Case Management’ pop-up window, select the case you want to Delete
Immediately (‘Test Case 3'is selected for example). The case row is highlighted:

secure)

2. Todelete the required case, right-click on the selected row (or select from the
‘Actions..." drop-down menu at the end of the row) and choose ‘Delete
Immediately’. The 'Delete Case’ pop-up window is displayed:

3. Toconfirmyou want to delete the case, in the text field enter, in caps, the word
‘DELETE"; this acts as a method of making sure the case is not accidentally deleted:
the delete process is permanent.
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4. Atthis point you can:

» Choose not to delete the case by clicking and close the pop-up
window.

»” Choose to delete the case and all files and data by entering the word
'DELETE’ and clicking the button. A ‘Please Wait, deleting’ message
is displayed then the ‘Delete Case’ pop-up window closes: the case is now
deleted from CSAS. CSAS deletionis irrevocable.

Undelete Case

The scheduled deletion can be cancelled at any time during the 30-day cooling off period
by selecting the case, right-clicking and selecting ‘undelete’. The scheduled delete is
cancelled and the case goes back to being generally available.

5.7.4 Change Team

Selecting ‘Change Team’ from the drop-down menu under ‘Actions...’ allows you to select,
for an existing case, anew team and new case owner.

This option only works in Server mode (as there is no option to create additional teams in
standalone mode). Only teams that have already been created via CSAS Server will be
available to select. Only teams that you are a member of will be displayed. If the team you
wish to transfer acase tois not listed, please select ateam that you do have access to or
contact your local CSAS Administrator to request access to the required Team.

When selecting ‘Change Team’ the following pop-up window is displayed:

Change Team

New Team

New Owner

Cancel Change team

Stepped Procedure

1. From the ‘Change Team’ pop-up window, select the ‘New Team' and ‘New Owner’
from the drop- down menus and click on the button.

2. The'Change Team’ pop-up window closes and the ‘Case Management’ pop-up
window is displayed; you will see the new team and new owner of the case has
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changed.
5.7.5 Change Owner

Selecting ‘Change Owner’ allows you to select, for an existing case, a new case owner
using the dropdown menu. Although each case is shared with all members of the Team to
which it is linked, only one member of the Team (the case owner) can edit a case at any
one time, all other Team members have read-only access to the case, so a change of
ownership is required if a different Team member needs access to edit or add datato a
case.

This option only works in Server mode (as there is no option to create additional users in
standalone mode). Only other users that are members of the team the case belongs to
will be displayed. If the user you wish to transfer ownership of a case tois not listed,
please select a user who does have access or contact your local CSAS Administrator to
request that the required user be added to the Team.

When selecting ‘Change owner’ the following pop-up window is displayed:

New case owner

[

[

[
Save Cancel

[

Stepped Proceadure

1. From the ‘Change owner’ pop-up window, under ‘New case owner’, select from
the dropdown menu a member of the linked Team and click on the button.

2. The'Change owner’ pop-up window closes and the ‘Case Management’ pop-up
window is displayed; the owner of the case is changed.

576 Rename

Selecting ‘Rename’ allows you to rename an existing case by typing a new name in the
text box. When selecting ‘Rename’ the following pop-up window is displayed:

Case Name
Test Case 1]

Cancel Rename

Although the case name will be changed, the case ID (as used for the naming of the case
folder in the CSAS 'cases’ folder) will not change.

Stepped Procedure

1. From the ‘Rename Case’ pop-up window, enter in the text box the new name of
the case and click on the button.

2. The'Rename Case’ pop-up window closes and the ‘Case Management’ pop-up
window is displayed; the name of the case is changed.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 49



f‘\ CSAS CSAS User Guide

CSASv3.16
57.7 Edit Case Prefilters

Case Prefilters set a limited date/time span for case data - only records that fall within
the set period will be imported. Case prefilters can optionally be set when a case is first
created, but they can be viewed or edited using this option.

Stepped Procedure
1. When selecting ‘Edit Case Prefilters’ the following pop-up window is displayed:
_ . 2. Tickingthe 'l have dates of
i : interest’ checkbox makes the
End Date - window ‘live’. You can then
Options Please Choose... ' ' '
Populate the filter sidebar with the options above add a Start Date and End
Date’ as required.
Cancel Save
.
3. From the Options drop-down
+ |1 have dates of interest
menu, you can choose one of the start e
following options: -

Populate| Please Choose... L\
Inform me if the file does not contain the dates s
Only import if the file contains the dates

C Only import records between the dates

4. You can also choose to populate the filter sidebar with your chosen Start and End
Dates by ticking the checkbox:

| Populate the filter sidebar with the options above

578 Edit Time Zone

By default, each case’s time zone is set to match the time zone setting of the host PC. It
is possible to change the time zone for a case when it is being created - see New Case -
and also once a case has been created, via this menu.

Stepped Procedure

1. The change of time zone affects how dates and times are presented within CSAS.
Onimporting a new file, CSAS attempts to determine the UTC/GMT time for each
event and also the offset from UTC/GMT to be employed for that case.
Dates/times are then presented with the required offset applied. Times without
explicit UTC offsets indicated are assumed to be in the default time zone for the
case. If dates within a case are being displayed with the wrong UTC offset
applied, it might be that changing the case time zone will solve the issue.

2. Thecurrent time zone for a case is displayed in the Manage Cases menu:

Case Management

Manage cases Import cases

Security

Case Name Owner Username Owner Fullname Team e

Time Zone

# R Crippen joe.hoy Joe Hoy Default Team 5 Europe/London

3. Whenyou select ‘Edit Time Zone’ the following popup is displayed:
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Edit Case Time Zone

Time Zone

Europe/London -

Save Cancel

4. Select adifferent time zone for the case from the dropdown menu:

Edit Case Time Zone X

Time Zone
Europe/London| -
Europe/Oslo - (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna -

Europe/Paris - (UTC+01:00) Brussels, Copenhagen, Madrid, Paris

Europe/Podgorica - (UTC+01:00) Belgrade, Bratislava, Budapest, Ljubljana, Prague
Europe/Prague - (UTC+01:00) Belgrade, Bratislava, Budapest, Ljubljana, Prague
Europe/Riga - (UTC+02:00) Helsinki, Kyiv, Riga, Sofia, Tallinn, Vilnius

Europe/Rome - (UTC+01:00) Amsterdam, Berlin, Bern, Rome, Stockholm, Vienna
Europe/Samara - (UTC+04:00) Izhevsk, Samara -

You can select from the dropdown list or start typing a time zone in the box to
filter the list and get to the required time zone more quickly
5. Theupdated case time zone will be displayed in the Manage Cases menu:

Case Management

Manage cases Import cases

Security

Case Name Owner Username Ovmer Fullname Team Level

Time Zone

- R Crippen joe.hoy Joe Hoy Default Team 5 Europe/Riga

Why, When, Who

e 1heCaseManagement functions are necessary to provide
opportunities to manage the set of cases you have access to.

@ This function is undertaken whenever cases need to be managed.

This functionis typically carried out by the following users:

13 » CSAS Administrator
?> CSASUser
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5.8 User Management

CSAS supports operation in standalone mode (where each instance of CSAS works
independently, and does not connect to alocal CSAS Server), and also in Server mode.

Allusers, whether using standalone mode or server mode, must belong toa Team and
need to be assigned an appropriate security level.

5.8.1 Standalone Mode

In standalone mode, with no connection to CSAS Server, once the CSAS software has
beeninstalled on the user’s PC they'll be asked to set up a local user.

CSAS in standalone mode only allows one user account to be set up per deployment, so
there are no controls or options to allow additional users to be created or that allow the
current user to be changed.

If a new user needs to be set up for a standalone deployment, CSAS and its data will need
to be deleted and a fresh install initiated to set up a new user.

582 Server Mode

The expected typical installation of CSAS is within a networked deployment, where a
distributed population of CSAS copies connect to a central CSAS Server withinan
organisation. In this use case, alocal CSAS administrator will set up all user accounts
centrally via CSAS Server. Depending on the authentication method used, the CSAS
Administrator will either provide each registered user with a username and password or
will arrange for their accounts to be linked to the local Active Directory service.

5.8.3 Assigning a Team

Users belong to Teams; in Server mode a CSAS Admin can add multiple users to asingle
Team and individual users can belong to more than one Team. Teams are part of an
Organisation, a CSAS Admin can create multiple Teams within a single Organisation.

5.8.4 Assigning a Security Level

Each new user willneed to be assigned the appropriate security level for the Team the
new user wants to join - their security level must be equal to or higher than the minimum-
security level of the Team they are being assigned to. The minimum user security level for
each Team s stipulated when a Team is created.
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The basic stages of a CSAS-enabled digital forensics analysis case are as follows:

E New Case

@ Import Files

@ Attributions
@ Dashboard

E Case Hub

E Case Outputs

ol I Analytics

Case Lifecycle

Createanew case
Set date prefiltering limits
Import source data files

New Case

Add file continuity details
Update file details with any
missing information

Importing Files

Add identifying colours and
attribution names to identifiers
Set attribution validity dates
Import existing attributions

Attributions

View a summary of important
case information

View imported datain a grid
View imported data in amap

Dashboards

Filter data and create case Case Hub
snapshots

Export map content to

Powerpoint

Create intel reports and court

exhibits fromtheimporteddata  Case Outputs

Create Fast Time reports
Analyse imported data with a _
range of powerful queries Analytics

Add/remove source data files
Add/edit attributions
Create/edit snap shots

Create maps &analytical reports

Each stage of this process is described in detail in this guide.
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5.10 Regulatory & Accreditation Support

Most, if not all, instances of CSAS will be deployed in organisations that are subject to
some form of regulatory oversight (such as the UK Forensic Science Regulator’s Code of
Practice) and will generally have to obtain and maintain some form of procedural or
quality accreditation (such as 1SO17025). CSAS offers a number of features to help
organisations and individual users meet the requirements of such regulatory
environments.

5101 Case Review

CSAS includes a simple Case Review function, which provides an indication to users
when created cases, whether they’re actively being worked on or not, may need to be
reviewed.

Forinstances of CSAS operating in Standalone Mode, when not connected to an
organisations’ CSAS Server, the Admin menu offers a Case Review Report option. The
report lists all cases ‘owned’ by the user that are approaching or have passed areview
date.

In the initial version of Case Review, the review period is fixed at one year from the date
the case was created; future iterations of the feature may provide more flexibility to set a
different review period if required.

) Case Review Report = o x

Review Summary

Cases overdue for review 0
Cases due for review 0
Active cases reviewed 0

Review Cases

Case Name Creation Date Owner Team Security Level Last Review Next Review

Close

The report lists cases in three review states:

» Cases overdue for review (more than one year since last review)
»> Case due for review (approaching one year since last review)
» Active cases reviewed (recently reviewed)

Opening a case (e.g. from the All-cases list on the CSAS Home page), constitutes a
review, there are no specific actions required to indicate that a review has taken place.
Case Reviews are only indicated for cases in the ‘Active’ state - see the next section for
details of the Case Status feature.

5.10.2 Case Status & Case Notes

Many regulated processes require practitioners to capture ‘contemporaneous notes’
detailing the actions they perform whilst working on a case. Evenin less rigorously
defined processes it is often useful to have the option to make notesin acasetoact as
an aide memoire.
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When a CSAS is open, the ‘tools’ menu offers access to the Case Details feature.

The first tab provides access to the basic case setup details that were entered when the
case was first created - case name, type of investigation, Team, security leveland time
zone. It also provides access to an additional ‘'status’ field.

Case Status defaults to'Active’

o THREE » indicating that the case is

" actively being worked on and is
. therefore eligible for the Case
Review process. Ifacaseisno

Details

Creation Date 11/11/2025

Case Name Rocky River prep

Type of Investigation | General Investigation longer being actively worked on,
;me . —— : but hasn’t been deleted or
Status Active .| | = archived, itcanbesettothe

E— ‘Closed’ status, which removes

it from the Case Review process.

Fast Time Update Case Cancel

Of course, if further work is required for a ‘closed’ case, it can be reverted to the ‘active’
state again at any time.

A second tabin the Case Details popup provides access to the Case Notes feature.

Simple, text-based notes can be

€

betaia | otes (1) » addedtoa caseatanytime. Each

note | ~ new noteis listed alongside the

» timestamp and the details of the
Add note user who added it.

s e Recaivd aiiouon dofe for 621 phene from case Inestoeor Details of new notes are capturedin
f = the case audit log and notes cannot
be altered or deleted after being
added.

Click ‘Update Case’ on the Details tab to save any changes made to the case details or
case notes.

5.10.3 Intel-only Users

Inregulated organisations, there are likely to be rules in place that dictate the level of
training a staff member must have before being able to access certain types of data or
application. For example, the procedures may indicate that only staff members who have
completed an accredited series of training courses in the use of CSAS are permitted to
produce evidential outputs from that application.

To support users who are required to adhere to such restrictions, in server-based CSAS
deployments, itis possible to create user types with different levels of access and
capability.

Full users, who would be expected to have completed full training in CSAS and its use, are
able to access all functions and have unrestricted ability to output analytical and
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evidential product from their cases.

Intel-only users can also be created. Although they have the same set of CSAS features,
any output they create from a case will be watermarked with ‘Intel-only’ indications,
showing that the product they create should not be permitted to be used as evidence,
unlessitis first reviewed and approved by a fully trained colleague.

The user type is set in the CSAS Server admin portal by the local CSAS administrator.
Users can be converted to full’ status once they meet their requirements of their
particular organisation.
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6 CSAS Home Screen

The CSAS home screen is the main landing page for CSAS and is displayed after you log in
- it provides access to new and existing cases. Scrolling down the home page, users can
find links to other Forensic Analytics products and services as well as contact details
should you require support:

Op Echo Op River 2 Op River Op Dragonfly2

The home page displays up to the five most recently accessed cases across the top of
the screen for easy access. Clicking on one of these recent case icons will open that
case. Below recent cases, users can find links to create anew case and manage all their
cases.

The 'All cases’ section of the home page displays more detailed information about the ten
most recently accessed cases. Below that, the ‘More cases’ button allows users to
access the full list of cases that they can open.

Use the scroll bar on the right to access Product and Services information and links to
CSAS Support at the bottom of the screen.
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6.1 Using the CSAS Home Navigation Pane

The following functionality can be accessed directly from the CSAS home page or from
the File drop down menu available from the top bar as discussed in section 5.5.1.

»> New Case

»> Manage Cases
»> AllCases

»> Case Search

??> Cross Case Search

6.1.1 New Case

Selecting the New Case icon opens the ‘Create Case’ pop-up window:

Default Settings ©)

Fast Time

From this pop-up window you can create a new case by populating the ‘Case Name’ text
field and selecting from the drop-down menus then clicking on the button.

See Also

Settingup aNew Case

6.1.2 Manage Cases

This button provides access to the same Manage Cases feature as is accessible via the
Admin top line menu. See Manage Cases.

6.1.3 Recent Cases and All Cases

To opena case in the Recent Cases section, click onit once. In the All-Cases section,
double-click on arow to open the associated case. Clicking the More Cases icon, at the
bottom of the All Cases table, opens a new window.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 58



f‘\ CSAS CSAS User Guide

CSASv3.16

19/03/2026

2172025

30/05/2026

This window lists all cases that you have access to in the current database. Users should
check the status of the CSAS Server connection button to ensure they are configured for
the correct database.

The ‘Case Owner’ field identifies the current case owner, who has permission to update
and edit the case. Other users, who are members of the same team, will have read-only
access to the case unless a change of owner is initiated in the Case Management menu.

If a case is available to you, double clicking on the case in the list will open it for viewing
and, if you are the owner, editing.

The filter bar at the top of the grid allows you to search within the case list to find the
case you want to open.

Stepped Procedure

1. From the Case Home page, you can open an existing case by clicking on the
relevant case.
2. Afterafew seconds, the selected case opens and will default to the Import data
screen.
Note: If files have already been imported, the selected case opens via ‘Case Hub’,
if no files have been imported, the selected case will open via the ‘Import Files’
screen (unless you've selected a different landing page for your new and existing
cases).

See also

» Using Case Hub
> Case Management
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6.2 Using the Search Pane

The ‘Search across cases’ pane allows you to quickly search, within all Cases that you
have access to, for cases that contain different types of Identifiers as follows:

»> MSISDN - phone numbers

»> IMSI - subscriber identifiers

»> IMEI - mobile device identifiers

»> VRM - vehicle registration marks, number plates, license plates

»> Attribution Name - the ‘user’s name’ attributed to a phone number or other
identifier

»> MAC Address - WiFi device identifier.

»> IP Address - Internet address assigned to adevice
»> Site Name - cell site/tower name

»> CellID - identifier for a cell on a cell site

Foramore focused search, you can search for just a particular identifier type and search
for a partial or full identifier (for example a telephone number).

Just select the identifier type and then Search

enter a partial or fullidentifier into the

search box. MSISDN -
For partial searches, omit the initial ‘0’ or 07700900 )

international prefix from the number.

Clicking the 5 icon will openthe ‘Search
Results’ pop-up window:

Cross Case Search

MSISDN ~ | 7700907268 Q
For best resuts, remove the initial ‘0" o try code from the MSISDN

esults  Tar Attribution Attribution Start Attribution End

Adti

Unknown 7

Adti
Acti
Locked By: Ruth B... Adi.

Unknown 7

Unknown 4

Unknown 3

zlzlz|<iz
§8 838

Available Adti

196 matching results found

The searchresults provide a list of local and server cases, that you have permission to
access, within which the searched for identifier was found, including details of the case
location (local/server) and availability.

From the ‘Search Results’ pop-up window, you can select and open the case related to a
matching result by clicking on the button. The 'Case Hub’ screen (or selected
default case landing screen) is displayed when the case is opened.
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/ Case Home Navigation Panel

The Case Home navigation panel is displayed once a case is opened. It occupies the left
side of the screen and provides access to the features available in your current open
case.

The same set of links are also provided from the "Tools’ dropdown menuincluded in the
top row menus once a case is opened.

The navigation panel can be
opened by clickingonthe

CSAS v3
@ y ‘hamburger’ menu icon located at
File | Tools | Admin the top left of the main CSAS
E Import @ window

The navigation panel confirms
the name of the current open

@ CSAS v3 case and can be dismissed by
clicking on the ‘close’icon at the
File Tools Admin  Configuration  Utilities top right of the panel
= | CSAS Investigation I Most features open when the
associated navigation panelicon
is clicked.
Some features have multiple
|| Analytics . screens, however, so the icon
Activity Hotspot acts as dropdown menu. Click on

the down arrow to view all
options, then click on a specific
menu item to launch the
associated feature.

Average Event Distribution

Call Count by Date Range

Each of the features is described in more detail in their own dedicated sections.

7.1 Changing the Default Landing Page
Unless otherwise configured, brand new CSAS cases open in Import.

The 'default landing page’ function allows ~ Pefault Landing Page

. Case Hub -
you to choose an alternative CSAS
- . Set P
screen to open existing cases in. i
All screens are selectable from the drop- ™™= :

Attribution

down menu. Just select the screen from General Tnvestigation Dashboard

the drop-down menu, then to set that —!

New Map

screen as your default case landing page,  Cese ovputs
. Case Cells v
click the button. -

Set Page

The next time you login to an existing case, this will be your case landing page.
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8 Setting Up a New Case

This function allows you to set up anew CSAS case.

When a new case is created, the person who created the case is the initial case owner.
The owner of a case is shown in the ‘Case Management’ window (see Case
Management). In server mode, where cases can be shared with other members of the
same Team, you can change the owner of a case by selecting ‘Change Owner’ from the
‘Actions’ drop-down menu in Case Management (see Case Management> Change
owner).

If you aren’t the case owner but are in the same team as the case (and have a suitable
security level) will have read-only access to the case, which means you can view, filter
and analyse data inthe case, if it is saved to CSAS Server, but are not able to add, change
or delete data.

Other users are not able to access a case, even if they have permissionto do soif the
case has been checked out and downloaded to the case owner’s local CSAS database.

Selecting ‘New Case’ from the home page or admin menu opens the ‘Create Case’ pop-

up window:
Details for the new case are entered into
CSAS using the ‘Create Case’ pop-up
— : window. Setting up anew case involves
® entering a unique name for the ‘Case
Name'.

It is necessary to populate the ‘Case
Name'’ field with a unique case name. (
CSAS willwarn if the suggested name is
not unique) to create anew case. Users
may be required to select ateam if
multiple options are available. The other
fields will be set to use default options
but can be changed based on the needs
& of the case.

The following information describes the various fields and drop-down menus in the
‘Create Case’ pop-up window:

»> Case Name - this field allows you to enter the required Case Name.

»> Type of Investigation - Currently only ‘General Investigation’ is available
although additional case types will be supported in future releases.

»> Team -in Server mode, this selects the Team the case will be linked to (in
Standalone mode there is only one ‘Default Team’ created). Only Teams that
you are a member of will be listed here. By default, cases are shared with all
members of the linked Team, who will all have read-only permissions for the
case. If acase is sensitive and shouldn’t be widely shared, it may be sensible
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to create (or ask the CSAS Administrator to create) a new Team with more
limited membership to link the case to.

» Security Level - each user within a Team (and indeed, each Team itself) is
assigned a Security Level (from 1, lowest security to 5, highest security).
Team members will only be able to view and access cases that are linked to
their Team and are at or below their Security Level. An alternative method of
ensuring that sensitive cases are not shared unnecessarily with allmembers
of aTeam is to set some Team members at low Security Levels and ensure
that sensitive cases are assigned high security levels.

Note: For security reasons the security level field defaults to the highest
security level to which you have access.

» Time Zone - this defaults to the time zone the host PC (or virtual machine) is
set to, but can be changed if, for example, a specific case contains data for a
different country or a different time zone within your country. Changing this
value affects how event timestamps are presented in CSAS. If it becomes
necessary to change the time zone associated with a case, this can be
achieved in the Manage Cases menu.

»> Date Prefiltering - this offers ameans of reducing the amount of data
imported into a case, which in turn can have an effect on CSAS’s
performance when working on or uploading/downloading that case. Date
prefiltering ensures that the Import Files function only imports events that
are between the selected ‘start’ and ‘end’ dates will be imported into the
case, but there are three options:

o Inform me if the file does not contain events between the selected
dates - during the Import Files phase, if files are selected forimport
that do not contain events for the selected period, you will be informed
but the file will not be skipped.

o Onlyimportif the file contains events between the selected dates -
during the Import Files phase, if files are selected for import that do not
contain events for the selected period, the file will be skipped.

o Onlyimport records between the selected dates - during the Import
Files phase, if files are selected for import that contain events that
span across the selected dates, only those events within the dates will
be imported, events outside the dates will be skipped.

o The 'Populate the filter sidebar with the options above’ checkbox
feature ensures that the ‘Date/Time' filter in the ‘Filter’ sidebar is pre-
populated with the selected dates as the earliest and latest dates for
the case that can be filtered to.

»> Fast Time - ticking this option automatically enables the Auto-attribute
functionin Import Files and activates a ‘suggested next step’ button at the
foot of each screen.
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Why, When, Who

e Ihisfunctionisnecessary toallow you to create a unique new case to
&  import datainto.

@ This function is undertaken when a new case or investigation starts.

This function is typically carried out by the following users:

35
» CSAS User (and above)
Stepped Proceadure

1. From the CSAS Home screen click the New case button. The ‘Create Case’ pop-up

window opens:
2.

(C]

Inthe ‘Details’ pane, enter in the text
field the name of the new Case (for
example Test Case 1) - if the case

@ name you enter is not unique a warning
° will be displayed, and you'll have to edit
the case name before you can
continue.

3. Thenoptionally, if youdon't want to
use the default values, using the drop-
down menus to choose the Team (for
example Default Team) and Security
Level (for example '5°).

4. If you wish to change the time zone associated with the case, you can select a
different time zone from the dropdown menu.

5. Optionally, if you want to add pre-filtering dates, using the calendar drop-down
menus, select the required ‘Start Date’ and ‘End Date. Note: Only events that are
between the selected ‘start’ and ‘end’ dates will be imported into the case.

6. Fromthe ‘Options’ field, using the drop-down menu select one of the options.

If required, tick the ‘Populate the filter sidebar with the options above’ checkbox.

8. Tocreate the new case, clickon the button. The ‘Create Case’ pop-up
window closes and the ‘Import Files’ screen opens:

~
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9 Importing and Exporting Cases

This function allows you to import existing v2 and v3 cases into CSAS v3 and export
CSASv3 cases.

This function is selectable from the ‘Case Management’ window. From the top ribbon,
select Aadmin »Manage Cases - the ‘Case Management' pop-up window opens:

Case Management x
anage case cast

Name Owned By User Team Security Level ~ Checked out? ~ Marked for deletion? Deletion After  Actions
Actions...
Actions

3 Adtions...
5 v 20/07/2022 Actions..
5 v 20/07/2022 Actions...

To export acase you need to select the 'Manage cases' tab. To import a case you need to
select the 'Import cases' tab.

9.1 Importinga Case

This function allows you to:
»> Import a CSAS v2 zip file so you can migrate CSAS v2 cases to CSAS v3.
»> ImportaCSASv3zipfile.

CSAS v3 processes source data files in generally the same way that CSAS v2 did, but
there are some instances where CSAS v3 can extract more data from a source file than
CSAS v2 could. For this reason, when migrating cases from CSAS v2 to CSAS v3 the
source data files will be reprocessed in CSAS v3, rather than simply importing the data
that was held in the original CSAS v2 case. CSAS v2 attributions are imported without
amendment.

Stepped Procedure

1. Therequired cases must have been exported from CSASv2 or CSASv3 prior to
commencing this process and the exported zip file must be available for import.

2. Fromthe 'Case Management’ window, click the ‘Import cases' tab, then at the
bottom of the window, click ‘Browse’ and select the location of a CSAS zip file you
want to import to your latest version of CSAS:

3. Select therequired zip file and click ‘Open’

4. Ifavalid caseis found inthe selected zip folder, you'll see a popup confirming
that the selected case is now ready for import.

- =

o Successfully added cases, cases are now ready to impert, please note you can amend the New case name, Team and Security level directly in the grid ‘

5. Thecase you select toimportis shown in the Import Cases grid:

© ForensicAnalytics Ltd 2026 FA-487 v1.0 65



f‘\ CSAS CSAS User Guide

CSASV3.16

Case Management

Manage cases Import cases

v Case name New case name Team Security level CSAS version Open after Import

= v R v Crippen R v Crippen_1 Default Team 5 Wersion 3

@ v

6. If necessary, inthe Import Cases grid you can:

»> Change the 'New case name' - this is the name the case will be known by in
CSAS v3, soif the original case name is not unique or if you want to change or
amend it for any other reason, there is an opportunity to do that before the
import is triggered. If the case name already exists in your local database,
CSAS willadd an index number to the end of the case name -e.g.Rv
Crippen_1

»> Change the 'Team' the case will be linked to in CSAS v3 - the Import Cases
grid will show the default team, but you can choose a different one if you
have access to other teams.

»> Change the 'Security level' that will be applied to the case in CSAS v3 - the
Import Cases grid will select the highest security level associated with the
selected team, but you can choose a different level if required.

»>  The menu will confirm the CSAS version (v2 or v3) that was used to create
the case.

»> You have the option of automatically opening the case as soon asit is
imported by ticking the 'Open after Import’ checkbox.

7. Whenyouclickonthe button, your case will startimportingand a
progress message is displayed:

Please Wait
Importing cases

(

Case: R v Crippen

File: 4791422.csv 80%

8. Once theimport process has successfully completed, the import case will be
available to access via the Open Case menu.

Troubleshooting

The most common issue associated with importing a CSAS case is that the selected zip
file is not one that contains an exported CSAS case. Please make sure you select the
correct zip file to import.
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9.2 Exporting a Case

Cases can be exported from CSASV3, to be archived or to share a case with another
Standalone user, using the Admin > Manage Cases tab:

Note: Cases canonly be exported in the CSASv3 format, it is not possible to export a
case in the CSASv2 format, so exporting v3 cases to be imported into v2 is not supported.

The exported zip file contains a small database containing only the data from the
selected case, copies of allimported case data files, copies of all created case output
files, all case attributions. This should allow a full working copy of the case to be created
when itis imported into another copy of CSAS.

Itis also possible to set CSAS to delete the original version of the case once the export
has successfully completed - this allows the case export function to also act as abasic
‘case archive’ function. Cases that no longer need to be retained in a ‘live’ CSAS
database, but that might one day need to be revied, can be exported and deleted, with
the exported zip file being used as an archived copy of the case.

Stepped Procedure

1. From the ‘Manage cases' tab, select the case you want to export by clicking on
the 'Actions..." drop-down menu and selecting ‘Export Case":

o', - He
(O]

A
Forensic
Analytics
B (€]
E -t

Note: You can also access the same drop-down menu by right-clicking on the
selected grid row.
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2. The'Export case’ pop-up window opens:

Folder name

AS v3_Test Case 220220620 _094715]
Save to

C:\Users\DeniselLaptop\AppData\Roaming\Forensic Analytics Ltd\CSAS Browse

elete case after export

C o “] w

3. CSAS suggests afolder name and 'save to’ location for the zip file, however, you
can change both - CSAS will remember the last used ‘'save to’ folder destination
and adds that automatically the next time. You can also decide whether you want
to automatically delete the case once it has exported.

4. Clicking the button starts the export process:

Export case

Please Wait
~” Creating case database

5. Once the case has successfully exported, you can provide the zip file to a
colleague to importinto their CSAS instance.

Why, When, Who

@ 1hisfunctionis necessary toallow you to exportand import CSAS

pu cases so they can be shared by users if CSAS Server isn’t available.

@ This function is undertaken at any time you want to import or export a
case between copies of CSAS.

This functionis typically carried out by the following users:

38
»> CSAS User
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10 Importing Files

This function allows you to import source data files for analysis by CSAS.

Source data files belong to a case. All source data files are imported using the ‘Import
Files' screen, with the exception of Attribution files, which can also be imported using the
‘Attribution’ screen. Any mix of supported file types can be imported together and the
files are recognised and imported in one operation - which is different to how the
equivalent feature in CSAS v2 worked, meaning the CSAS v3 process is simpler and more
streamlined: there is also a File Import Wizard to help you import files which have failed
parsing.

After setting up a new case, CSAS opens the 'Import Files' screen automatically.

When accessing an existing case, you can access Import Files by navigating to the Home
Navigation pane and clicking on the Import Files button [+] .

10.1 Supported Data Types

This section lists the different source data file formats which can be imported into CSAS
for comms data analysis. These are:

»”  Xlsfiles.
> Xlsxfiles
» .csvfiles
» xmlfiles (currently for some handset download and drone log files only)
» .zipfiles (currently for Encrochat/Venetic files and some social media data
types)
»> .txtfiles (currently only for specific US CDR formats)
» ivofiles (containing Berla vehicle download data)
Note: The vast majority of source data files will be in.csv and .xlIs/xIsx formats.
The data types contained in the files that CSAS currently recognises include:

» Communications Data - CDRs, DDRs, cell/tower dumps, cell address files for
selected mobile, landline and VolIP (voice over IP) networks

» Device location - ping and timing advance data from selected networks
»> ANPR/ALPR data - many different formats of number plate recognition data

» Handset downloads
o MSABXRY and XAMN outputs in xIsx and xml formats
o Cellebrite UFED outputs in xIsx format
o Blue Lights Digital Odyssey outputs in xIsx format
o Radio Tactics Aceso outputs in xml format
»> Selected vehicle telematics and GPS tracker data

»> Selected social media/lnternet communication logs.
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»> Selected vehicle download/extract formats - e.g. Berla.
»> Broadband router DHCP/usage log files

Note: AImost any additional types of data can be imported using the File Import Wizard or
the set of CSAS rescue templates.

If CSAS is unable to import a source file type, or if it fails to recognise a file that should be
recognised, please use the File Import Wizardfirst, if the source file type still cannot be
imported, then contact CSAS Support. See Import Files Issues for more details about how
to deal with unrecognised files.

Once anew case has been set up in CSAS. the source data files can be imported ready for
analysis and mapping. All source data files are imported using the Import Files screen.

Why, When, Who

A? This function is necessary to allow the import of source data files.
@ This functionis undertaken at any time.

This function is typically carried out by the following users:

28
- » CSAS User
10.2 Layout

The Import screeniis laid out in two sections:

»> File Import List - the top section lists the files that have been selected for
import

»> ImportedFiles Grid - the bottom section lists the files that have been
imported.

Each section has its own set of controls and features.
10.3 Grid and Controls
10.3.1 Import Files Grid

The 'Import Files' grid currently has four modes - 'Basic’, '‘Advanced’, 'Disclosure’ and
‘Date Range'.

Basic
In ‘Basic’ mode the Import Files grid displays basic information about each imported file:
»> Import Status
»> Filename
?> Parser Version
»> Subject Identifier
”> FileType
» Details
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o) Basic Advanced Disclosure Date Range
Status Filename Parser Version Subject Identifier File Type Details
T e e L6 L = - | e
2421 Home Address GNOG POLxIsx POI Layer Information
, Information
2421 0213.x1¢ COR Information
2421 cellebrite. s 2.3.0.130 Handset
3852 Home Address GNO6 POLxIsx [PIERIBEN] POI Layer Information

3852 0213.xsx

ANPR data - multiple VRMs vixls ERERIBED]

2.3.0.130 07700903852 CDR
ANPR data - BS79PTS only vixls  [RIKISEL]

Information
ANPR
ANPR

EE Timing Advance.bt unknown User Actiol
GNOG - events & locations.xisx 2.3.0.130 PO Layer Information
Telematics BS73PTAxSx g120 Telematics

CSAS User Guide
CSASVv3.16

: The data file is in a Rescue format rather than an original source file and has been manually

: Instance of CDR Record not loaded - StartTime or Both Phones/PhoneB are not populated
: Invalid Cells not loaded or Blank lines encountered

: The data file is in a Rescue format rather than an original source file and has been manually

: Invalid Cells not loaded or Blank lines encountered

n Required: Requested phone number unknown. Open 'Update file detalls' via the actions me

: The data file is in a Rescue format rather than an original source file and has been manually

Some files require attention, click on Advanced for more information.

Case Contains a total of 51487 records,

Advanced

©]

Actions

@ Print or Export| ~ || Attributions >

In ‘Advanced’ mode a more detailed grid is displayed:

Basic ® ) Advanced: Disclosure Date Range @
Status Filename Attribution Subject dentifier File Type Details
h g e aflc e [l = « | a@c

Imported 2421 Home Address GNO6 POLxisx POI Layer
Imported 2421 0213.xdsx CDR

Imported 2421 cellebrite.xisx 35201770 Handset

Imported 3852 Home Address GNO6 POLxisx POI Layer
Imported 3852 0213.4sx 07700903852 CDR

SRSFENN A dots - 79975 anly visis s

Imported ANPR data - multiple VRMs v1.xis ANFR
FE Timing Advance bt Unknovin
Imported GNOG - events & locations.xisx FOI Layer

RBOHEANIN Telematics BS73PTAMisx I o

Information: The data file is in a Rescue format rather than an original source file and has been manuall

Information: Instance of CDR Record not loaded - StartTime or Both PhoneA/PhoneB are not populated
Information: Invalid Cells not loaded or Blank lines encountered

Information: The data file is in a Rescue format rather than an original source file and has been manuall

Information: Invalid Cells not loaded or Blank lines encountered

User Action Required: Requested phone number unknown. Open "Update file details' via the actions

Information: The data file is in a Rescue format rather than an original source file and has been manuall

Some files require attention, click on Advanced for more information.

Case Contains a total of 51487 records.

This mode additionally shows:
»
»
»
»
»
»
»

CSAS file format ID
Call/Event count
Cell/Location count
The imported date

The file creation date

file was imported
»

»
file

Disclosure

Attribution name for each file

Actions

©)

@ Print or Export| ~ || Attributions >

An indication of whether the file contains any Intel mode events.

An indication of whether Intel mode event processing was enabled when the

Details of the CSAS version and Parser version that were used to import each

In ‘Disclosure’ mode the grid displays columns which can be used to create disclosure

reports:
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Basic Advanced o) iDisciosure: Date Range ® ®

Call/Event count Cell/Location count Format ID Frovider Data from Data to File Status  Sensitivity ~ Comments/notes ~ Farser Version Actions
T = = alc A = - = - = - = - e ale N
no responsibility for the accuracy of this data file. 0 1 CDR48-UK4.. UK Gemeric | 01/01/0001  31/12/9999  Used Non-Sensit...
488 98 CDR7I-UKS.. | UK_02 11/03/2024 | 21/03/2024  Used Non-Sensit...
515 13 HSDBB-UK7.. Cellebrite | 12/03/2024 | 21/03/2024  Used Non-Sensit...
ne responsibility for the accuracy of this data file. 0 1 CDR48-UK4.. UK Generic | 01/01/0001  31/12/9998  Used Non-Sensit...
1338 248 CDR7I-UKS.. UK_OZ 12/03/2024 | 30/03/2024  Used Non-Sensit...
11 11 ANPRO2-UK..  UK_Met 19/03/2024 | 19/03/2024  Used Non-Sensit...
128 11 ANPROZ-UK.. UK_Met 19/03/2024 | 19/03/2024  Used Non-Sensit...
identity. 0 0 01/01/0001 31/12/9999 Used Non-Sensit...
no responsibility for the accuracy of this data file. 6 6 CDR48-UK4.. UK Gemeric | 18/03/2024  18/03/2024  Used Non-Sensit...
59 57 ANPROL-UK.. UK Tracker | 10/03/2024 | 19/03/2024 _ Used Non-Sensit... | 220020 | v
< >

Some files require attention, dlick on Advanced for more information.
Case Contains a total of 51487 records.

@ Print or Export| ~ || Attributions >

The disclosure status of each file - including whether data from the file was used in the
investigation and whether the data is considered to be sensitive or not - is displayed in
the grid.

The disclosure status information, plus any comments you may wish to add, can be setin
the Update File Details popup.

Note: Forinformation about creating disclosure reports, see Using the Case Reports
Button.

Date Range

In‘Date Range’ mode, at the far-right side of the grid, you'll see a coloured ‘coverage’ bar
chart indicating the date range covered by each file, allowing the overlap between all files
imported into a case (and also any gaps in date coverage) to be quickly determined:

Drag and drop files here

Bowseto fles ‘ i ®

- pr— s OpmmEd @) ®
Subject Tdentifier Attribution File Type Details Format ID Provider Data from Data to File otus  Sensitivity Comments/notes | 8/2012 9/2012 Actions.
07700900177 or CDR23-UK23. UK TMablle  29/08/2012  05/09/2012 | Used - NonSen.. = =n
07700900177 DR CDR23-UK23.. | UK_TMoblle  29/082012  05/09/2012 | Used - Non-Sen.. - =
07700900177 R CDR24-UK24... UK TMoblle  29/08/2012  05/09/2012  Used ~ MNonSen.. ~ =
07700900597 R CDR2)-UK23... UK_TMoblle  14/08/2012  02/09/2012 | Used ~ NonSen.. ~ o
07700900597 R CDR23-UK23.. UK_TMoblle  14/08/2012  02/09/2012 | Used ~ NonsSen.. ~ [ — ]

07700900597 R DR24-UK24.. | UK_TMoblle  14/08/2012  02/09/2012 | Used - Non-sen.. ~ foi—
07700900621 R File Problem: Instanc.. CDRO1-UKO1... UK_02 14/08/2012  11/09/2012 | Used = MNon-Sen.. = ]
Al fles hay mparted, proceed to Attribution

® [Prntor Bxpon | - | Atbutions >
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10.3.2 Generic Grid Controls

The 'Import Files' grid shares acommon set of filtering and layout controls with the other
grids in CSAS. Details of how to apply filters, customise the column layout and other grid
control options are provided in Grid Filtering and Controls.

10.3.3 Right-click Controls and Actions Menu

Once the source data files have been imported, you can choose different actions by left
or right-clicking in any row or in the 'Actions’ column:

s ?>  OpenFile - opens the selected file in the appropriate file
. viewer - xIs/xlIsx files get opened in Excel (or an open
office equivalent if installed), csv files get opened in
Open file notepad.
Open folder
Szt continusty detais ?> Open folder - opens the CSAS case folder that the
Update file details imported source file has been copied to.
Reload file » Set continuity details - provides an opportunity to add
Delete file

details about where each file came from and how it was
acquired (you multi-select rows and add the same
details to multiple files if required).

Device Ping Email

proce|
Visual Parser

»> Update file details - provides an opportunity to manually add missing file
details, such as the subject identifier for the file and the date range.

»> Reload File - deletes and reimports the file

» Delete file - deletes the selected file from the case (you can multi-select
files and delete them en masse if required).

»> File Import Wizard/Device Ping Email - either option is shown depending on
circumstances and open the general File Import Wizard or the specific Device
Ping pop-up window.

»> Visual Parser - launches the selected file in the Visual Parser so that the
parsing rules and actions employed to process that file can be viewed.

10.4 Importing Files

Once the ‘Import’ screen opens, you can select new files to be imported and view files
that have already been imported. Before doing this, you should read the warning
message at the top of the import window (only appears for UK users):

Itis the responsibiity of everyone to safeguard the material they use and obtain, ensuring that they comply
with various laws, such as the Investigatory Powers Act 2016, Regulation of Investigatory Powers Act 2000,
Police and Criminal Evidence Act 1984, Criminal Procedure and Investigations Act 1996, Criminal Procedure
Rules 2020, and other assodiated legislation.

Safeguarding data is not just a legal requirement, but a responsibility that requires continuous review of all
data held. When the need to retain data no longer exists, all data in all formats must be disposed of through
the Retention, Review & Disposal (RRD) process.

Drag and drop files here To remember the RRD process, follow these steps:

« Retention - Only keep data that is necessary and lawful.

 Review - Regularly review data to determine whether it is still needed.

« Disposal - Establish a routine process for disposing of data, once it is no longer needed.

Browse to files... ®

You can ‘drag and drop’ source data files from a Windows file explorer pop-up into the
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import window or browse for files using the button. If you drag an entire
folder into the import window, CSAS willimport all files found in the folder and in any sub-
folders - in this sense it replicates the ‘import all files in path’ feature found in CSASv2.

Multiple files can be added to the same import operation by using the
button or dragging & dropping multiple times to select files from different locations.

Ifincorrect files are accidentally added to the import list, they can be removed from the
list before being imported, by highlighting the file in the list and clicking the

button; if all files need to be removed from the list prior to importing them,
clickonthe button.

The ‘auto-attribute’ feature can be used as a time-saving option, by automatically
assigning attribution colours and a generic attribution name (‘Unknown N’) to each
subject identifier as the files are imported. Tick the checkbox to activate this feature as
necessary.

The 'use library’ feature is a facet of the Attribution Library and instructs CSAS to check
for unassigned attributions in the Library when importing new files.

You begin the import process by clicking the ‘Import Files’ button. Once an import has
started, the ‘Import Files’ button changes into a ‘Cancel’ button, allowing you to cancel
the import process if you need to.

anonymised_182_ANPR.xlsx

mmmeninnd 1A Aallabeitn ceith e adome

@

The horizontal bar at the bottom left-hand corner of the window shows you the overall
parsing (processing) progress, and the bar alongside each file name shows you the
progress for each individual source data file.

® | Basic Advanced Disclosure Date Range ®

Status Filename Subject Identifier File
Imported anonymised_174_VF GPRS.csv

Imported anonymised_173_02 voice.csv

Imported anonymised_172_02 GPRS.csv
Imported anonymised_171_H3 voice.csv
Imported anonymised_170_H3 IPLOCNS.csv
Imported anonymised_169_EE.csv
Imported anonymised_ DDR.xlsx

Imported Anonymised NAS ANPR.csv
Syncing 367700902758418.zip

The states that can be shown for imported files are:
»> Nofill colour - pending, queued for import but not started yet
”> Yellow - parsing and syncing (writing to the database) in progress
»> Green - successfully imported.
»> Orange - issues encountered or file has no data within prefiltering date range
»> Red - file unrecognised, not parsed, empty or failed in some other way.

Note: Additional information related to files in the orange or red states may be shown in
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the ‘details’ columnin the grid.

The overall progress bar may stay yellow for some seconds after all of the imported files
have moved to the green ‘Imported’ state. During this time, CSAS is calculating any
required ‘override cell’ records and syncing the data to the database - in server mode,
this process may be delayed if the network connection to CSAS Server is slow.

Note: If a source data file does not contain the prefilter date range selected in ‘Setting
Up a New Case’ then the file will not be imported and may be coloured orange. If a source
datafile fails parsing and is coloured red, you canright-click on the necessary failed
file(s) and select from the drop-down menu 'File import wizard'. Using the wizard, you can
select column data types, data formats and select the row event type etc. By doing this
you are effectively setting up manual parsing instructions for the failed file(s).

Stepped Proceadure

1. Create anew case or open an existing case to import the files into. A new case will
opendirectly into the Import Files screen; in an existing case it may be necessary
to select*/Import Files from the case navigation panel.

2. Thefilesto be imported can be drag/dropped into the window at top left (where it
says ‘drag and drop files here’) or you can click on the button, a new
file explorer window opens where you can browse and select the source data files
you want to import.

3. Inyour Windows file explorer window, highlight the source data file (s) you want to
import then click on the button. The source data files selected will be
displayed in the browser pane of the Import screen:

90743 CDQ 2021.csv
4791322 2021.csv
4791323 2021.csv
4791324 2021.csv
4791417 2021.csv
4791418 2021.csv
4791422 2021.csv

Cell Address Data - GNO1.xls

Browse to files... | + | Use library + | Auto attribute Import files Remave selected Remove all

Multiple files can be added to the same import operation and the
button can be used multiple times to select files from different locations.

4. Ifincorrect files are accidentally added to the import list, they can be removed from
the list before being imported, by highlighting the file in the list and clicking the
button; if all files need to be removed from the list prior to importing
them, click on the button.

5. The 'auto-attribute’ feature can be used as a time-saving option, by automatically
assigning attribution colours and a generic attribution name (‘Unknown N’) to each
subject identifier as the files are imported. Tick the checkbox as necessary.

6. Once therequired set of source files has been selected, clickon the
button. CSAS will begin Parsing the files. The horizontal bar at the bottom left-hand
corner of the window will show the overall parsing progress and the bar alongside
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each file name will show the progress for each individual source datafile.

Status Filename Subject Identifier File Type Details Actions

CDR
COR
CDR
CDR

Imported 90!
Imported 47!
Imported a7 v
Imported 4791417.csv
Imported 4791322.csv 07700900177 CDR
Imported 4791422.csv 07700900597 CDR
Imported
Imported

Pending colocation test end cells prép.xlsx

Cell data

07700900177 CDR

Parsing and Syncing Parsing and Syncing, Please Wait.
Case Contains a total of 4881 records imported in 1.17 seconds

Print or Export ~ || Attributions >

7. If you wish to stop the import process after it has started - for example, if you
selected alarge number of files to import but then realised you'd selected the
wrong ones - the ‘Import Files’ button changes into a ‘Cancel’ button once the
process has started. Click ‘Cancel’ to end the process after the file that is currently
being worked on has completed. Files imported up to that point will have been
added to the case database, but any remaining ones will be skipped.

anonymised_182_ANPR.xsx

v
mmmmninnd AAE Aallabeitn cith el

@

8. Once all files have beenimported, a popup may appear indicating that cell
overrides are being calculated. Once the entire process has completed, the
progress bar will provide an indication of the number of records that were imported
and the total import time.

9. Filesthat have imported correctly will have a green indicator bar and their contents
can be viewed in Case Hub. Files that require additional attention will have ared or
orange indicator and may need to be manually imported using the File Import
Wizard - more information may be shown in the ‘Details’ column for these files,
indicating what the issue might be.

Details
afle

Information: Instance of CDR Record not loaded - StartTime or Both PhoneA/PhoneB are not populated
Information: Invalid Cells not loaded or Blank lines encountered

Information: Instance of IMEI missing significant digits - Exponent/Truncation?
Information: Instance of Phone number missing significant digits - Exponent/Truncation?
Information: Invalid Cells not loaded or Blank lines encountered

Information: Instance of Invalid UK Easting - Not between 0 and 800000.
Information: Instance of Invalid UK Northing - Not between 0 and 1400000.

Information: Invalid Cells not loaded or Blank lines encountered
Information: Invalid Cells not loaded or Blank lines encountered

Information: Invalid Cells not loaded or Blank lines encountered

10. Files may not be imported if CSAS cannot determine the associated subject
identifier. For example, CSAS may not be able to determine the subject phone
number for a CDR file. If this happen, the missing information can be added via the
Update File Details option.

11. If you attempt to import a file that already exists in the case (based on filename),
CSAS will ask you what you which action to take, with options of skip the file (don't
import it), import as new version (add an index number to the file name), replace
(delete the existing with and replace it with the new one).
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0 A file named 2421 anonymised.xls already exists in the case.

Would you like to skip importing the new file, import as a new
version, or replace the existing file?

Import as new version Replace

12. If you want to delete a file which has not been correctly imported, then from the
'Actions’ column at the far right of the grid, click on the dropdown menu and select

‘Deletefile’. The ‘Delete File?’ pop-up window opens and confirms the file or set of
files that have been selected for deletion:

€ pelete 25 Files? X

Are you sure you want to permanently delete these 25 files and remove all
data and any outputs relating to them?

2421 anonymised.xls -
367700902758418.zip

ANPR data v1.xs

Anonymised NAS ANPR.csv

BT_SmartHub6.xlsx

CDRO1-UK01-0201_anonymised_2_exponentials.csv

GMO1 cell details completed.xlsx

GMNNA temnlate vi.xlse M

k Cancel

13. From the ‘Delete File?’ pop-up window, check that the file name(s) to be deleted
are correct thenclickon the button.

14. Once you have successfully imported the source data files, you have several
options; you can:

»> 'Print or Export’ the contents of the Import Files grid
»> Gotothe ‘Attributions’ screen

»> Gotoany other function within the case

?? 'Close'the case
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10.4.1 Updating File Details

Files may not be imported if CSAS cannot determine the associated subject identifier. For
example, CSAS may not be able to determine the subject phone number for a CDR file. If
this happen, the missing information can be added via the Update File Details option.

You can update source data file details from the 'Update file details’ pop-up window:

This pop-up window can be launched:

Filename anonymised_534csv.csv

07700006053 »> Fromthe grid by right-clicking in arow
: » By clickinginthe 'Actions' drop-down
= menu and selecting the option
s : The pop-up window gives you an opportunity to
Oudosesats g £ - add missing file details, or to correct details

that have been picked up incorrectly.

You can save your updates by clicking onthe

button.
® o

Typically, this would be used to add a missing ‘subject number’ in the event that the
normal parsing process failed to detect, which in turn meant that CSAS couldn’t import
the file correctly. The Update Fle Details popup can also be used to add a ‘missing’
subject number for ahandset download file - handset downloads (as opposed to SIM
downloads) often don’'t include details of the phone number(s) used with a handset,
meaning that those details need to be added manually.

The Update File Details popup can also be used to set or edit details of afile’s disclosure
status, which will then be displayed in the Case reports > Disclosure Report.

Note: The file will be automatically deleted and reimported using the updated details.
10.4.2 Continuity Details

The 'Set Continuity Details’ pop-up window gives you an opportunity to add file
continuity (chain of custody) data to the data exhibits in a case:

These details can show the source of the file and

Received from org. how and when it was received.

Received from person

Recehed method  Secure emal = Multiple rows in the Import Files can be selected
Received on 15/03/2022 20:16:22 v . . . .

Inel Re. together if the same continuity details apply to all

Intel Source

of those files.

Note: If the same continuity details are valid for
Conel multiple files, then you can use the checkboxes in

the 'Import Files' grid to select the appropriate rows before the pop-up window is
triggered: the same continuity details will be applied to all selected files.

10.4.3 File Import Wizard

The File Import Wizard allows you to manually process source data files which fail to be

© ForensicAnalytics Ltd 2026 FA-487 v1.0 78



f‘\ CSAS CSAS User Guide

CSASv3.16
parsed automatically.

The wizard attempts to detect file type, column data types, column data formats and
CSAS event types. You can manually confirm the type of file, the start row, column
headers and data types and the content imported from the source data file. CSAS then
tries to guess what data type and format is in each column and sets the ‘column data
type’ and ‘data format’ fields as appropriate.

If a source data file fails parsing, right-click on the necessary failed file(s) and select from
the drop-down menu ‘File import wizard'.

Before the 'File Import Wizard' pop-up window opens, a warning window opens. You must
read the warning then select the necessary 'File Category’ from the drop-down menu:

M File Import Wizard - unrecognised_CDR_v2.csv

File Category |Please Select the file categ... ~
Cancel |
WARNING — Source data imported via this wizard will not be subject to the usual checks and validation carried out by CSAS to ensure that it is
accurate or evidential. It may contain duplicates, excess data or other anomalies which make it non-evidential. Forensic Analytics can take no

responsibility for the accuracy of data imported via this method and will accept no liability associated with the use of this data. It is used entirely
at your own risk. Each imported record will be marked with @ comment to indicate its manually imported status.

NOTE — for complex files it will often be quicker to send the file to CSAS Support for them to create a parser update than it i

would be to manually define the import instructions

| . o B T T wr sy s e

Selecting a 'File Category’, for example ‘CDR’, displays a grid and controls in the same
window:

B File Import Wizard - unrecognised Tracker filexlsx

File Category | Please Select the file category
ANPR
CDR

'WARNING — Sou POI Layer
anomalies which

Telematics/Tracker
entirely at your o !

Device Ping
NOTE — for com|

Note: Using the wizard to manually parse source data files adds a comment to each
imported file stating that the record has been imported manually and has not had any
processing rules applied toit, therefore CSAS cannot guarantee that the datais reliable.
These files will have their event index number and event type coloured orange.

From the window, you can select from the drop-down menu and checkboxes to manually
parse the file:

» Using the 'File Category’ drop-down menu: select the type of file or what you
think the file type is. The file type primes the column data type options so if
you select ‘CDR’ the column choices reflect the types of data you would
expecttoseeinaCDRfile.

» Using the 'Subject Identifier field, type the subject or target identifier (e.g.
phone number, IMEI, VRM/license plate, etc) for the file, for example
'447700900763'.
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»> Using the 'Subject Identifier Type' drop-down menu, select the identifier type
for example MSISDN, IMEI, IMS| etc.

»> Usually, the grid column headers will be onrow 1" in the source file, however,
if the file contains metadata you'll need to indicate where the column header
row should be - for example, if there are 15 rows of metadata, the column
headers willbe onrow 16. To do this, using the ‘Column Headers are on row’
up / down arrows, select which row you want the wizard to capture the
column headers from and then click the button to reload the data
into the grid from the correct start row.

»>  The Modify Columns control allows you to manage the splitting and merging
of columns:

Select Column action ..

dlf\’; columns Split Combined Latitude/Longitude Column

o Ifthe source file has merged latitude/longitude data in one column
(e.g.51.12345,-0.23456), the control can be used to split that
combined datainto separate columns.

o Ifthe source file contains separate columns that should be combined
(e.g. several columns that contain ‘comments’ type descriptive or
narrative data), the control can be used to combine them together
into one column for import.

» From the header rows, for each column, select the correct (or closest)
column data type and data format:

Skip Index CSAS Event Type Date and Time of Call
| | = Al AIC
Start Date & Time -
dd/mm/yyyy hh:... -
1 Unknown *  2020-04-01 13:11:11

Note: The wizard is configured to expect a minimum set of columns in order for
the imported data to be usable within CSAS - if the minimum set of required
columns hasn't yet been defined, the wizard will display a red X inrow 1of the
Index column. Hovering over the X will launch a popup that lists the remaining
required, but missing, columns.

Skip Index CSAS Event Type Date and Time of Call Calling CC
u = Allc Allc Allc
= Not Required ~ Not Requirec
€3 Please select either Duration, End Date and End Time or End Date & Timer

T B LAl TAR A T a e P

If the file to be imported is a CDR and if that file contains cell IDs that don't already include
MCC (country code) and MNC (network code) details - for example, if the cell ID data
simply lists the cell ID itself (12345) and isn't in the full CGl format (234-30-12345-12345) -
then it would be helpful to manually add those details. This will enable CSAS to compile
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globally unique cell references for each cell, which in turn will allow the imported data to
link up with the CellView and RF Survey features:

” Inthe 'MCC' text field, enter the cell’'s Mobile Country Code (e.g. 234 for the
UK).

” Inthe 'MNC' text field, enter the cell's Mobile Network Code (e.g. 30 for EE
UK).

Other columns also have specific requirements, a selection of which are listed below:

»> From the 'CSAS Event Type’ column, the drop-down menu in each row shows
alist of acceptable event types that CSAS recognises. Select one CSAS
event type that most closely matches the original event type, for example, if
the original event type is ‘MS Originating SMS’ (what Vodafone call an
outgoing SMS) then you could select ‘Outgoing SMS’. As long as the Original
Event Type column has been identified, the wizard looks at all the other rows
in the grid that have the same original event type and sets them to the same
value, however, you can manually change this by selecting a different value
from the drop-down menu as necessary.

»> Using the 'Skip' checkboxes, you can select which rows in the grid you don't
want to import, effectively manually setting up the parsing instructions for
the file(s). Depending on your choices and to speed thing up, you can click
the (Skip Al ) or (Linclude Al ) puttons.

At the bottom of the window are more buttons which allow you to:

»> Import the file by clicking the button.
»> Cancel the wizard by clicking the button.
»> Reset the grid back to its starting state before you made any selections by

clicking the button.
Toimport the selected row(s), click the button.

The datais processed into a rescue format by the wizard, which is saved using the
filename ‘ImportWizard_<original file name>". This is passed to the parser for processing
and the data isimported into the case.

The original, unrecognised source datafile is left in the imported files grid and you may
wish to delete it after the Import Wizard has successfully completed.

When the import is complete a pop-up message is displayed:

Import File Generated

The data has been output into file ImportWizard_unrecognised_CDR_v2_2024_May_04_15_54_05_CDR.csv which has been added to import files and will now be imported.
Flease proofread the data before using it in a case.
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10.4.4 Importing USA Device Ping Data

Law enforcement agencies in the US are able to request real-time device location or
‘ping’ data from network providers, which gives the device’s current location within a
tolerance.

US LEAs can request historical location details (e.g. ‘where wasthis phone during this
time period?’), which are usually delivered in CSV or Excel files similar to CDRs. These files
can be imported in the normal way via the Import Files function.

It is also possible to request ‘immediate’ location pings (e.g. ‘where /sthis phone now?’),
responses to which are usually delivered via email, or they can request arecurring ‘ping’,
which typically returns aresponse email every 10 or 15 minutes for a set period of time.

Ping email responses can be imported and parsed using the 'File import Wizard - Device
Ping" window, which can be opened by a right-click drop-down menu on the Imported
Files Grid on the 'Import’ screen.

If you need to import a ping response email, you can import the ping data by copying /
pasting the details from the email into the 'File import Wizard - Device Ping" window.
When you import the ping data into CSAS, it can be displayed on a map:

O | towvons [ Top | Wormoas| cobvior=| 5
- et

5715555685 GPS Ping at 26/09/2022 13:10:45 UTC
T Mobile (US) Ping email pasted in 2022 Dec 06 13 42 41.1tf

ndex T e T e o
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Stepped Proceadure
1. Toimport ping email contentinto a CSAS case: from the Import Files screen, hover

over any of the parsed files, right-click and select File import wizard > Device Ping
from the drop-down menu:

3 k 2.0.0.93
Open file 2.0.0.93
Open folder if.xlsx 2.0.0.93

Set continuity details address file.csv | 2.0.0.93

wlsx 2.0.0.93
Update file details 2.0.0.93
Delete file ip 2.0.0.93

g Readfie I

File import wizard r Device Ping Email

Visual Parser

2. The'File Import Wizard - GPS Ping Data’ pop-up window opens:

DevicePing

Copy the contents of the email and paste it in the box below Parsed Data - Please check before importing

Parse Details

Reset Cancel

'WARNING - Source data imported via this wizard will not be subject to the usual checks and validation carried out by CSAS to ensure that it is
accurate or evidential. Tt may contain duplicates, excess data or ather anomalies which make it non-evidential. Forensic Analytics can take no
responsibility for the accuracy of data imported via this method and will accept no liability associated with the use of this data. It is used entirely
at your owin risk. Each imported record will be marked with a comment ta indicate its manually imported status.

NOTE — for complex files it will often be quicker to send the file to CSAS Support for them to create a parser update than it
would be to manually define the import instructions

3. From this pop-up window you can copy / paste the content from the email into the
first pane:

£ o x

Open the email

Copy the conterts of the emai and paste i n the box below Farsed Data - Please check before importing . .
::SVLLPRDieCoreWehMap@T-Mohl\e com N hlghllght a” teXt and Copy

Subject: Location Alert

Location of 5715551234 at 9/26/2022 6:10:45 AM | f | H
| e e e o hover over the left panel in the
38.838623,-77.329996 Uncertainty: 3339m

' Import Wizard, right click and paste
the email content into the window

Reset cance

HOTE omplex files it will often be quicker to send the file ta CSAS Support for them to
would be to manually define the import mstructions

ate a parser update than it

4. Clickthe button. If the email format is recognised, the ‘Parsed Data’
pane populates:
) - o x|
LZ,;D.;;;;:E-:::tL';rC-.)euv:-l:':p::e it in the box bed ‘arsed Data - Please check before importing

Radius (meters) = 5924

5. Checkthat the details in the pane match those in the source email: Provider,
Received By, Received Date, Subject Identifier, Ping Date Time, Ping Date Time
UTC, Longitude, Latitude and Radius.
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6. Ifthe parsed details are correct, click the button to import the datainto the
CSAS case. A confirmation popup opens:

Confirm File Type

o This will prepare a Device Fing file ready to be imported.
Please confirm this is the correct type before continuing? [
[
.

7. Confirm by clicking the button.
8. Ifthe dataisimported correctly, a further confirmation popup opens. Click ‘OK' to
dismiss it
9. Theimported ping data will now be listed in the Import Files grid and will be available
to be viewed in case Hub.
Troubleshooting

For information on common troubleshooting issues refer to 7roubleshooting.

10.4.5 Reloading Failed Files

CSAS sometimes fails to import data from specific files or file types; often, these issues
are fixed in a later version, so after an application update it is possible to retry the import
of failed files.

qum | e After a CSAS update, a failed file can be reimported by
I R oo e 20 [igNE-Clicking on the file in the Import Files grid and

TImported 3501 en file I . ' . 3

o selecting ‘Reload File’.

Imported CDRE pen folder n

s o . Theexisting version will be deleted form the case and

e . Deleefc . represented forimport.

Imported Data| Reload file 5

el T ez © o TNIS Process doesn’t only have to be used for failed
Visual Parser files; any imported file can be reloaded at any time.
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10.4.6 Post-update file warnings

Updates of the CSAS application often include improvements to parsing rules and
processes, which can sometimes amend the set of events extracted from source data
files to provide a more accurate representation of the source data.

[P ——— When you open an existing case after an
update has been applied, CSAS will warn

'0' This case includes files that were imported via a previous version of . . . .
S e perser you if the case contain files for which the
p For best results, reimport via the latest version. . . .
¢ parsing rules have changed - clicking on
the ‘View Imported files’ buttonin the
View mported s information popup opens the Import Files

screen.

Affected files are highlighted in the Import Files grid - the ‘Parser Version’ column shows
the older version that was used to import the file and is highlighted in red - and you'll be
offered the opportunity to delete and reimport the affected files using the updated
parsing rules.

Status Filename Parser Version  Subject Identifier

Imported Reporthelos_2284852 (AT04 Devloc).bt 14845488273 II'IIPI"OVEI'I‘IEI'ItS fﬂ‘r FOI‘ITIat cDR?l_uK54_0210

|
Imported T_Mobile_Tower_List_GSM_2013-06_Philadelp... [E:Rbr i
|
|

Imported email-5671055-2019-030500-6639572 (SP0G D... [SE:-Bi 14845542301 Mo Speciﬂc imprn\-’ements for this structure

The Visual Parser offers the opportunity to examine the parsing rules applied to imported
files. Please note that any Analytics reports or call schedules that were previously output
using the affected files may need to be reviewed and, if necessary, re-exported after
applying the parsing update.

If you hover over a list entry that has the parser update warning showing (parser version
highlighted in red) a popup label appears and provides details of any changes that have
been made to the parsing of that specific format.

10.4.7 Parsing Updates

New data formats and changes to existing data formats are released by providers from
time to time. Parsing patch files, known as CSFS files, containing details of simple format
recognition changes are used to update the instructions CSAS uses for recognising and
processing source file formats.

In normal circumstances, CSFS patch files are distributed automatically - each instance
of CSAS, that has access to the Internet, checks for updates each time the user logs in.
For automated updates to work, your network must allow access to
https://csasupdates.forensicanalyticscloud.com.

In exceptional circumstances, CSAS Support may send CSFS update files to individual
users - if you are sent a CSFS file you need to save it to the following location to be
imported into CSAS:

C:\Users\<username»\AppData\Roaming\Forensic Analytics Ltd\CSAS v3
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10.5 Visual Parser

CSAS is designed to be both anintelligence tool and an evidential tool, meaning that the
output of CSAS should be able to be used in court. Users must therefore have confidence
that the output of CSAS is accurate and also be able to prove the continuity of the
evidence provided.

To enable CSAS to be regarded as being an evidential tool it includes a function that
provides details of the decisions made by CSAS when processing and transforming
source datafiles. This feature is known as the Visual Parser.

The Visual Parser processes individual source data files and provides details of the CSAS
‘parsing rules’ that were followed when processing that file.

10.5.1 How to view the visual parser

The Visual Parser is launched for a file from the Import Files screen - highlight the
required file and right-click and select Visual Parser’ from the dropdown menu.

The Visual Parser will open and will automatically process the selected file, which will be
processed using the same rules base as would be used to process the file in the main
CSAS application.

The Visual Parser screen is divided into two main areas:

» Leftside - Source Data grid - shows the original raw data from the selected
file, organisedinto tabs, if the source file had tabs
» Right side - Processed Data grid - shows the processed data and associated
information in a series of tabs, including:
o Results - anoverview of the stats for the processed file
o Rule Summary - provides alist of the rules employed to process the file
o Comms Meta Data - provides an overview of the file metadata
o Processeddata - aset of file type-specific tabs that display the
processed/parsed data from the file for Calls, Cells, IMEIs, IMSIs

10.5.2 General Operation

Once a source file has been processed, the raw data will appear in the left-side window.
The processed data and related information will appear in the tabs in the right-side
window.

To view the corresponding processed data for a given source data row, double-click on
the required source row (in the left side window) and it and the corresponding processed
row in the right-side window will be shown side by side in the top row of each window, as
showninthe diagram.

: 14/08/2021 11 14/08/2021 11 14/08/2021 10:...  14/08/20 *
13 valid IncomingVoice 14/08/2021 11:... 14/08/2021 11:.. 14/08/2021 10:... 14/08/20
14 valid IncomingDivert 14/08/2021 11:...  14/08/2021 11:..  14/08/2021 10:...  14/08/20
15 DeletedAtPP  OutgoingFor.. 14/08/2021 11:... 14/08/202111:.. 14/08/2021 10:... 14/08/20

If a source row was processed using a parsing rule, the details of the rule (and other
related information about the record) are shown in a dropdown menu in the processed
data grid - if additional data is available, a '+’ symbol will appear in column 1 of the
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processed data grid, click on the plus symbol to launch the child menu.

14 Valid IncomingDivert 14/08/2021 11:...  14/08/2021 11:...  14/08/2021 10:...  14/08/20
15 DeletedAtPP OutgoingFor...  14/08/2021 11:... 14/08/2021 11:.. 14/08/2021 10:... 14/08/20

Phones Rule Results
Code Other Record ID Rule Description Detail

»  02-2b Save Merged Incoming Record as Cell Divert

The child menu will show the rule employed for the record in the Rule Results tab. If any
phone numbers were parsed from the record, they will be summarised in the Phones tab
and if any cell locations were found in the record, they will appear in the Cells tab.

10.5.3 Colour Coding

The Visual Parser uses colours to indicate the operation performed on each row of data,
with the same set of colours used in the Source Data and Processed Data grids.

» Red -removed without using any of the data

» Dark Green - processed and used with no changes (no parsing rules applied)

» Light Green - processed with some changes (at least one parsing rule
applied), including being merged with another record

» Yellow - merged with another record and removed

»> Orange - rule applied/calculation made but then removed at a later stage

DeletedAtPP Unknown 24/01/2017 18:25:00 24/01/2017 18:25:00 24/01/2017 18:25:0
Valid OutgoingSMS 23/01/2017 16:43:20 23/01/2017 16:43:20 23/01/2017 16:43:2

Some rows may also have one or more fields coloured light green, this indicates that the
contents of that field have been calculated or extrapolated from other information in the
record. For example, if a call record contains a ‘start time’ and a ‘duration’, CSAS will
calculate the ‘end time’ by adding those values together - the resulting ‘end time’ files
will be coloured light green to indicate that it is a calculated value.

Processed datarows are also given a ‘status’ to further indicate the processes that were
performed on them:

» Valid - means the datain the row was used
o Valid + green infill means ‘used with no changes’
o Valid + light green means ‘used with some changes or merging’
» Delete - means the row was not used - deletion can take place at different
stages of the process
o Delete +redinfill - deleted immediately, no data captured
o Delete +light green - deleted after merging some data with another
row
o DeleteAtParsing - usually means that an empty row or separator row
has beenremoved
o DeleteAtPP - means the row was removed during ‘post processing’
after comparing it to other rows - e.g. it was a duplicate row
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10.5.4 Common Processed Information Tabs

Visual Parser layouts for all source file types include a common set of information tabs:

Results Rule Summary Comms Meta Data

Results - this lists the source file details (file name, CSAS format ID, type of file, detected
time zone); it provides a statistics table showing the count of various types of
information found in the file (calls, cells, IMEIs, IMSIs, etc); and also lists any file
processing warnings.

esults Rule Summary Comms Meta Data Calls Cells IMEls MSIs PhoneNumbers

Result [Loaded Structure  CDRO1-UK01-0201

Type of Data | CDRBilling File Time Zone | GMT Standard Time

Counts (Double click on Row to Navigate to records Trace [ File Warnings
Total Deleted valid (6)Instance of Phone Number being non numeric
1609 79 1530 (320)1Instance of Cell not loaded -
131 0 131 LAC/SAC/TAC/CI are all blank

1
1

ers |96 0 96

Rule Summary - lists the full set of rules that were applied to the source file, with a count
of the number of times that each rule was used.

02-1b 58 Merge Preceding Outqoing( CF) Duration/EndT ke

Clicking on a rule summary row launches a list of the records for which that rule was used,
plus a summary of the processed data captured for each row by the rule.

Comms Meta Data - this tab provides a summary of the source file meta data, including
the file type and direction, the date period and the target/subject identifier.

Results Rule Summary Comms Meta Data Calls Cel
Field Value
Unknown
TargetType TargetPhone
Period From 14/08/2021 10:08:20
Period To 11/09/2021 16:35:11
Target Phone | 447700900621
Period Derived | True
Target Derived | True

The date coverage period can either be ‘derived’ - which means that it was calculated by
searching for the first and last events in the file - or not derived - which means that the
date range was explicitly indicated in the file metadata.

Similarly, if the file’s ‘target’ or 'subject’ identifier is not explicitly indicated in the
metadata, it will be derived by processing the first few records and determining the
target identifier for file from those records, which would be classed as a ‘derived’ target.
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10.5.5 File-type Specific Tabs

Each specific file type will have Processed Data tabs that are applicable to the data found
in those files. The table below summarises the addition tab types that are available and
the file types they relate to, there then follows a brief explanation of each tab type.

(2]

(0

? ©
je)

5 £

O —

® ©

— (@]

[0 (@)

(@) (%)

Calls
Cells
IMEIs

IMSIs

x| X[ X| X| X
>

Phone number

X| X X| X| X| X

Events X X X

MACs

Contacts X X

Cameras X

\Vehicles

General locations X

Extraction details X

Device details

UserIDs

Network Readings

Groups

x| X X X| X
>

Device Locations

» Calls - lists the processed call records found in a source file which will be
displayed in a time-ordered list within Case Hub

»> Cells - lists the individual cell locations found in the source file

»” IMEls - lists the individual IMEIs found in the source file

»> Device details - for a handset download file, will show associated details such
as IMEl or IMSIs - lists the individual IMSIs found in the source data

»> Phone Numbers - provides alist of the unique phone numbers found in the
source data

»> Events - offers atime-ordered list of the events found in the source data,
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combined from all source tabs, which will be displayed within Case Hub

MACs - alist of the individual MAC addresses found in the source file
Contacts - lists all contact names found in the source whether in a specific
phone book or in line with the event data, which can be made available to CSAS
attribution search

Cameras - lists the unique ANPR/ALPR camera locations found in the source
file. For telematics and tracker files, this tab lists the individual reported device
locations.

Vehicles - lists the individual vehicle identifiers (number/licence plates) found
inan ANPR/ALPR file

General Locations - list the individual device locations (based on lat/long)
foundin a takeout file

Extraction Details - provides details of when the source data was downloaded
from a broadband router

Device Details - provides details about the host router for a router download
file

User IDs - lists all identifiers, beyond phone numbers, found in SMS, chat and
other content in the source file

Network Readings - lists WIFI hotspots and Bluetooth beacons listed as having
been connected to o detected in a handset download file, along with the
date/time associated with those records

Groups - lists any ‘group messaging’ groups defined within the messaging
datain ahandset download

Device Location - lists any locations (usually based on lat/long) found within
the source data, which can be displayed on CSAS maps

There is no option to save or export information from the Visual Parser.
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10.6 Deleting Files

You can delete source data files from a case using the ‘Import Files' screen.

Note: The deletion of a case file cannot be reversed and the data cannot be recovered.
When afile is deleted, all records from it are removed from the CSAS case database and
willno longer appear in any grids, charts maps or reports created within the case.
However, if afile is deleted accidentally, it can simply be reimported back into the case
again.

Stepped Procedure

1. If youwant to delete a file which is listed in the ‘File Import’ window at the top of
the screen, and it has not yet been processed, then select the file and click the

button.

2. Ifyouwantto delete a file after it has been processed and it is shownin the
'Import Files' grid, then select the file(s) to be deleted by ticking the checkbox for
the row in the Import Files grid, then from the 'Actions’ column at the far right of
the grid, click on the drop-down menu and select ‘Delete file’.

3. The'Delete XFiles?’ pop-up window opens:

€) pelete 25 Files?

Are you sure you want to permanently delete these 25 files and remove all
data and any outputs relating to them?

2421 anonymised.xls -
367700902758418.zip
ANFPR data v1.xls
Anonymised NAS ANPR.csv
| BT_SmartHub6.xlsx
[ CDRO1-UK01-0201_anonymised_9_exponentials.csv
GMO1 cell details completed.xlsx

b | ching temniate va.xise v

k Cancel Yes, Delete

4. Fromthe ‘Delete File?’ pop-up window, check that the file name(s) to be deleted
are correct and then click onthe button.
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10.7 Settings Sidebar

The 'Import Files’ screenincludes a sidebar on the right-hand side of the screen, which is
used to host different filters, options and settings.

10.7.1 Opening the Settings Sidebar

The Import Files sidebar has a ‘@} ‘'settings’icon at the top in the right-side frame. If the
sidebar is open and you want to close it, just click on the ‘close’ icon:

Settings [«] Y

The sidebar moves to the right and closes.

10.7.2 Changing Parsing Rules
— ® - The CSAS parser uses a set of rules that govern how each type
o of file and how each type of record within each file gets
' processed.

There are some circumstances in which some of these rules
can be viewed as optional and CSAS provides an opportunity to
enable or disable certain rules as required. You can see the list
of rules in the Settings sidebar, whichis split into ‘Generic rules’
and ‘Format specificrules’.

- Each of the rules is described below:

,,,,, Apply

Rule Type | Rule What Does it Do Description ‘

Generic GX-2 Allows a missing This rule is ENABLED by default.
UK azimuth to be
calculated from the
centroid for Eastings
and Northings values
(Vodafone UK Only).

Vodafone UK records are used to provide a centroid
and no azimuth. In these cases, CSAS calculates an
‘assumed azimuth’ by measuring the bearing between
the site Ordnance Survey Grid Reference (OSGR), the
Cell Site Easting & Northing coordinates and the
OSGR, and the Centroid Easting & Northing
coordinates.

Disabling this rule stops the calculation and leaves the
azimuth field blank.

Generic GX-1 Allows missing site This rule is ENABLED by default.
UK names to be
populated by using the
non-blank site names
from another site that
shares the same non-
blank postcode.

By default, CSAS populates the missing site names in
records if a suitable site name has been found in other
records within the same case, but only if the record has
a postcode - it does this based on postcode and works
on the assumption that only one cell site per
Telecommunications Operator (TO) will be found within
the same full postcode.

For example: If a record has no site name but does
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Description

have a postcode (for example, 'SW1A 1AA"), CSAS
checks if any other records in the case data for the
same operator have the same postcode; if they do
CSAS inserts the site name from that record into the
missing record.

to a real number (H3-
0d) (for UK - Three /
H3 formats (H301,
H302).

Generic GX-4 Populates the missing | This rule is ENABLED by default.
UK ?Ir:: gl?tmh: ;rg$;2: Ist Cells having a blank or invalid site name will use the
: : first line of address if provided (dependant cells etc.) -
Three / Vodafone / EE. If the imported file extension is
.CSV and the address line contains a comma separated
address, the first 20 characters of the address are used.
Generic GX-5 Populates the missing | This rule is DISABLED by default.
i:ﬁ \Tv?trr?z fsri?nr?lgr]er?gt Uses the non-blank site name from another site that
reference 9 shares the same grid reference to populate the blank
' site name.
Generic GX-6 For EE (UK) only - The rule is DISABLED by default.
UK ﬁg:vsel:t;;;rpjctg?gs EE usually has matched subject and non-subject
into im Jlicit’ subiect records for each event (e.g. matched inbound and
events P ) outbound records for the same connection).
Occasionally, the subject record is lost, meaning that
the event is only described by a non-subject record.
When enabled, this rule creates an ‘implicit’ subject for
that event. When disabled, only an intel record is
created.
Format H3 UK | Suppresses cell / IMSI| This rule is DISABLED by default. Enabling this rule
specific details for call forward | captures details of a hon-subject phone and Case Hub,

Analytics and Case Outputs will include those details in
the grids and statistics.

H3 records related to call forwarding events sometimes
show details (IMEI, IMSI) of the ‘forwarded to’ phone
rather than the file’s subject phone (if the forwarded to
phone is also an H3 phone).

These details are ignored by default, but this rule
commands CSAS to keep those details in the output
record.
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Rule Type ‘ Rule What Does it Do Description
Format H3 UK | Sets duration to 15 This rule is ENABLED by default. Disabling this rule
specific IP minutes (H3G-2a). sets durations to zero.

LOCNS

H3 IP Location records list the Cell IDs seen to be
connected to within 15-minute observation periods. The
records list the start time of the 15-minute period in
which the Cell ID was seen, but provide no information
as to when within that 15- minute period the cell was
actually connected to or for how long; therefore, no true
Duration is known however opinions vary as to whether
this should be listed as having no duration (00:00:00),
or a duration of 15 minute (00:15:00) to represent the
observation window time period. This is further
explained as follows:

The H3 IP Locations output is displayed the data in 15-
minute blocks with the “Start Time” listed being the start
time of that 15-minute time period. The data displays
Cells seen in network traffic used for data services
within that 15-minute period. Therefore, a record with a
Start Time of 10:00 would show cells used at some
point between 10:00 and 10:15 but with no greater
granularity as to when within the 15-minute period.

Listing the duration as 00:15:00 is incorrect as it gives
the false impression that the connection through that
cell ran from 10:00 to 10:15.

Similarly, however listing the duration as 00:00 appears
to indicate an exact time (i.e., the connection to the cell
took place at 10:00).

Since we need to put some kind of value in the Duration
field, this rule gives the user the choice as to whether
they display the duration as 00:00:00 or 00:15:00.

Format VF UK | VF simplifies the This rule is ENABLED by default.
specific incoming SMS
timestamp handling
(VFB-0a).

The delivery timestamp for incoming SMS events is
shown in column HY (Timestamp SMS Delivered) in the
source data. Historically this timestamp was presented
in UTC (Universal time or GMT) but is occasionally
presented in BST.

CSAS adds an hour to the column HY timestamp to
bring it into line with BST when required.

Disabling this rule commands CSAS to assume BST is
used for column HY timestamp, stopping CSAS from
adding an extra hour to SMS delivery timestamps, and
may cause the wrong time to be shown if the source
data was actually presented in UTC rather than BST.
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Description

matched record (OR-
4c) (EE only).

VF UK | VF GPRS ‘sub- This rule is DISABLED by default.
session’ records When enabled, this rule detects PGW ‘sub-session’
(VFC-0a) records in VF data session CDRs and uses the Start
Time for the event. When disabled, CSAS instead
captures the Change Time for the record, which offers a
more realistic view of when the subject device used the
associated cell ID.
VF UK | VF GPRS 5G SA This rule is ENABLED by default.
records When enabled, this rule detects ‘from 5G Core’ records
(VFC-0b) in VF data session CDRs and uses the Change Time for
the event, which offers a more realistic view of when the
subject device used the associated cell ID.. When
disabled, CSAS instead captures the Open Time for the
record.
Format VF VF GPRS removes all | This rule is DISABLED by default. Enabling this rule can
specific GPRS | PGW be useful if you believe the device is roaming abroad,
/ GGSN events as in this case only GGSN / PGW events would be
whether they can be generated by Vodafone.
matched with SGW / | SGW / SGSN - Serving GPRS support node (2g/3g PS
SGSN events or not | core network node).
tor viodatone UK« | PGW / GGSN - Gateway GPRS support node.
nly) and may result
in details of some data
sessions that are only
described in PGW /
GGSN events being
captured.
Format 02 02 GPRS moves start| This rule is DISABLED by default.
specific GPRS | cell 02 MDE records will list the cell used at or before the
to be end cell (O2- time the record was closed (the End time). This is
G1a) (02 only). different to all other networks who generally list the cell
used at or before the Start Time of the record; however,
up until late 2020, O2 listed the Cell misleadingly in the
Start Cell field. This rule corrects this mistake by moving
the Cells listed on the MDE records from the Start Cell
fields to the End Cell fields.
Format EE EE gets the missing B | This rule is ENABLED by default.
specific number from a

On occasions, Incoming EE Records (the Mobile
Terminating Call (MTC)) can be provided within a
BLANK calling number. When enabled, this rule
attempts to identify a paired Mobile Originating Call
(MOC) record for the same call and then extracts the
calling number from the MOC record and uses it as the
calling number for the MTC record.
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» Clicking the @ button launches a pop-up window that provides more details
about eachrule

»> Clicking the 8@ button sets the current state of the variable rules as the
default for all cases

» Clicking the 'O button restores all variable rules to their default state.

Who, When, Why

This function is necessary to select different filters, options and
- settings, control overrides and parsing rules.

@ This function is undertaken at any time you are importing filesto a
case.

This functionis typically carried out by the following users:

38
» CSASUser
10.7.3 Parsing Date/Time Overrides

These options allow users to override the case/default time zone for a set of imported
files and also allow the date/time format to be specifically set for those files.

Generally, the timestamps used for events in a case are synchronised to a particular time
zone, that way the events displayed in Case Hub can be shown in relation to each other -
for example, Suspect Ainin London (UTC +0) and sends a text message to Suspect Bin
Hong Kong (UTC +8). Suspect A’'s CDR shows a timestamp for sending the text at
12:00:00 UTC, but Suspect B's CDR shows their phone receiving the SMS 10 seconds
later at 20:00:10 UTC +8. In most cases, it would be more useful to adjust SuspectB’s
timestamps to show their actions in UTC to match Suspect A’'s data. Applying an offset of
-8 hours to Suspect B’s data would allow those events to be shownin relation to each
other.

The Parsing Date/Time Override control is in the right sidebar in the Import Files screen.

Parsing Date/Time Overrides If afile or set of files to be imported into a case relate
Override Timezone for new files to adifferent timezone from the other files in the
case, the timezone can be overridden (e.g. the events
can be shownin the equivalent time inthe case
""" timezone) for those files - tick the ‘Override timezone
for new files’ checkbox and select the required
timezone for this files, then import them.

Override Short Date Format for new files

Forexample:

e Your case is set to your default timezone of EST (US Eastern, UTC -5).

e Themajority of your case files are also in EST.

e One of your case files is in Pacific timezone (UTC -8).

e Import the Pacific timezone file separately from the others - import the EST
files first using the default timezone.

e Thenset the Date/Time override to Pacific (UTC -8) and import the Pacific
timezonefile.
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e Theevents from the Pacific timezone file will be shownin the equivalent EST
times and will be shown in the correct relationship to the events from the
other files.

Don’t forget to uncheck the option to return to the case default timezone after the
specific files have been imported.

Much the same can be achieved for the format in which event date/timestamps are
displayed - if you find that the date format is being displayed in Case Hub incorrectly fora
file, delete it from the case, then set the ‘Override short date format..." option, import the
files and reset the option back to its default value again.

10.8 Exporting / Printing

Clickingonthe button adrop-down menu is displayed with the following
options:

»>  Export All

»> Export Selected

»> Print All

»> Print Selected.

Export All

This option exports the entire contents of the Import Files grid and auto generates an
Excel report which is saved to the case folder. The following message pop-up window is
displayed:

Report saved to :
C:\Users\| \CSAS v3\Cases\e818ec1f-daa0-403f-972c-1c2ce963cdc0\Outputs\ListOfFiles1.xls

Clickingonthe button closes the window and opens the report.
Export Selected

This option exports only selected rows from the Import Files grid and auto generates an
Excel report which is saved to the case folder. You can select individual source data files
viathe checkboxes. The report opens in the same manner as for ‘Export All".

Print All

This option prints all entries in the Import Files grid. The following pop-up window is
displayed:

Clicking on ‘File’, ‘View’ and

- ~ ‘Background’ gives you
various options for page
setup, tool bar, status bar,
colour and watermark
options. You can edit the
print file by choosing buttons
~ fromthe tool bar at the top
B == Of the pop-up window.
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To print click on the B button.
Print Selected

This option prints selected rows from the Import Files grid. You can select individual
source data files via the checkboxes. The report opens in the same manner as for ‘Print
All’.
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1T Using Attributions

This function allows you to assign colours to significant subject (or ‘target’) identifiers,
such as phone numbers, registration/licence plate numbers, IMEIs, IMSIs, MAC addresses
and other identifiers and to also add attribution ‘nominals’ (the names of the alleged
users of each significant phone or other identifier) which can be displayed in Case Hub or
in Analytics reports and can also be included in output call schedules.

Once a Case has been created or at any time during the working life of a Case, you may
want to add, edit or delete the attributions for significant identifiers.

This function can also be used to ‘colour’ or ‘re-colour’ significant identifiers during the
lifetime of a Case if required.

The set of significant identifiers defined for a Case - both ‘real’ subject identifiers with
data files imported and ‘person of interest’ identifiers that have been in contact with a
case subject - will be listed in the ‘Attribution’ tab.

Each significant identifier can have the following attribution details defined:

»> |dentifier Attributed To - this is the attributed name (e.g. John Smith) or
another label (e.g. Dirty Phone) associated with the identifier. This field can
be left blank, although the ‘auto-attribution’ feature will add a generic
nominal (such as ‘Unknown 1) if areal name isn’t specified

»  Text Colour/Background (fill) Colour and Recent Colours - allows you to
select the colours to be used to highlight the identifier in grids, charts and
tables within CSAS (see below for a more detailed explanation). The * Recent
Colours’ dropdown allows you to choose a colour combination that you've
selected before.

»> Attribution validity period - shows the date and time period during which the
current attribution will be applied to the selected identifier - this allows the
same identifier (e.g. aphone number) to be attributed to different individuals
over time. CSAS doesn’t currently support overlapping attribution validity
periods.

»> Details of any source data files that have been loaded for the target identifier
will be listed in the ‘Imported Subject Files’ box and identifiers that have
attributions linked to handset download files will be highlighted.

Subject identifiers detected during source data file import will be added to the identifier
list automatically, colouration and attribution details can then be added if required.

11.1 Layout

The "Attribution’ feature has a main screen that lists the selected set of case identifiers
and shows the nominals, colours and validity periods assigned to them. Thereisalso a
Details popup that contains the controls that allow names, colours and validity periods to
be set.

There are also a number of function buttons along the top and bottom of the Attributions
window that perform various tasks.
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File  Analyticsdemo Admin  Configuration Utilities Help @ Full Access Case @ locaiDB (B Intel Mode ff @ joenoy

= cCaseHub @ | Attribution ©

Show non-subject identifiers .: Show unattributed identifiers - @ New || Import attributions || Auto attribute || Edit style || Auto attribute decoded SMS IDs || Print | |Export| | Clear @

@ Identifier Type Identifier Attributed Nominal Attribution Start Attribution End Actions

T No... = ~ | afdc Afdc = | = ~ | e
0 e T o#BB
0 wson 2#BB
D MSISDN 07700900212 CHBRW
|:| MSISDN 07700900597 ChBRW
0 wmsson Unknown 13 ChRE
0 e o #BB
0 o 24BE
0 e obBE
0 e o #BB
Q weon e wwowss o #BB
™SI unknown 11 OHBRE
2
D MSISDN Unknown 10 ChBRW
& VRM Unknowin 12 CeRAH

Manage nominals Case Hub > Fast Time Reports >

Version 3.14.0.50070 Alpha 20241118.1 Case 'Analytics demo’ is editable on the local database.  Licence Expires - 10/02/2025

Attribution functions are available by clicking on the @ pbutton from the navigation
sidebar or by selecting ‘Attributions’in the navigation dropdown menu.

11.2 Attribution Functions
The ‘Attribution’ screen allows you to:

»> See aDataGrid of source data file identifiers and their attributions, so new
ones can be set asrequired.

Identifier Type Identifier Attributed Nomi...  Attribution Start  Attribution End Actions

- ==

No... =

v ALJC ALIC = ALIC
0 weson 74BE
0 v 2 4B
0 weson 2 4B

»> The functions that allow attributions to be manually added, edited, viewed and
deleted are available icons on the right-hand side of each row of the Attribution
grid.

The features are:

obBW
/TN N

Add/edit Split Attribution Clear
attribution  attribution report attribution

» Clicking on the ‘add/edit’ button or simply double-clicking on a row in the grid
opens the Edit Attribution popup, which supports a number of features:
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Y > Select an existing nominal name
i Identifier Type MSISDN |

from the drop-down list in the

v DR - - ‘ Attribution Details popup or
- ~ : enter anew nominal against an
: existing record.
Back Colo I 0, 176, 80 v

 Imorted Suet s I [ »> Optionally, if an identifier is

S | > first_last_cell_447700900122_CDR.xisx 10/10/2024 07/06/2024 894 LT Ilnked to a nomlnal for Only a

specific date period, an
attribution validity period can be
set for the selected identifier
using the "Attributed From'/To
dates and times boxes.

Save Cancel

Clicking the button in the Edit Attributions popup saves your selected Attribution

colours.

Other actions that can be performed in the Attributions screen are managed via the
function buttons and include:

Mewr || Import attributions | |Auto attribute | | Edit style || Auto attribute decoded SMS IDs || Print | |Export| Clear

Manage nominals

”

»”
»

»”

»”
»
»”

New - allows users to manually add a new Attribution. If the identifier isn’t
found in current case data, the attribution is saved to the Manage Nominals
list and will be applied to an identifier later if datarelated to itis imported into
the case. See New ldentifier.

Import Attributions - for information, see /mporting Attributions.

Automatically select attribution colours for any unattributed identifiers
shown in the data grid by clicking on the button - for information,
see Auto Attribution.

Edit Style - allows the colours for an identifier to be quickly edited without
having to launch the full Edit Attribution popup. See Ediit Style.

Auto-attribute and decode SMS platform identifiers. See Decode SMS.
Print or Export the contents of the Attributions grid.
Clear selected attributions’ - for information, see Clearing Attributions.

Stepped Proceadure

To manually add a simple attribution:

1. Fromthe listinthe Attributions grid, select the identifier you want to attribute. If
the identifier isn’t visible, for example because it is a non-subject identifier, you
may have to use the filter toggles at the top of the grid to get the identifier in view.

2. Double-click on the required row or click the edit (pencil) icon at the right-hand
end of that row, this opens the Edit Attributions popup.

3. If youwant to assign the identifier to an existing attribution (e.g. to aname you've
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already used in the case), then from the ‘Nominal’ drop-down menu, select the
required nominal.

4. If youwant toadd a new nominal name, then enter it into the ‘New Nominal’ text
box.

5. If youwant to setavalidity period for the new attribution, type or select the ‘from’
and 'to’ dates for the attribution.

6. If you selected an existing nominal, the same colour scheme as was previously
chosen for that nominal will be reused for the newly attributed identifier. If you
want to select a different colour scheme for this nominal, select the required Text
and Back colours from the drop-down menus or select from the Recent Colours list.
The selected colour combination will be confirmed below the colour menus.

7. Check all details are correct.

8. Tosave the new attribution and close the Edit Attribution, click the button.

9. If youdo not wishto save and apply the changes, click the Cancel button.

11.3 Splitting Attributions

This function allows you to add different attributions to an identifier over time. This would
be used, for example, if a mobile device was passed from one suspect in a case to
another. In that scenario, you would be able to apply one attribution to the first suspect
for the period they were alleged to have beenin control of that device and then change
to adifferent attribution for the later period:

202 16/08/2017 20:10:25 Outgoing Voice 07700902421 Dessi Khan 07700903632
203 16/08/2017 20:10:51 Outgoing Voice 07700902421 Dessi Khan 07700903632

204 17/08/2017 09:38:14 Outgoing Voice m 07700903632
205 108207 100325 ougongvoe (L :7700505156
206 17/08/2017 10:44:5( Incoming Text OEBBBF83BDB7AB3DBE23 m
207 17/08/2017 12:06:12 Incoming Voice 07700905186 m

CSAS defaults to having just one attribution per identifier, but a split attribution can be
added at any time.

If an identifier already has an attribution with a validity period assigned to it and a new
split attribution is going to be added that covers some of the existing validity period, the
existing attribution’s validity period must be adjusted first before the new split
attribution can be added - CSAS does not allow overlapping attributions.

If there are gaps in the overall attribution validity periods for an identifier - for example, if
Attribution 1 covers January (with a blue fill colour) and Attribution 2 covers March (with a
green fill colour), events associated with that identifier in January will have a blue
attribution colour and those in March will have a green attribution colour, but any events
in February will have no attribution colour - cells sites used by that identifier during that
period will be shown on maps as white dots.

Stepped Procedure

Note: In this example, identifier ‘447700902421 has previously been attributed to ‘Dessi
Khan’ with no validity period:

© ForensicAnalytics Ltd 2026 FA-487 v1.0 102



(‘\ CSAS CSAS User Guide

CSAS v3.16
Identifier Type Identifier Attributed Nominal Attribution Start Attribution End Actions

No... = ~ | AfJc allc - - = allc

0 weson 24BE
B s 24BE
@ wa o#BB
0 wsison 447700902421 5  Dessi Khan oPhPBE
U oo | nioouns | o hBE

1. Before adding the additional attribution, you'll need to adjust the existing
attribution for the identifier to add the validity period that relates to the original

nominal. Highlight the row for the 2421 phone and click on the ¢ iconto openthe
Edit Attribution menu.

In this example, a validity period of '12/08-16/08' has been added:

Identifier Type MSISDN
Identifier 447700902421
Nominal Dessi Khan
. Attributed From 12/03/2024 ¥ |117:45:52
Attributed To 16/03/2024 ~ |123:59:59

1

The validity period is then visible in the main grid.

Identifier Type  Identifier Attributed Nominal Attribution Start  Attribution End Actions
No... = v | N L v L]
0 msson Unknown 2 &R0
B ms 234267700907675 | Unknown 4 CPBDW
g e 24BE
0 wsison 447700902421 &  Dessi Khan 12/03/2024 16/03204 QO PBW
SR i | icoms 2+BE

2. Inthe Attributions Grid, select the required identifier then click on the «p icon to
add an additional attribution via the Edit Attribution menu.

234267700903645 Unknown 3

447700902421 Dessi Khan

U msison 447700903852 Unknown 2 Clear sele attribution
Add additional attribution

3. The details panel activates and the 'new nominal’ text box is highlighted to indicate
that an additional nominal needs to be added - if an existing case nominal is to be
used, it can be selected from the drop- down menu.

4. Inthe Attributions Details panel, tick the ‘valid for specific dates’ checkbox, then
using the drop-down menus, add the validity period for the additional attribution.
This period cannot overlap with any existing validity periods for other nominals. If
there are any gaps between the end of one validity period and the star of the next,
and if there are any case events during that overlap, then those events will not
have an attribution shown for them in CSAS. Ensure where possible that there are
Nno gaps between validity periods, for example if period ends at midnight and the
new validity period starts immediately, make sure that the end time for the first
periodis' 23:59:59" and the start time of the next period is '00:00:00" on the next
day.
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5. Inthe Attributions Details panel, if necessary, select attribution colour(s) for the
new attribution:

Identifier Type

Identifier
Nominal

. Attributed From

Aftributed To

Source

Recent Colours

Text Colour

Back Colour

Preview

MSISDH

447700902421

| Dessi Khan

17/03/2024 = ||17:45:52 -

21/03/2024 ~ 23:59:59 -

- | = | New Nominal | Jim Smith

‘Se\ect a recent colour...

[ 255, 255, 255

B0, 176, 80

#00B0S0 8509

6. Tosavethe new attribution, click the button. The split attributions will be
shown in the Attributions grid:

—————————————————
D MSISDN 447700902421 = 17/03/2024 21/03/2024
D MSISDN 447700902421 = Dessi Khan 12/03/2024 16/03/2024

7. The change of attribution s clearly shown in screens like ‘Case Hub', where the
same identifier will be linked to different attributions at different pointsin time:

1 16/03/2024 20:10:25 447700902421 Dessi Khan
V| 16/03/2024 20:10:51 447700902421 Dessi Khan
b 17/03/2024 09:38:14
3 17/03/2024 10:03:25

1N.4 Grid and Controls

There are various filters and options which control what information is displayed in the
Attributions Grid columns:

11.4.1

The Attributions grid shares a common set of filtering and layout controls with the other
grids in CSAS. For details of how to apply filters, customise the column layout and other
grid control options, see Grid Filtering and Controls.

11.4.2 Attribution Data Grid

The Attribution Data Grid consists of various columns:

Generic Grid Controls

Identifier Type  Identifier Attributed Nomi... ~ Attribution St...  Attribution En¢ Actions

Identifier Type Column

No... v | aJc aJc - aJc
0 wsson [ 447700002021 5 |msmith  [PRAETN 21032024 QB W i i i
L RS bt . T Thls colur.nn-ln the grid shows an
@ s 234267700907675 | Unknown 4 ovBW ICON that |nd|cates the type Of
D MSISDN 447700902421 &  Dessi Khan 12/03/2024 16/03200¢ QBT P . .
0 msison 07700903852 &5 | Unknown 2 obBW Identifier in each row:
B ma 3520177090268 | Unknown 1 o4bBE
0 wsson 07700907514 & obBW
0 msison 07700905186 & obBE
0 msison 07700908231 & A0
0 wstson 07700904306 ohBW
0 msison 07700905100 obBW
»> MSISDN »> MAC Address
” IMEI ”» IPAddress
” VRM » IMSI
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Identifier Column
This columnin the grid displays the identifier for each row.
Attributed Nominal Column

This column displays the name of the individual to whom the identifier has been
attributed.

Attribution Start Column

This column displays the start date and time of the ‘validity period’ during which the
nominal was attributed to that specific Identifier. If a specific validity period hasn’t been
set, meaning that the nominal is linked to the identifier for the entire case period, then
this field and the next will be blank.

Attribution End Column

This column displays the end date and time of the ‘validity period’ the nominal was
attributed to that specific Identifier.

Actions Column

Includes buttons to launch the Edit Attributions popup, the Spilt attributions function,
the Attribution Report, the Add Attribution and the Delete/Clear Attribution functions.

Grid Filter Toggles

The Attribution Grid can display details of all identifiers found in imported case data,
whether they are /subject identifiers (that have imported source files linked to them) or
are ‘other’ or non-subject identifiers (such as phone numbers that have been in Contact
with aCDR file's subject phone).

The toggle switches along the top of the Attribution Grid allow you to filter the identifier
list to ensure that only the required identifiers are currently in view.

Show non-subject identifiers (@ Show unattributed identifiers ‘

The Attribution Grid checkboxes are:
Show Non-subject Identifiers (off)

With the toggle off, the grid only displays subject identifiers - those that are linked to an
imported file

Show Non-Subject Identifiers (on)

With the toggle on, the grid will also include all other Identifiers found in the case files.
Also known as ‘'non-target’ identifiers, these are the identifiers that the subject
identifiers have been in contact with.

Show unattributed identifiers (off)

With the toggle off, the grid will only include Identifiers which have attribution names
assigned to them.

Show unattributed identifiers (on)

With the toggle on, the grid will also include Identifiers which do not have attribution
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names assigned to them.

Further filtering options are provided by the ‘auto-filter’ bar in the top row of the grid and
in the column header right-click menu.

11.4.3 Right-click Menus
There are no right-click options in the Attributions grid.
11.4.4 Edit Attributions popup

The Edit Attributions popup provides the opportunity to add/edit the Attribution name
linked to an identifier and also to set/update the Attribution colours assigned toit. Each
significant Identifier can have the following details defined:

»> Either select an existing nominal or enter anew nominal name - this is the
attributed name (e.g. David SMITH) you associate with the Identifier.
Attributed Nominal names are displayed in the "Attributed Nominal’ columnin
the Data Grid.

»  Attribute anIdentifier with a From/To date/time validity period:

o Attributed From - Validity periods are optional, but if set for an
identifier this is the attributed date and time associated with the
identifier. Date and time are shown in the *Attribution Start’ column.

o Attributed To - thisis the attributed date and time associated with
the Identifier. Date and time are shown in the *Attribution End’ column.

»> Attribute an Identifier with text and background colours - Text Colour/Back
Colour drop-down menus allow you to select colours to highlight the
Identifier in the Data Grid.

Further information for these functions is given below:
Attributing an laentifier with an Existing or New Nominal Name

The 'ldentifier Type' and ‘ldentifier’ stated at
the top of the popup correspond with the
selected row in the Data Grid.

Identifier Type MSISDN

Identifier 07700903852

You can attribute an Identifier in one of two ways:

Nominal SMITH = || £ | New Nominal | JONES
Attributed From Name
tribuned To

»> Using the drop-down menu, you can Select an existing case Nominal name
for agiven ldentifier or

» Using the text field, specify aNew Nominal name.

Note: You can select an existing nominal name if the identifier is going to be added to the
set that have already been attributed to the same nominal - for example, if a suspect has
more than one phone linked to them.
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Linked ldentifiers

Attribution data can be sourced from a variety places, including handset download files -
handsets generally have phonebooks that link names to phone numbers. If handset
download files have been imported into a case and if those files include phonebook data,
CSAS can extract that information to be used for attributions.

If an identifier with attribution data is found within an imported handset download file,
CSAS willindicate this by displaying a ‘linked’ icon in the main Attributions grid and in the
Edit Attributions popup.

h

Clicking on the icon in the Edit Attributions popup launches the Select Alias function.
Select Alias

The Select Alias menuis available if the identifier is linked to any imported handset
download files. The menu lists the attribution details of the identifier taken from the
downloaded phone’s address book.

To open the Select Alias list, click on the ‘linked data’ icon next to the nominal name box
in Edit Attributions.

The menu lists any attribution names

selectals Source fies found for the identifier in imported
— A handset files, along with details of the
Davindra (1) .

Dazzy (1) source file.

DK (1)

If the identifier appeared in multiple
imported files with different linked names,
each different name will be listed.

Apply Cancel

Touse an attribution from a handset download file, select the required name and click
Apply. The selected name will appear as the ‘nominal’ for that identifier and text/fill
colours can then be added in the usual way.

To close the Select Alias menu without selecting a name, click Cancel.
Manage Nominals

The population of names/nominals added to a case over time can vary - new suspects
may be added and old ones removed as a case progresses. Within CSAS, this can lead to
unnecessary or unused attribution names being retained.
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£8% Nominal Management _ x The ‘Manage Nominals’ button displays a

I list of all nominals that have been added

' to acase (and that are available to be
selected from the ‘Select Nominals’

Nominal

SMITH | dropdown) and allows them to be deleted
Unknown 1 from the case if they are no longer
Unknown 2 .
required.
Unknown 3
Unknown 4 Toremove acase nominal, select it from

the list by ticking the checkbox, then click
on Remove Selected.

Unknown 6

@ Close

Attributing an Identifier with a Date / Time Range

If the Attribution is only valid for a specific time period - for example, if intelligence
suggests that Suspect A had use of a specific phone in January, but Suspet B had the
phone in February, then ‘validity dates’ can be added to the attributions.

Attributed From v .
Attributed To - .
Attributed From - - The ‘Attributed From’ and
Attributed To B - ‘Attributed To’ menus offer the
larc F . .
Source MO Tu WE TH R SA su | opportunlty to se’F a dgte/tlme
Recent Colours | period for the attribution using the
Text Colour _ drop-down calendars and
Back Colour .
. 12 13 14 15 16 17 @ up/down arrows for the time
review
18 19 20 21 22 23 24 . .
Imported Subject Files (hh' mm.ss).
25 26 27 28 29 30
File Lo
= | 3852 0213.xsx 07

Clear

Adding ‘Source’details

The ‘'source’ textbox offers the option of adding narrative details that indicate the source
of the intelligence or evidence that supports the attribution.

Source Exhibit Ref JLH/1 - interview with suspect]

For example, the source could be an interview in which the suspect confirms their mobile
phone number, or it could DMV/DVLA data that links an individual to a specific vehicle. Any

text added to the Source box will be displayed in the Attribution Report for the selected
identifier.
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Attributing an ldentifier with Colours

Recent Colours |Se|ect a recent colour...
Text Colour | [ 255, 255, 255
Back Colour (B 0, 128, 0
Preview #008000 8509
e Colour L) 225, 255, 255 - Clickingon the "Text Colour'/'Back
Back Colour utomatic ) .
o W uionet :  Colour dropdowns open a colour picker,
Theme Colors o . . . .
Imported Subject Files
EEEN which allows you to select identifying

File . . . . . .
I prep— colours for eachidentifier or for a
specific nominal from a set pallet.
standard Colors Clicking on the ‘more colours..." option
EEEN

EEDEE opens a more complex selection popup.
[ more colors...
[ select color * - Thisallows you to select ashade or hue
R Mocel |58 Mode | — ~ fromacolour chart or manually set a
= =i gpecific colour, by setting the RGB (red,
== |_=: green, blue) colour values or by entering
Bie = the colour’s ‘hex code’.

Opacity: | 255 :

Once the colour has been correctly
defined or selected, click on OK to save
the colour selection.

2 |FFFFFF

Luminance

B
7]

(€]

[ T 100%
Opacity

sample: | oK Cancel

If you have a preferred set of colour combinations that you tend to reuse for all cases,
CSAS remembers your most recent colour choices (from all cases) and presents themin
alistunder the Recent Colours dropdown, allowing you to quickly choose a combination
toreuse.

Recent Colours Select a recent colour... | -

Preview
| Imported Subject Files
File

[

|

| Back Calour Name
|

|

|

I = first_last_cell 44770090013

|

The colours and names attributed to significant identifiers will be displayed in the
Attributions Grid in Case Hub, in maps, in Analytics and in output Investigation and Exhibit
workbooks. If validity periods have been added, only the valid name/colour combinations
will be displayed in each period.

Imported Subject Files list
At the bottom of the details panel there is a grid which displays the Imported Subject
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Files:

Imported Subject Files
File Loaded File Date Calls Cells
= 4791323.csv 15/09/2021 30/04/2021 504 190
4791324 csv 15/09/2021 30/04/2021 343 180
4791322.csv 15/09/2021 30/04/2021 334 147

This lists the files that have been imported that relate to the selected identifier and
offers away of quickly linking an identifier to its relevant dataset.

You can save newly updated attribution values by clicking on the button.
11.4.5 New ldentifier

The Attributions grid is populated using the subject and non-subject identifiers found in
imported source files - attribution names and colours can be added to those identifiers
to make them stand out in CSAS reports. Sometimes, a user may have a list of significant
numbers in case, that they wish to add as attributions, but they have those numbers
before they have any source data that refers to them - without the identifier appearing in
animported file, the identifier won’t appear in the Attributions grid and therefore can’t be
attributed.

The New |dentifier function is designed to help in these circumstances.

New Attribution X
)

Identifier Type | -

i
! International Dialling Code -
! Identifier

| Nominal Select a nominal... - | New Mominal

Attributed From -

Attributed To -

Source

Recent Colours Select @ recent colour... -

Text Colour I Elack -
Back Colour [ 1'white -
Preview #FFFFFF 8509

Save Cancel

This function allows an identifier to be manually added to the case before it appearsin
imported data, in the expectation that when or if data including that identifier is loaded,
the attribution details will be sitting there in the CSAS case waiting for it.

The New |dentifier popup is largely similar to the Edit Attribution popup, with some
additional steps required:

» Theuser is asked to select the ‘identifier type’ - e.g. MSISDN, IMSI, IMSI, VRM, etc
» Ifitis aphone number (MSISDN), the international dialling code is required
» Beyond that, the fields are the same as for Edit Attributions.

The newly created identifier will be added to the Attributions grid, but won't be displayed
inany grids, maps or charts within CSAS until linked source data is imported. If the
‘nominal’ field is left blank, CSAS will add a ‘dummy’ auto-attribution name.
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1.4.6 Importing Attributions

Large cases may have large numbers of target identifiers and significant individuals (or
‘nominals’ as they're sometimes known). If CSAS is used from the start of a case, it may
be that the list of attributed identifiers in the CSAS case grows organically as the case
progresses, but in situations where CSAS begins to be used on a case that is already
under way, it may be that there are already a large number of attributions that need to be
loaded in. These are often stored and listed in an Excel spreadsheet.

Manually entering dozens or hundreds of attribution names/numbers is a time-
consuming process, so CSAS supports the ‘bulk’ importation of these details froma
Spreadsheet.

The import wizard is flexible enough to be able to import attributions from spreadsheets
with a variety of column layouts. As a minimum, you need an ‘Identifier’ (or ‘phone
number’) column, which has details of the identifier to be attributed, and an 'Attribution’
column, which has details of the name to be assigned to the linked identifier. If additional
columns containing other importable details are present, the import process will attempt
to capture those too.

These include:

»> Valid From’ - optional validity period start, showing the date/time from which
the new attribution should start to be applied.

»> ‘Validto’ - optional validity period end, showing the date/time the attribution
should stop being applied.

»> Text colour name or Windows colour code
2> Fill colour name or Windows colour code

An example attributions template is available in the CSAS ‘support’ folder, which can be
accessed using: Utilities » Resources > Support>GNO7 Attributions import template.

If the source attributions sheet includes the required colours for each identifier, either by
encoding the colour reference numbers in ‘foreground’ and ‘background’ columns or by
directly colouring the identifier within the Excel cell, then CSAS will import those colours
touseinthe case.

A Attribution Import

Copy and paste attributions here
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The Import Attributions process canimport data in two ways:

»> Clicking onthe ‘Import from file...” button opens a Windows file explorer popup to
allow you to navigate to the required file (direct import)

»> If you have the source spreadsheet open in Excel, you can copy/paste the
required columns into the Import Attributions screen (copy/paste import)

Direct import method

The direct import method requires the source file to be selected via Windows file
explorer, with the data being imported via Excel. This method does not require Excel to be
installed on the host machine and works with Excel alternatives such as OpenOffice.

When using the direct import method, the process currently only deals with single tab
spreadsheets - if you attempt to load data from a multitab spreadsheet, it will take
whatever dataisin sheet 1.

Copy/Paste Method

The copy/paste method requires Excel or an alternative such as OpenOffice to be
installed on the host machine, as the spreadsheet needs to be open in order to copy the
attribution data before pasting it into CSAS.

Toimport using this method, open the required spreadsheet, select the columns
containing attribution details and copy, then click on the ‘copy and paste attributions
here’ areain the Import Attributions popup and either hit ‘ctrl+v’ or right-click and select
‘paste’.

Imported List

Using wither method, if it is successful, the list of selected names/identifiers will be

2'?-5 Attribution Import

| Import from file... Header line

Copy and paste attributions here

=TT

] Number Attributed Name Foreground Background Validity Start Period Validity End Period Intel Ref 1 In

_, | Identifier ~  Aftributed Name ~ | Foreground ~  Background = Vvalid From ~  Valid To - Intel Ref 1 -

447700902421 Jorden Miller #FFFFO0
Jonny Tam #00BOFD

447700903747 Paul Wilson window #44720C4
Michael Flynn window #7030A0

4477 Davindra (Daz) Singh window #002060

447700906622 Marlon James window #00B0S0

447700907268 Dessi Khan window #385724
3006

]

447700908006 Pavel Andievski window #C00000

>
@ o

The header row from the source data should be shown along the top of the grid, with
CSAS'’ best guess as to the content of each column shown in the dropdown menus on the
next row.
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If the source headers do not appear, it may be that they were not inrow 1in the source
file. If that’s the case, check the ‘Header line’ checkbox at the top of the form and set the
spin box to show the actual header row and reimport the file.

If you are happy that the displayed list contains attributions that you wish to import, click
‘Continue...’ to proceed. If you wish to clear the grid and reimport the data, click ‘Reset’. If
you wish to abandon the import, click ‘Close’.

Update Filters

Attribution Import Setti... If no attributions have previously been set
ina case when attribution data is
imported, there is no danger of the
imported data contradicting any existing
o) Update (replace) _ attributions. If attributions have already

| Update only f attrbution is blank : been set, either manually or during a

Colouration previous Import Attributions activity,
! there is a possibility that the newly

Ignore colouration

EHighIight updated attrihutionsf

When new attributions match existing ones:

Do not update

®) Use imported colours imported data may differ from the existing
Update if currently black & white attributions. After clicking ‘Continue..." the
Validity periods Attribution Import Settings popup
Ignore validity data appears to help to deal with this type of
o) Use validity data situation.
Finish Cancel

For reimports or updated attribution data, the options are:

»> 'Highlight updated attributions’ option instructs CSAS to highlight the rows
in the main Attribution grid that have been updated by this import - these will
be shown with a grey infill.

o Identifier Type Identifier Attributed Nom... Aftribution Start  Attribution End Actions

= allc

No.. = Afc ALlc =

J D MSISDN 07700900177 David WILLIAMS s
J D MSISDN 07700900597 Jorden JONES s
D MSISDN 07700900621 wee

» Existing Attributions - controls what happens to updated attribution names:
o Do notupdate - ignores the newly imported attribution name
o Update (replace) - overwrite the existing attribution with the new
one
o Update only if attribution is blank
»> How to treat colouration - controls whether existing attribution colours are
updated:
o Ignore colouration - keep the existing attribution colours
o Useimported colours - replace existing colouration
o Update if currently black & white
» Validity Periods - controls whether existing date ranges are updated
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o Ignore validity data
o Usevaliditydata

The default values are highlighted in bold, which means that the default action is to
overwrite any existing attributions with the newly imported data.

CSA will post awarning message if you attempt to import more than 1000 rows of
attribution data - the warning is for the possible impact on CSAS performance but can be
dismissed if required.

NOTE: The Import Attributions process currently only imports attributions for identifiers
that appear in case data - it will ignore attributions in the imported list for identifiers that
do not currently appear in the case data. The Import Attributions process may need to be
rerun after each new set of files is imported into a case and, of course, the process will
need to be rerun each time the case attributions list is updated, to ensure that CSAS is
up to date. A future release of CSAS will include an Attribution Library function, that will
store imported attributions that don’t currently appear in case data and link them
automatically if relevant datais imported.

Stepped Procedure - Bulk Import

1. Tostart the 'bulk’ importation process, from the top of the Attributions Grid, click
onthe button:

R Import attributions Auto attribute Auto attribute decoded SMS IDs

2, This opens the Import Attributions popup:

Copy and paste attributions here

@ ket Close

3. Clicking the ‘Import from file...” button starts the direct import process - select the
required Excel spreadsheet from which to import attribution data. Or open the
spreadsheet that contains the required attribution data, copy it and paste it into
the Import Attributions popup by right-clicking in the ‘copy and paste here’ zone or
typing ctrl+v.

4. Thegridin the popup will list the individual attributions found in the imported file
and will also indicate the colour combinations and validity periods to be applied to
them if those types of information were provided.
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5. If CSAS has not correctly identified the relevant columns, click on the column drop-
down menus to indicate the ‘identifier’ and ‘attributions’ columns and any other
significant columns you want to include. Columns that have data to be ignored
should be set to 'unused’.

Number Attributed Name Background Foreground
ALIC ALIC ALIC ALIC
Identifier - éf'«ttributed Name T Background - | Foreground -
Atowedame
07700900209
Background
07700900177 pr—
07700900452 Foreground
07700900270 Identifier
07700900600 Mot Used
07700900201 Valid From
07700900374 Valid To .

6. Clickonthe ‘Continue...’ button to proceed

7. If attribution data already exists in the case, in the filter popup, set the required
‘update’ options and decide whether you wish updated rows to be highlighted.

8. Clicking the 'Finish’ button imports the attributions into CSAS:

9. Whentheimport is complete, a popup will confirm whether the process was
successful.

Attributions Import

o 4 attributions for existing identifiers imported from the 9 rows in the table.

M.4.7 Auto Attribution

At the top of the Attributions Grid, the button mirrors the functionality of the
similarly named feature on the ‘Import Files' screen:

Mew || Import attributions Auto attribute Auto attribute decoded SMS IDs

Clicking this button automatically assigns attribution colours and adummy attribution
name to each selected identifier. The colour combinations (for text and background/fill
colours) are automatically selected to be contrasting - so light-coloured text will always
be used with a dark colour background or vice versa.

This can be useful in cases that have alarge number of identifiers when you just want to
add a unique colour to them without having to go through and manually assign them.

Auto-attributed colours and nominals can be updated and overwritten later if a ‘real’
attributionis discovered.

1.4.8 Edit Style

The Edit Style option provides quick access to the text/background colouration options
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for an identifier. The Edit Style button only activates if arow in the Attribution grid is
selected using the checkbox.

MNews || Import attributions Auto attribute Edit style Auto attribute decoded SMS IDs

Once activated, the Edit Styles popup provides access to just the identifier colouration
options - text/background colour and recent colours.

| change Attribution Colour

Text Colour T window MISample Text

Back Colour 0, 32, %9 -

Recent Colours | Select a recent colour... -
oK Cancel

Make the required changes and click ‘OK’ to save them or ‘Cancel’ to reject them.
11.4.9 Decode SMS Platform Identifiers

SMS text messages can be sent over a cellular network from two sources - most texts
are sent from a mobile phone or device, in which case the ‘from’ or ‘'sending’ party willbe a
mobile phone number or MSISDN. It is also possible for automated systems (or
‘platforms’) to send SMS messages as well - for example, if you order a pizza from
Dominos you might get a text to tell you when it’s ready for collection.

16:349 1T a 16:36 7 R 89 16:37 7 L
terms lo end texts, send S10P
Your order is being cooked now SMS to 9774.
and will be piping hot and ready % :
for collection at Domino's The British Airways End of

Summer Sale ends at midnight.
Hurry, book now at https://bit.ly/

Letchworth in 8 minutes. Hi, it's been a while. We've missed

The ‘from’ party for platform-initiated messages is often an alphanumeric name (like
‘dominos’ or ‘Vodafone’) rather than a phone number. The network protocol that allows
computer and web platforms to send text messages is called SMPP (Short Message
Peer-to-Peer Protocol) and the sender’s name is known as an SMPP Alias.

The SMPP Alias is carried through the network as a hexadecimal code but is usually
decoded to show the Alias name by the receiving phone, as CDR data is captured while
messages are travelling through the network, they often show the hexadecimal code
rather than the Alias name. For example, administrative messages sent by the O2
network would be shown in a CDR using a sender address of OEF4955790, but this would
be decoded by the receiving phone to show a sender of ‘O2UK".

Some networks decode SMS platform addresses in their CDRs, but others show the raw
hexadecimal code instead. If you import a CDR into CSAS that contains SMS platform
numbers as hexadecimal codes, they can be automatically decoded to show the Alias
name, which can then be used as the Attribution for that identifier.
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Import @ Case Hub @ Attribution @ The |mported CDR ﬂle |n the
| Subject identifiers  |v| Mon-subject Identifiers |v| Attributed || Unattributed @ example Con‘ta“’]ed
Identifier... Identi..= T Attribute... Attributi..  Attributi... Actions messages from two SMS
] e e e = = = platforms, which were

- D MSISDN 0E8391B460...

D MSISDN DEF4855790 ee shownin the raw data USing
the hex version of the Alias.

MNew || Import attributions Auto attribute Edit style TO deCOde the A|IaseS tO

show them in plain text,
highlight the identifiers in
the grid that you wish to
decode, then click on ‘Auto
attribute decoded SMS IDs’

Import €@ Case Hub @ Attribution @ The p|alnteXt VerSIOH Of the
| Subject identifiers || Non-subject Identifiers |v| Attributed |v| Unattributed @ A||as W||| then be added as
® Identifier... Identi..= Y Aftribute... Attributi.. = Attributi... Actions the Attribution for each

No...| = Allc Oe Al = = Al . ‘g
= ] e selected identifier and

0  wmsmson Attribution colours could
then be added as well.

Not all hex codes found in CDRs result in understandable Aliases - in the example above,
one code decoded as ‘O2UK’, which is meaningful, but the other decoded as’82,202’,
whichisn’t. The O2 UK network has a well-known issue that corrupts the hex code shown
in their CDRs, resulting in scrambled plaintext names; CSAS applies a fix to identifiers in
some scenarios, which attempts to show the true Alias name rather than the scrambled
version. The true hex version of the identifier, as presented in the source CDR, is
displayed by CSAS without alteration in such circumstances.

Any attributions added in this can be removed (using the ‘Clear selected attribution’s
feature) or updated at any time, just like Attributions that have been added using other
methods.

If no decodable SMS identifiers are found in the selected grid rows, the process will post
awarning message:

No decoded SMS IDs found

o No decoded SMS IDs found for this selection

11.4.10 Print

Clicking on the Print button outputs the current Attribution grid to the print preview
screen.

If no Attribution grid rows are checked, the process outputs the entire grid, if a subset of
rows are checked, the process outputs just those rows.
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Selection Status Filename Subject Identifier

Imported 90743 CDQ.csv 07700900621
Imported 4791324.0v 07700900177
Imported 4791418.cov 07700900597
Imported 4791417 csv 07700900597
Imported 4791322.c5v 07700900177
Imported 4791422.c5v 07700900597
Imported Cell Address Data - GNO1.xls

Imported 4791323 .c5v 07700900177

Page 1 of 1 100% @ °

Clicking on ‘File’, ‘View’ and ‘Background’ gives you various options for page setup, tool
bar, status bar, colour and watermark options. You can edit the print file by choosing
buttons from the tool bar at the top of the pop-up window.

To print click on the B button.
1.4.11 Export

This option exports the entire contents of the Attributions grid and auto generates an
Excel report which is saved to the case folder. The following message pop-up window is
displayed:

Report saved to :
C:\Users\, \CSAS v3\Cases\e818ecif-daa0-403f-972¢c-1c2ce963cdc0\Outputs\ListOfFiles1.xls

Clickingonthe button closes the window and opens the report.
11.4.12 Clearing Attributions

The attributions assigned to identifiers in CSAS are not permanent - they can be
updated, if the evidence changes, and they can be deleted.

Deleting or clearing an attribution doesn’t remove the identifier, it just removes the name
and any colouration that has been applied to it.

Anindividual identifier’s attribution data can be cleared by clocking on the ‘trash’icon at
the right-hand end of the grid row. Multiple attributions can be cleared by checking the
checkbox for the required rows and clocking on the Clear button at the top of the grid.

11.4.13 Attribution Library

The attributions added or imported into CSAS must link to an identifier that is found in the
imported case data - the data must be available in a case to have the name displayed
alongside it.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 118



(‘\ CSAS CSAS User Guide

CSASv3.16

In earlier releases of CSASv3 this meant that if Attribution data was attempted to be
imported for identifiers that weren’t found in the case, the attribution data for those
identifiers was ignored and wasn’t imported, which in turn meant that attribution lists
sometimes had to be reimported multiple times, after additional CDRs were added to the
case, to ensure that all known attributions were captured.

The Attribution Library provides a solution for that situation.

When an identifier and attribution are manually added to a case, or when a bulk import of
attributions is made, details of identifiers that are found in the case data are added to the
main attributions list, whilst a copy of all imported identifiers, whether they existin the
case data or not, get saved to the Attributions Library.

When additional files are imported into the case, CSAS checks to see if the ‘use library’
checkbox in the Import Files screenis ticked.

Browse to files... ||+ Use library v | Auto attribute Import files

If it is CSAS checks each new imported identifier against the saved details in the Library
and moves the details into the main attributions list if a match is found - this means that
attribution files only need to be imported into a case once, CSAS will use those
attributions when an appropriate identifier is detected.

A

File RvCrippen Admin Configuration Utilittes Help @ Full Access Case @ localDB (B Intel Mode  (@off @ ioehoy

= | CaseHub @ | Attribution @

| Show non-subject identifiers (@ Show unattributed identifiers - @ News || Import attributions | |Auto attribute | | Edit style | Auto attribute decoded SMS IDs || Print ||Export || Cleal @
|
@ Identifier Type Identifier Attributed Nominal Aftribution Start Attribution End Actions
No.. = - | e A = = -
0 woron 24BB
D MSISDN 07700900597 2 d B O
|:| MSISDN 07700900621 BT

Manage nominals | WS wglIGOEITETY Case Hub > Fast Time Reports >
Version 3.15.0.56992 Alpha 20250407.1 Case 'R v Crippen'’ is editable on the local database. Licence Expires - 10/02/2027 @ @ &

Open the Attribution Library by clicking on the button in the bottom row of the Attribution
screen. The Attribution Library popup appears.

) Attribution Library - o x

Attribution Library (9) News lmpz-rtamlhu(mns Apply all to case

Identifier = Nominal = Attribution Start = Atribution End = Intel Ref1 = Intel Ref2 = Intel Ref3 = Source = Date Modified & Actions

gang members at...  22/05/2025 13:45:24
gang members at...  22/05/2025 13:45:24
gang members at... 22/05/2025 13:45:24
Dave Hoskins gang members at... 22/05/2025 13:45:24

447700903747
447700903825

VDD
)W 0 O O
B E G E

Close

If no 'saved’ attributions are loaded in the case, the popup grid is empty.

Entries in the Attribution Library grid can be edited, split and deleted using the buttons
on theright-hand side of each row, in the same ways as in the main Attributions grid.
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The popup has the following options:

»> New - manually add a new identifier to the Attributions Library, from where it
can be added to the case attributions if required.

»> Import attributions - select an existing Excel spreadsheet containing
attribution data and import or copy/paste the data into the case

»> Apply allto case - attribute unattributed identifiers in the case using the
Attribution Library

»> Print - print the current Attribution Library grid or selected rows from the grid

»> Export - export the contents of the grid or selected rows to Excel

»> Delete - delete selected identifier(s) and attribution(s) from the Library

When new attributions are added or imported to a case, Attributions checks to see if any
of them match existing case identifiers, if they do, the attribution is added or updated, if
they don’t then you will be warned:

Attribution Import Information X

None of the identifiers exist in the case.
The attributions will be added to Attribution Library only.

Continue?

Cancel

And the data will be added to the Attribution library

@) Attribution Library - a] x

Attribution Library (9) New
Identifier Hominal Attribution St... Attribution End Intel Ref 1 Intel Ref 2 Intel Ref 3 Source Date Modified Actions
Y Ac Ac = - = - | afJc L6(4 Afjc AafJc = = -
_— gang members at... 09/04/2025 13:58:39 o B W
_— gang members at... 09/04/2025 13:58:39 O B W
gang members at... 09/04/2025 13:58:39 o B W
a gang members at... 09/04/2025 13:58:39 o B W
gang members at... 09/04/2025 13:58:39 e B W
aana memhers at... | 09/04/2025 13:58:39 2 B o T
Close

If at some later stage, a CDR or other file is loaded to the case that contains that
identifier, CSAS will automatically move the details from the Library to the main
Attributions list.

A o x

File RvCrippen Admin G ation Utilities Help @ Full Access Case @ localDB  (@Bi@® Intel Mode @off @ ioehoy

= | CaseHub @ | Attribution ©
)

Show non-subject identifiers (@ Show unattributed identifiers - @ New | ROGEELGLITDER Auto attribute || Edit style || Auto attribute decoded SMS IDs || Print || Export|| Clear @
i @ Identifier Type Identifier Attributed Nominal Attribution Start Attribution End Actions
! Y No.. = - | afe afc = | = ~ | afe
, 0 weson Y
\ 0 e : oPRE
0 wson 2B B
: Q wssou ordenwler c+B@
¢ [0 wsson 7) Davindra (Daz) Singh 7 MR T
l
y
I Manage nominals || Attribution library Case Hub > Fast Time Reports >
)
Version 3.15.0.56992 Alpha 20250407.1 Case 'Rv Crippen’ is editable on the local database.  Licence Expires - 10/02/2027 @ @
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11.5 Attribution Report

The Attributions Report is available from the icons on the right-hand end of each row.

The report gathers together the basic information held in the CSAS case that indicates
the identifier, the attribution name, the imported file(s) that are linked to the identifier
and the source of any attributed names. The ‘source’ field is populated automatically with
details of the source file the attribution was taken from (or indicates that it was added
manually).

The 'Print’ option opens the print preview
window, from where the report can be
sent to aprinter.

@ Attribution Report - m] X

Identifier: 447700902421
The ‘Save as PDF’ option creates a PDF file

Type: MSISDN .
of the report data, which can then be
inal: Jorden Mill
Nominal: orden Willer saved.
Source: gang members attributions v3.xlsx

: — Once the report as been viewed or output,
Source files for identifier:

3852 0213.xlsx clicking ‘Close’ closes the popup.
2421 0213.xl=x

Attribution date range:
All dates

Print... Save as FDF...

Who, When, Why

This function is necessary to allow you to choose which Identifiers and
attributed datais displayed in the Attribution Grid, to filter and

A? customise the grid, add new and update existing attributions, clear
attributions previously set but which are no longer needed and save
your changes.

@ This function is undertaken anytime you need to add or make changes
to attributions.

This functionis typically carried out by the following users:

»> CSASUser

© ForensicAnalytics Ltd 2026 FA-487 v1.0 121



f‘\ CSAS CSAS User Guide

CSASv3.16

12 Using the Right Sidebar

CSAS utilises a consistent right sidebar that supports various tabs. Depending on which
screenis open, you can select from the following sidebar tabs:

»> Filters

» Settings

” Export
Hikers »| [l Filter Sidebar
Case-vide Filer (D {834 Settings Sidebar

[3)«— Export Sidebar

Filter type |File i

The sidebars can be launched from the icons at the top of the right-hand side frame of
the CSAS window.

Note: Not all sidebars are available in all screens.

Sidebar filters can be hidden at any time by clickingon the ~ button (shown when the
panel is open) at the top right-hand side of the panel.

12.1 Selecting the Filters Tab

Selecting the ‘Filters’ tab r icon allows you to configure the way imported source data
files are filtered and presented in the current screen.

The ‘Filters’ tab function allows you to select from the following filters:
» Source data
» CellLogic
» Date&Time
» Locations
»” EventTypes
» QuickFilters.

These tabs allow you to select and filter the data loaded into the CSAS case tabs that are
currently open. Filters can be applied at the same time as selecting the set of files to view
and filters can also be applied and adjusted at any time after the data has been selected.

All filters are applied by clicking onthe button at the bottom right-hand corner of
the window.

Note: From the 'Filters’ window you can choose to reset the contents of the current
dataset by clicking the button. Clicking this button clears the grid and resets any
filters to default values. In ‘Case Hub' and ‘Map Tabs', the button also clears the
current map.
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12.1.1 Case-wide Filter (Off/On) Function

With ‘case wide filtering’ enabled, all open CSAS tabs will use the same set of selected
and filtered case data - you only need to select the set of files to view and apply filters
once and the same set of data will be analysed in all open tabs. This feature is useful if
you want to view different aspects of the same dataset without having to re-enter the
same set of filters repeatedly.

Deselecting the ‘Case-wide filter’ via the slider button allows you to ‘decouple’ individual
screens/functions to show data for different identifiers or different time periods in each
tab. For example, you may want to display a data set for one identifier in Case Hub and a
data set for different Identifier in Analytics Call Summary. In that scenario, you would
select the Case Wide Filters slider to the ‘Off’ position.

12.1.2 Source Data
Fifter type Q) From the sidebar, in the Filters > Source
®) File Identifier datapanel, using the ‘Filter type’ radio
Snapshots buttons, you can select which source

DataSource | Identler | Type data files or POI (point of interest) layers

[E751333&0 07700000177 DR -

4791323.csv 07700900177 CDR you Want to dlsplay by
47913245y (07700900177  COR selecting/deselecting in the checkboxes.

v
v
>
v
v 4791417.csv  |377009005970 CDR
v a791418.cov  [07009008978 COR
v| 4791422.cv  |7700000597 COR
v
v

90743 CDQ.csv 07700900621 CDR
anonymised_5... 07700003964 | CDR v

The ‘Filter type’ is selectable between ‘File’, attributed ‘Identifier' and ‘Case snapshot':
»> In‘File’ mode you can select specific source data files.

» In‘ldentifier mode, source files are aggregated based on the linked
target/subject identifiers - selecting an identifier loads the data from all
imported files linked to that identifier.

»” In'Case snapshot' mode you can reload a previously saved case snapshot,
there is also the option of saving a new 'snapshot’ based on the data
currently visible in the Case Hub grid.

The ‘Source data’ files list is edited based on the prefiltering selections that might have
been made when the case was created, so the list of source files presented includes only
those that match the current case prefiltering options.

12.1.3 Saving and Opening a Case Snapshot

This setting allows you to save your current chosen filters and the loaded source data as
aCase Snapshot. This allows you to revisit that specific dataset, with all of its filters
applied, without having to reload and refilter the source data again. The Case Snapshot
should also store details of the Case Hub map at the time the snapshot was saved,
ensuring that when the snapshot is reopened, the map is displayed in exactly the same
state as when it was saved.
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CSASv3 snapshots replace the ‘case filter’ and ‘saved map’ features found in CSASv2.
Saving a Case Snapshot

1. Tosave acase snapshot, first select the dataset and apply any filters necessary
toisolate the required set of events.

2. Anew Snapshot can be saved in four ways:

Flertree ©) e Anew Case Snapshot can be saved from

. ::,m o any screen via the filter sidebar.
napshot name . f .
:\,E:U,tm,m, e SettheFilter type to ‘Snapshots, then click
etz e cumped onthe ‘Save snapshot’ button.

©)
Add/Edit Attribution for: 07700900266 e AnewCase SnapShOt can also be saved
| fiterDota ’ from Case Hub.
Edit 4
Analyics ' ¢ Rightclickanywhere inthe Case Hub grid
comy/brport ' : and select ‘Save Snapshot’.
Lookup 3
I i2 Analyst's Notebook 4 E
= Save Snapshot E
e Case snapshots can be saved from thein
0.59%km  Fiter N map ‘measure from here’ tool.
Items inside the area v e Withameasurement radius label open,
Items outside the area ’ clickonthe gearicon, then select either of
Filter grid the ‘filter’ options (filter inside the radius or
Filter grid and create case snapshot filter outside the radius) both options have
a ‘'filter grid and create case snapshot’
option.
X @ & N e Withamarquee select window open, click
Filter : onthe gear icon, then select either of the
SHOWIIEIS iskie thesatcy ’ filter’ options, both of which have a ‘filter
Show items inside the area grid and create case snapshot’ option.

Filter grid and create case snapshot

3. Ineither scenario, in the resulting popup, add a unique snapshot name and click
‘Save.

Add Case Snapshot

b Name

snapshotl

Save Cancel

4. The selected dataset will be loaded ready to be analysed.
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Opening a Case Snapshot

1. Under ‘Filter type’, select the ‘Case snapshot’ radio button then, from the panel,
select a case 'Snapshot name’ using the checkbox:

Filter type @

File Identifier
®) Snapshots
Snapshot name

New Case Snapshot 1

@ Delete snapshot Save snapshot

2. Tolaunch asaved Case Snapshotin Case Hub, Case Outputs, Dashboard, Analytics
and other CSAS screens, click the button at the bottom of the panel.

3. The selected Case Snapshot opens and displays automatically.
Deleting a Case Snapshot

You can delete a'Case Snapshot’ by selecting a snapshot from the list and clicking on the
button.
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12.1.4 Cell Logic

This setting allows you to select, viaa drop-down menu, between ‘Source’ mode and
‘Override’ mode, which then determines the level and source of the cell address details
added to the output file.

Cell Logic

Source - O :

Data for cells is parsed from different source data files and collated into either Source or
Override records.

A'source’ cell record contains only the cell location data found in the original source file.
Forexample, if the source file format only includes, for each cell that is listed, the Cell ID
and the site name (but does not include site postcode, cell azimuth, map coordinates,
etc), the source cell records created for that file will only include the information
provided and will be missing some important cell location details.

An’override’ record attempts to gather a complete set of cell location details for each cell
ID, which can be used to fill in gaps in source records if required. For example, imagine a
case dataset includes two types of CDR from the same operator - a ‘voice & SMS’ CDR
format that includes full location details for all cells and a ‘GPRS’ CDR format that only
includes a cell ID for each cell. Source cell records will be created for both files, but
override records can also be compiled from the fuller set of dataincluded in the ‘voice &
SMS' CDR.

When the contents of those files are listed in CSAS, if the cell logic is in ‘source’ mode,
only the level of cell location provide in the source files is displayed - so records from the
GPRS file will be missing details such as cell azimuth and map coordinates and the cells
from that file will not be shown on any case maps. If the cell logic is in ‘override’ mode,
however, any cell IDs that appear in both CDRs can have their location details enhanced -
‘missing’ details in the GPRS records can be filled in’ from the additional data found in the
voice & SMS records, allowing some of the GPRS cells to be displayed on the case map.

The use of cell overrides is particularly important for data from networks such as
Vodafone and Three in the UK and most networks in the USA, where the source record
only contains limited data, such as the cell ID, and an associated ‘cell address’ file or table
provides the rest of the cell address information.

CSAS defaults to using ‘Override’ mode, but you can choose you own preferred default -
if you change the settings you can click on the ‘disk’ icon to save the current settings as
your preferred default for all cases, or you can click the ‘reset’ icon to return the setting
toits system default.
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12.1.5 Date & Time

Filtering via the ‘Date & Time’ panel allows you to trim the source data displayed in the
current dataset based on:

»> Date/time range - based on ‘From’ and ‘To’ date/times
»> ‘Time Slice’
»> ‘Day of Week'.

Dates From/To

The ‘From’ date and ‘To’ date/times in the filter default to match the earliest and latest
event which are applicable to the case, but you are able to select a narrower time period
within those dates if required.

The Date & Time tickbox must be selected to activate the
filter.

The 'From’and ‘To’ date/times can be chosen by:

e typingtherequired dates andtimes intothe
date boxes

e orby clicking into each date or time filed
B individually and using the up/down arrows to
adjust them

e ortheycanbe set via drop-down calendars, by
_ clicking on the small down arrow on the right of
the from/to text boxes.

For example, selecting a date ‘From’ 14/08/202310:45:00 'To’ 30/08/2023 17:00:00 will
alter the current dataset to show only data that falls within that date/time span.

This is useful if you are working on a large case or with files that cover long time periods,
as it allows you to select a specific date and time period to view when loading any data
into the current dataset.

Note: Using ‘From’ date and ‘To’ dates at the same time as selecting the source files to
view may have performance benefits and enable Case Hub to load and run more quickly,
as fewer events will need to be displayed in the grid or on the map.

Toremove the Date/Time filter either:
» Untick the Date & Time checkbox and hit (Aeply .

?? Clickthe button below the ‘To’ box and hit (_Apply )
?» Clickthe button.
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Include Overlapping Events

Include Overlapping Events

When a date/time filter is set that covers a period in the middle of a case, thereis a
possibility that some events start before the beginning of the filter period but end within
the period, or conversely, there may be events that start during the filter period but end
afterit has finished. These are termed ‘overlapping’ events, as they cover times outside
of the filter period.

By default, the date/time filter only displays events that occur fully within the filter period
- e.g. they start after the 'from’ date/time and end before the ‘to’ date/time. The ‘include
overlapping events’ option expands the filter to include any event that was active during
the filter period, evenif it started before or ended after the selected date/time range.

With ‘Include Overlapping Events' unticked, the filter will only include events starting on
or after the filter 'from’ time and starting on or before the filter 'to’ time, so only includes
events with a Start time within the filter period.

With ‘Include Overlapping Events’ ticked, the filter willinclude all events that were active
during the filter period, even if they started before ‘from’ time or ended after ‘to’ time.

NOTE: you must click (A2l Jto send the updated filter to the grid if you make any
changes to filter options, such as ticking the ‘include overlapping’ option.

Time Slice
v | Time Slice A Time Slice filter reduces a data set to
10:45-00 - only show events that occurred between
Between 17:00-00 R specified times across the days that are

analysed.

v EInclude Overlapping Events§

For example, with the date filter set From 29/08/2023 To 30/08/2023 and the Time Slice
set between 10:45:00 and 17:00:00 the current dataset will only include events that took
place on those dates between 10:45 and 17:00, it will exclude all events that took place
outside of the Time Slice.

Check the Time Slice tickbox to activate the filter, then select the start and end times for
the slice. Hit to activate the filter. This will filter events down to only those that
occurred within this time period across all of the days in the date span.

The Time Slice filter also supports an ‘overlapping events’ option, allowing events that
begin before or end after the time slice period but that are active during it to be included.

Toremove the Time Slice filter either:
»  Untick the Time Slice checkbox and hit (CAeely ]

» Clickthe  button below the Time Slice time boxes and hit (Aeply_J
»» Clickthe button.
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Day of Week

v |Monday v |Friday
v | Tuesday v | Saturday
v |Wednesday | v Sunday

v | Thursday

The Day of Week filter reduces the current dataset to show only events that occurred on
selected days - for example, if you are only interested in events that take place every
Monday, you would untick all of the other days and only analyse events that occurred on
Mondays.

Check the Day of Week tickbox to activate the filter. All days are selected by default, so
deselect any days that you do not wish to be included in the analysis. Hit to
activate the filter. This will filter events down to only those that occurred on the selected
days inthe date span.

Toremove the Day of Week filter either:

»  Untick the Day of Week checkbox and hit (AR ],
» Reselect all unselected days and hit (CA#RY ),
» Clickthe button.

12.1.6 Locations

The ‘Locations’ panel allows you to filter the data in the current dataset to only show
events that have coordinates that are within a set radius of a specific location.

® - Thelocationto use as the centre point of the filter can be
7] use iter selected inanumber of ways:
Ouafong  [51428 ] [0234 »> Latitude/longitude
Eiimg » Easting/Northing (UK-only coordinate system)
o » Postcode (or zip code) *
cose bocaten »> OS Grid (UK-only coordinate system)
Fods ] 1 2] Omes (@) »> what3words - identifies a 3m square
/| start Cells || End cels »> Case location - a POl defined within the case

* The postcode/zip code option may be less accurate as the point location will be
calculated as the centre of the post/zjp code area, rather than as a specified point.

You also have the opportunity to set the radius out from the point location and the
measurement units (miles or kilometres).

Check the ‘Use filter’ tickbox in the Locations panel to activate the filter. Select alocation
type and enter coordinates if required, then set the radius. Hit toactivate the
filter. Only events that took have coordinates associated with them that indicate that
they took place within that radius will be listed in the grid and shown on the map - a pin
icon will be shown on the map to indicate the point location and a radius circle will be

© ForensicAnalytics Ltd 2026 FA-487 v1.0 129



f‘\ CSAS CSAS User Guide

CSASv3.16
placed to indicate the filter area.

The Locations panel also includes two checkboxes that allow you to elect to include or
exclude ‘Start’ Cells’ and ‘End Cells’ from the analysis. This is only relevant to CDR data,
where the ‘Start Cell’ refers to the cell a phone was connected to at the start of a call and
the 'End Cell’ refers to the cell reported to be in use at the end of a call. Some
organisations have a blanket policy of not analysing end cell data, so this option allows
end cell data to be excluded before datais loaded into the Grid and the associated Case
Hub map.

Toremove the Locations filter either:

» Untick the ‘Use filter’ checkbox and hit (Aeply ],
» Clickthe button.

12.1.7 Event Types

This setting allows you to select, using the checkboxes, the type of Outgoing and
Incoming ‘Events’ you want to include in the current dataset. It mostly applies to data
from CDR and handset download file types.

You can choose to exclude certain event types from
the current dataset by unchecking the relevant event

type.
For example, if you want to exclude GPRS/mobile data
events from the current dataset, just tick the ‘Use

Donn/ns . L] olmos filter’ checkbox option to enable the event filter and
HERES——— then untick the 'Data/GPRS’ checkbox and hit (AsRlY ).

Allrecords for the selected event type(s) will be
excluded from the current dataset.

Toremove the Event Type filter either:

» Untick the 'Use filter checkbox and hit (Aeply ),
» Retick any unselected event types and hit CApely ],
» Click the button.

The Event Type filer was designed to work with CDR/cell data and may cause
unintended event filtering if used on other types of data.
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12.1.8 Quick Filters

The Quick Filters are used to more easily apply filters that might otherwise be complex to
configure. The filter currently only works with CDR data.

There are currently two quick filter types you can select:

» ldentities A & B are attributed (attributed identifiers only).

» Identities A & B are subject identifiers (subject identifiers only).
Note: Only one filter can be selected at a time.
Identities A & B are attributed

Selecting this checkbox allows you to filter the current data set to only include records
where the main identifiers have had attribution names assigned to them and can be
summarised as ‘calls/SMS between attributed phones only’.

: ® - For CDR data, this means that only records where both
LE::,MM&BM — ® the A/Calling number and the B/Called number are
enties A & b are subject Identfers. | (D) attributed will be displayed.

ldentities A & B are subject identifiers

Selecting this checkbox allows you to filter the
@ current data set to only include records where both
—_— ® the main identifiers are subject identifiers and can be
e summarised as ‘calls/SMS between subject phones
only’.

The subject phones do not need to have been attributed to be included in this filter.
Quick Filters can be applied by selecting the require filter tickbox and hitting (CAeply .
Toremove a Quick Filter either:

»  Untick the Quick Filter checkbox and hit (Aeely ).
» Click the button.

Why, When, Who

This right sidebar functions are necessary to target specific source
ﬂ? data files and, optionally, provide more focused source data selection
foranalysis.

@ This function is undertaken at any time.

This function s typically carried out by the following users:

38
7> CSASUser
Stepped Procedure

Individual procedures were outlined in the specific sections above.
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12.2 Selecting the Settings Tab

Selecting the ‘Settings’ tab‘@-} icon allows you to configure the way Case Hub and other
screens present imported source data and influence what imported source data is shown
inthe grid. You can select the following options and filters:

»> Case Hub Settings
»> DataDisplay

»> Matching

»> Redaction

12.2.1 Case Wide Settings

With ‘case wide settings’ enabled, all open CSAS tabs will use the same settings - you
only need to select and apply your preferred settings once and they will be applied to all
opentabs. This feature is useful if you want to view different aspects of the same
dataset without having to repeatedly change settings options.

Deselecting the ‘Case-wide settings' via the slider button allows you to ‘decouple’
individual screens/functions to show data affected by different settings optionsin each
tab. For example, you may want to display a data set for one identifier in Case Hub with
Duplicate Matching enabled and the same set of data in another tab with that setting
disabled. In that scenario, you would select the Case Wide Settings slider to the ‘Off’
position.

It is recommended that Case Wide Settings remain enabled at all times unless you have a
specific reason to disable it.

12.2.2 Case Hub Settings
Note: This section is only available in ‘Case Hub' and ‘Map Tab' screens.
Layout

The menu, allows you to choose between different Case Hub layouts, which seek to
maximise the amount of screen space made available to different aspects of Case Hub:

B » None -reverts to the current default option.

»>  Analytical - used when you have a need to view both
- ' the data grid and a map but are more focused on
i viewing a reasonable amount of data.

[——

Presentational - used when auseris more interested
in viewing amap and is less focused on the content of
the data grid, for example, when presenting case
data.

» Grid Only - used when you want to see just the data
grid and no map tile.

These options provide a different default balance between the amount of the screen that
is given to the grid (Analytical view) or to the map (Presentational view) or just the data
grid (Grid Only).
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You can also create a custom view by clicking and dragging the panel boundary frames so
that you get your preferred proportion of map and grid panel sizes.

the foot of the Case Hub section or canrevert to the system default using the button.
Grid

You can save a preferred layout by selecting your choice and hitting the button at

This option provides a set of predefined and custom grid column layouts for you to
choose from, including:

Layout name ?> Abbreviated - shows a small subset of columns.
Abbreviated (System) - . . . .
Standird (System) » Standard - shows date/time, identifiers, basic cell
Full (System) detaI|S

Events (System)

Mobile Data (Svstern) v » Full - shows all possible columns.

Delete Save

”> Events - features data most applicable to case
events &locations.

»> Mobile data - features data most applicable to GPRS records.
» Target/Other - lists identifiers by target/other rather than calling/called.
»> Any custom layouts you create will also be listed.

To use a specific layout from the list, simply click on the layout you want to use and click
the button, the ‘Case Hub' Data Grid reconfigures to use the selected layout.

Creating Custom Grid Layouts

The Case Hub grid is flexible both in terms of the set of columns it caninclude and the
positioning of those columns. It is possible to customise the grid layout, by adding or
removing columns or dragging the columns into a different order, so you can create your
own preferred layout.

Once a personalised layout has created, add it to the list of layouts by clicking on the

button.

A pop-up window opens in which you can name
e and save your custom layout - the new custom
Cance save layout must have a unique name within your user
profile.

Layout name
Abbreviated (System)
Standard (System)

Full (System) Once alayout has been saved, it's added to the
Events (System) list shown under the 'Grid’ section:

Mobile Data (System)
Target/Other (System)
New Grid Layout 1 <—

Target/Other (System)

TJoe Lavout 2 v If acustom layout is no longer wanted, select it
Save from the list and click .
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Personalised grid layouts and the selected default grid layout, are saved in your CSAS
user profile, providing access to them from wherever you access CSAS.

Panels

This setting allows you to select whether the map and details panels are visible by
default and also which tabs to show in the Case Hub details panel.

The ‘'show map panel’ option allows you
to select whether to show or hide the
map panel. The map panel shows the
location of all cell sites/towers and
i event locations associated with the

— chosen Identifiers.

Note: Itis possible to undock the map panel and move it to another screen, by clicking
and holding the top row of the map frame and dragging it to another screen.

The ‘show details pane;’ option allows you to select whether to show or hide the details
panel. If the details panel is visible, you can also select the tabs that are presented. When
the ‘Show details panel’ checkbox is ticked, the panels selected by you are displayed on
the right side of the Case Hub window:

Note: Amaximum of 5 queries can be shown in the details panel at any one time.
Large Dataset Warning

When working on very large cases, it may be sensible to hide the ‘'map’ and ‘details’
panels and just work in the Case Hub grid. By hiding those panels, it means that CSAS
does not have to keep them updated, which could improve performance for very large
datasets. If you attempt to view more than a threshold number of records in Case Hub
with the map and details panels visible, you'll be warned about possible poor
performance and invited to hide those panels. The default threshold is 50,000 events,
but you can change this to a higher or lower figure if you need to.

You can save a preferred grid column layout, panel visibility and large dataset warning

section or canrevert to the system default using the button.

threshold by selecting your choice and hitting the button at the foot of the Case Hub
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12.2.3 Data Display

The Data Display settings provide the opportunity to set global options for what data is
included in the current dataset. The checkboxes allow you to control the way that datais
visualised onscreen and also gives you some control over what datais visible:

”> 'Show events with cell confidence only': hides
events where cell confidence is false - this

Data Display @
relates to CDR data only and generally relates to

Show events with cell confidence only GPRS/mOb”e data eventS.

:j :”‘k”t":’“ Cell confidence will be 'true’ if CSAS has

ide delete ) ) . )
confidence that the subject device was using
Font size ° - the cell shown for a record at the time of the
® ) Retain event numbering when filtering t|mestamp for that record.

Call index start point

Cell confidence will be 'false’ if it cannot be

'S) determined whether the device was using a cell
‘at’ that time or if it was using the cell sometime
‘at or before’ the timestamp time.

»” 'Hide unknowns/deleted': when ticked, each of these checkboxes ensures that
the corresponding classes of records are hidden in the current dataset.

o ‘unknown’events are those where CSAS cannot determine a definite event
type
o ‘Deleted’ events have been manually removed from the dataset using the

Case Hub grid right-click Edit > Delete option, which marks selected records
as logically deleted

»> 'Font size': allows you to adjust the grid font size.
» Event numbering options. One of the following two options can be selected:

o 'Retain event numbering when filtering’. When datais first loaded into
the Case Hub grid, the events are numbered sequentially from 1. When
filters are applied and rows that match the filter are hidden, this setting
determines whether each row retains its original index number (meaning
that there will be gaps in the numbering where rows are hidden) or whether
all events will be renumbered from 1again when the filter is applied.

o 'Callindexstart point’: the Case Hub grid has an Event Index column that
indicates the index (or order) of events. This field allows you to set the
event number that the table starts with at the top. Events usually start
withindex ‘1", but you can change it to start at a different index number.

You can save your selections in order to create a default for future cases by clicking on
the H button. You canrestore the system default settings by clicking on the 2 button.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 135



f‘\ CSAS CSAS User Guide

CSASv3.16
12.2.4 Matching

The ‘Matching’ tab function allows you to select from and choose options in the following
panes:

»> Duplicate matching
»> Single row matching
Duplicate Matching

Imported data may, occasionally, contain duplicate events, for example, if you obtained
the data for a subject phone in a CDR that covered January to March, but then also
requested data for the same phone from February to May there would be an overlap
period in which events were duplicated. CSAS can be set to ignore duplicates and not
display them in Case Hub or Case Outputs or count them in Analytics or Dashboards.

The duplicate matching settings allow you to vary the criteria that are used for event
matching, as there may be occasions where the default criteria are too specific to catch
allduplicates.

This setting allows you to select, via checkboxes and drop-down menus, matching
events from different files, to ensure that any duplicate records are found and only one of
those records is displayed or counted. When the same event is recorded in multiple files
there may be a slight difference to some of the values (e.g. the duration may be recorded
as asecond or two different). Sometimes the rules needed to identify these matching
events need to be optimized for a particular file set you want to include in the grid.

The values included in the settings are:

| Duplicate Matching Start tlme

v | Start time

-1 This function uses the start time of one of the matching

Tolerance (Seconds) 2,

v buration parameters and allows you to select the number of
Tolerance (Seconds) 2 -1 seconds (Tolerance) that the start time can vary in other
Y| A/Celing umber records and still be identified as the same event, so that

v | B/Called b i
e number the duplicates can be removed.

v | Event type
V| Start cell Duration

v'| End Cell

This function uses the duration of one of the matching

71 Combine concatenated SMS parameters and allows you to select the number of
Tolerance (Seconds) s - seconds that the duration (Tolerance) can vary in other
Max msgs to combine 2 records and still be identified as the same event, so that

vy theduplicates can be removed.

v | APN

A/Calling number

Use the A/calling (the ‘calling’ phone) number when identifying a match. If there are
versions of the same event record that either don't have an A number or that have a
differently formatted A number, this option allows the matching process to ignore Calling
numbers.
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B/Called number

Use the B/called (the ‘called’ phone) number when identifying a match. If there are
versions of the same event record that either don’t have a B number or that have a
differently formatted B number, this option allows the matching process to ignore Called
numbers.

Event type

Use the event type when identifying matches (Outgoing/incoming voice, text, MMS,
outgoing dataetc.). If there are versions of the same event record that describe the
event differently, this option allows the matching process to ignore the event type.

Start cell/End cell

Use the start cell (the cell which records the start of arecord) and/or end cell (the cell
that was in use at the end of a record) when identifying matches.

APN

The APN or Access Point Name is included in some network’s GPRS/mobile data records -
it indicates the data service the user was connecting to via the cellular network. Asiitis
possible for a mobile device to have multiple concurrent connections to different APNS, it
is sometimes the case that a CDR will contain multiple duplicate mobile data event
records, one for each of those connections. Disabling this option should leave just one
mobile data event each time instead of showing duplicates.

Note: Changing the matching settings away from the defaults can be useful when
attempting to remove duplicates where the events are captured slightly differently in
two or more records. There is also the potential, however, for a loosening of the matching
rules to cause false positive matches to be made and legitimate records could be hidden
from view.

Combine concatenated SMS

Text messages can carry a maximum of 160 characters, if amessage contains more than
the maximum number of characters it is split in two or more parts and sent in multiple
text transmissions, each of which will be separately listed in the associated CDRs. The
receiving phone puts back together (or ‘concatenates’) the individual text deliveries as a
single message to be displayed to the receiving user.

5 concatenated
messages

B T T 1
EIEE B £ EIEn

11 unconcatenated
SMS events

These records can be counted differently, depending on what’s being analysed; if an
accurate view of the number of substantive messages exchanged between individuals is
required, then we should concatenate the delivery records and count just the messages
exchanged,; alternatively, if a view of the number of individual SMS events is required,
then the records should remain unconcatenated and be counted individually.

CSASv3 applies SMS concatenation as a filter. All valid SMS records are passed through
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to the case database from the parser and SMS Concatenation can be enabled or disabled
by applying/removing the filter. CSAS applies SMS concatenation to CDRs from all
networks, but Vodafone UK data has special handling as it provides additional information
(the ‘Concatenated Short Message Reference Number’ field) that explicitly indicates
individual records that belong to the same overall message. For all other networks, the
process of SMS concatenation is something of a guess, based on finding sequences of
records that have the same A/calling and B/called numbers and that were sent withina
short time of each other which could be regarded as possibly belonging to the same
overallmessage.

SMS Concatenation settings can be set/viewed/changed in the Settings sidebar, in the
‘Duplicate Matching’ drop-down panel. Tick the ‘Combine concatenated SMS' checkbox
to enable the filter or untick it to disable it.

v Gtort ol

You can set atolerance for the maximum amoun
= time (in seconds) between the first and last

N messages in a sequence, and set the maximum
B number of messages that can be combined

In this example, the Tolerance has been set to 5 seconds and the maximum number of
messages to combine (concatenate) has been set to 3. The filter will look for SMS
records that have the same A and B numbers, that all have timestamps within the same 5
second period and will combine a maximum of three records together to display details of
just one SMS for that time period. If there were four matching records within a 5 second
period, the filter would output two SMS records, one concatenating the first 3records
and one with the last record on its own.

When you make changes to the filter values, click the button. The filter will find
and merge matching SMS records and the Case Hub grid will refresh. The number of rows
displayed in the grid may change depending on the parameters you set.

Note: This function can be used in both "Multirow' and 'Single row’ views.
Single-row Matching

This setting is used to manage the Singlerow grid view in Case Hub and the singlerow
template options in Case Outputs. In a single row view, the paired incoming and outgoing
records for calls or texts between subject phones are combined and displayed on the
same row in the Case Hub grid or call schedule. This is sometimes regarded as offering a
more accurate view of the overall number of substantive events contained in a dataset
and is preferred by some investigators and courts. The settings in the ‘Single-row
matching’ section allow you to select, via checkboxes and drop-down menus, how
potentially matching events are identified and merged.

Different organisations have their own rules about what type of events should be
combined in single row views (some allow SMS events to be combined, for example, while
others prefer to display SMS events on separate rows) and in different scenarios the
tolerances for matched events to be combined might need to be adjusted. The single row
matching controls provide an opportunity to manage the settings used for combining
records in this way. They allow you to choose whether voice, SMS and MMS events get
combined at all, and if they are combined, to set the tolerances for triggering the
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matching process.

For example, if SMS combination is allowed (if the outgoing and incoming records for an
SMS are combined into a single row), the tolerance for the difference in the source
records’ start times can be set. If the tolerance is set to 10 seconds (the default value),
matching records whose start times are less than 10 seconds apart will be combined, but
those whose start times are more than 10 seconds apart will be shown on separate rows.

The full set of parameters for singlerow matching is as follows:

v |Voice matching?

Voice matching?

Voice second limit 10 2

¥ | ndlude Divert/Call Forwards? This function turns on/off the matching of voice calls. If
oo Y disabled, no voice call records will be matched. A

7|MMS matching? tolerance value allows you to set the maximum

MMS second limit 10 : permitted time difference between records that can be

Use Start/End times from? | Outgoing ~

matched, which defaults to 10 seconds.

Include Divert/Call Forwards?

This function turns on/off the matching of voice calls with call divert and call forwarding
events. When enabled, records for unanswered outgoing voice calls can be matched to
the records of the resulting call forward or voicemail event.

SMS matching?

Turns on/off the matching of SMS events. If disabled, no SMS events will be matched. A
tolerance value allows you to set the maximum permitted time difference between
records that can be matched, which defaults to 10 seconds.

MMS matching?

Turns on/off the matching of MMS events. If disabled, no MMS records will be matched. A
tolerance value allows you to set the maximum permitted time difference between
records that can be matched, which defaults to 10 seconds.

Use Start/End times from?

This function allows you to choose where to take the timestamp for a combined pair of
records from, with options to use the timestamp from the outgoing record, the incoming
record or from whichever is earliest.

You can save your selections to create a default for future cases by clicking onthe =
button. You canrestore the original system default settings by clicking on the < putton.

12.2.5 Redaction

This setting allows you to select from and choose a set of methods for redacting or
obscuring the identifiers viewed onscreen or sent to the output template. This is often
done toreduce the ‘collateral intrusion’ associated with displaying the full details of
contacted phone numbers and other identifiers in case data, it is sometime also used as
way of protecting the identity of witnesses and informants. If enabled, redaction is
applied to all qualifying identifiers displayed onscreen and also to those displayed in any
output created from the case.
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| In these examples, the top rows contain

m unredacted identifiers, but the last row
Nc:rn':fr shows an identifier to which redaction
has been applied.

07700900189
07700500621 The first and last N characters (N = 4in
07700900621 .
P, Unredacted ('0’ selected) this example) have been left unredacted
07700900366 @ and the characters in between have

10 Al “ecace been replaced with a ‘redaction
0770***0597

character, which defaults to an asterisk.
The redaction settings include:

»” 'Leavefirst Nunredacted' - a checkbox which allows
Loave firet N unredacted 4> you to specify the number of leading digits of each

Leave last N unredacted 4 2 identifier that will be left unredacted.

Redaction Character * , \ .
cracon Harece » 'Leave last Nunredacted' - a checkbox which allows

you to specify the number of trailing digits in each
identifier that get left unredacted.

What to redact
Identifier IMEI
Name IMSI

»> 'Redaction character' - a text field which allows you
to enter your chosen character which is displayed
instead of the original unredacted character (this
example shows an 'Asterisk’ has been chosen):

»”? 'What toredact’ - using the checkboxes, you can choose to redact the following
information in the output report:

o ldentifier (phone number, IMEI, VRM, etc)

o Name (if an attribution name has been linked to an identifier)
o IMEI

o IMSI

»> 'Who toredact for' - using the checkboxes, you can choose toredact the
following types of Identifiers in the output report:

o Subjectidentifiers (redacts subject/target identifiers)
o Non-Subject identifiers (redacts non-subject/non-target identifiers)

o Attributed (redacts identifiers that have been linked to attribution
names

o Unattributed (redacts identifiers that have not been linked to
attributions).

You can save your selections in order to create a default for future cases by clicking on
the H button. You canrestore your original default settings by clicking on the 2 button.

12.3 Selecting the Export Tab

Selecting the ‘Export’ tab 2] icon allows you to export and print your selected data
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output. The Export tab is only displayed for a limited number of screens.
12.3.1 File Export

Using the radio buttons, you can select which file format you want to export the selected
dataoutput to:

® ) Excel csv Image
PDF RTF HTML
Word Text

You have two more export options selectable via the following checkboxes:

v |Open document after export

Export to multiple documents

The ‘Open document after export’ option instructs CSAS to launch the exported datain
the appropriate viewer after the data has been exported and has been saved in the case
folder - with this option deselected the exported file is simply saved to the case folder
but not opened.

The ‘Export to multiple documents’ option allows you to choose to export all panes from
the Dashboard to the same file (e.g. if Excel is the selected option, each pane is exported
to adifferent tab in the same file), but with the option deselected, each pane is exported
to aseparatefile.

When ready to export, click on the button. Once the file(s) have exported, a new
screen will open from which you can further process the data output as necessary.

12.3.2 Printing

Once you have selected the data output you want to print, click on the button. A
print ‘Preview’ screen will open from which you can select more options before finally
printing the data output.
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13 Using Case Dashboards
This functionis designed to gather the facts and details from a case into one place to

give you a quick ‘neads up’ on the most important data contained in that case.

All of the data available in a dashboard is also available in Analytics, it’s just that the
Dashboard gathers all of that data together in one easy to access view.

13.1 Dashboard Controls

The @ button in the navigation panel includes a drop-down menu from which you can
select the General Investigation Dashboard. This function allows you to review, ata
glance, an overview of the important information for an open investigation:

Case Hub €@ | Import € | Attribution €@ @ General Investigation €

Top 10 Contacts > & 0O Top 10 Cells & 0O Data Activity Date Span & 0O
Nominal Name Event Count Time unit |Day
@) Cell ID Site name
Site Name Event Count Pe

4 » 4 >

Average Event Distribution E & 0O First Cell Last Cell Summary E & 0O

Time unit |Hour of day - Cell Tdentifier Cell ID
1 1
Index Cell Identifier First Las
=
0.8 08 %
= o
P ®
S 0.6 06 2
: 5
- =3
204 04 3
g 3
= 2
0.2 028
0 0
0 0.1 0.2 0.3 04 0.5 0.6 0.7 0.8 0.9 1

Hour < >

The dashboard consists of a set of ‘widgets’, which each display the results of a different
analytical query.

13.1.1 Widget Controls

Each widget includes a set of controls in its header row:

B &

These allow you to:
»> Export the query results to Excel.
»> Print the query results.

»> Maximise the widget to fill up the whole screen.
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13.1.2 Grid Controls

As with other CSAS grids, the widget grids offer a full set of filtering and column choice
options. For details see Grid Filtering and Controls.

13.1.3 Data Selection and Filtering

The Dashboard displays data for the current dataset, which can be loaded and filtered as
required from the Filter sidebar.

Who, When, Why

This function is necessary to view at a glance the most relevant
A? analytics information for a selected investigation and to print and/or
export for review.

@ This function is undertaken at any time Dashboard is used.

This function s typically carried out by the following users:

38
?> CSASUser
Stepped Procedure

The operation of each individual widget is outlined below.
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13.2 General Investigation Dashboard

The General Investigation Dashboard is displayed as panes (or ‘widgets') containing a
mix of grids and graphs:

Case Hub €@ | Import @ | Attribution €@ | General Investigation €@

N
=1
S

Top 10 Contacts E a (] Top 10 Cells B @ a Data Activity Date Span E a (m}
Nominal Name Event Count Time unit |Day Y
0 y
e 462 Cell ID Site name
Site Name Event Count
252
o
2151/ = SHACKLEWELL || 5 400
o
f=
111 YATES HOUSE - 0 E
105 YATES HOUSE & w I
100 YATES HOUSE 100 Uﬂ
71 KINGSLAND ROAD E8 0
68 YATES HOUSE 13/08/2012 27/08/2012 10/09/2012
- 20/08/2012 03/09/2012
YATES HOUSE
< > ||| « > Day
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Atypical Dashboard has 5 or 6 panes, which in the ‘general investigation’ Dashboard are:

»

»

»

»

»

‘Top 10 Contacts' - this pane displays a grid listing the top 10 contacts for
the selected dataset by number of events.

"Top 10 Cells’ - this pane displays a grid listing the top 10 cells or cell sites by
number of events. The radio buttons toggle between a count of individual
cellIDs and a count of cell sites.

‘Data Activity Date Span’ - this pane displays a graph showing the activity
per day/week/month (selectable) covered by the dataset counted by
number of events.

‘Average Event Distribution’ - this pane displays a graph showing the
average number of events over an hour of day, day of week or month of year
period (selectable).

‘First Cell Last Cell Summary’ - this pane displays a grid listing a summary of
the first and last cell IDs/cell sites/cell postcodes (selectable) used during
the selected time period.
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Panes which contain a graph will display instant data by hovering the cursor over the
graph:

\ 04-05

Average events % : 0.05

— Average duration minutes : 471.43

03 04-05 06-07 08-09 10-11 12-13
Hour

As you scroll left to right the data adjusts accordingly.

You can manipulate the data that some graph panels display by selecting a different time
unit from the ‘Time unit’ drop-down menu, for example:

Time unit |Hour of day -
Hour of day
12 %
Day of week

10 Month of year

Each time you select a different time unit the content of the graph automatically
updates. Each pane can be:

»> Exported (refer to ‘Exporting / Printing from any Dashboard Pane’).
» Printed (refer to ‘Exporting / Printing from any Dashboard Pane’).
»> Maximised to fill the whole screen.

13.2.1 Exporting / Printing

This function allows you to print / export from any Dashboard pane.

This function provides you with exporting and printing options via icons at the top right
corner of each pane on the Dashboard:

[+ @

Note: This exporting function differs to the ‘Export’ sidebar filter function as this function
only exports to Excel.

Exporting

When you select to export a pane, for example ‘Top 10 Contacts’, an Excel file will open
displaying the exported data. A copy of the file will also be automatically saved to the
case ‘Outputs’ folder.
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Top Contacts (T)xsx - Excel

Fle Home Inset Pagelayout Formulas Data Review View Developer Addins Help Acobat Q' Tell me what you want to do & Share
.y o = = = -~ A
= Tahoma -8 - A A = B 2 Wiap Text Text - | 4 | £m X n ) p
-~ 3 - » 3]~
Paste A = . e e oo | Conditional Formatas Cell  lInsert Delete Format Sort & Find &
. B IU A = =2 RS % 2 "0 45 | fomattingv Tablev Styles v -~ ~ Filter ~ Select v
Clipboard 1§ Font [+ Alignment [ Number 7] Styles Cells Editing ~
T . L.
Al = fr | Selection v
A B < F G H I ) K L M N o P Q -
1 [ Selection Nominal Name  Event Count
2 |Unchecked 462
3 Unchecked 292
4 |Unchecked 252 5.82 07700900200
5 | Unchecked 215 4.97 07700900343
7 |Unchecked 111 2.56 07700900452
8 |Unchecked 105 2.42 07700000270
9 |Unchecked 100 231 07700900157
10 |Unchecked 7 1.64 07700900938
11 |Unchecked 68 1,57 07700900600
12
13
14
15
16
17
18
19 -
Top 10 Contacts | (& ‘ 3
Ready Caloate BB [@Display sevings  |JEE m - ' T 10

Printing

When you select to print a pane, for example ‘Top 10 Contacts’, a ‘Preview’ pop-up
window opens in front of the Dashboard:

Top Contacts - Top 10 Contacts.

|Selection | Nominal Name | FEvent Count | Percentage Tdentifier

L 162 10. 77
292
252 5,62 07700900209
215 4.97 07700900343
111 2.56 07700900452
105 2.42 07700900270
100 2.31 07700900157

71 1.64 07700900938
68 1.57 07700900600

Clicking on ‘File’, ‘View’ and ‘Background’ gives you various options for page setup, tool
bar, status bar, colour and watermark options. You can edit the print file by choosing
buttons from the tool bar at the top of the pop-up window.
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14 Using Case Hub

This function allows you to view case data, create detailed maps and access key analytic
queries allin one screen. Case Hub provides you with phone data and phone download
information (and also ANPR, event details and any other type of data that has been
imported into the case), for selected source data files and to view that data all in one
place.

14.1 Layout
The Case Hub screen is split up into windows or panels:
g Map Details Panel i |
ER(HOIEPEACO®O / HO@ i e o e .
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1121303222028 113
(R EEBERERARERERRERE N

o —— . A e — peve

00606 3

S — Y ) )
| —— s o
e Data Grid & =

»> Data Grid which can be switched between:
o 'Multirow’ view
o 'Singlerow'view

»” Map

»> Details Panel:

o ‘'Locations’

o 'TopCells’
o 'Nominals’
o 'CellView
o 'RFSurvey'.
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14.2 General Operation

Case Hub functions are available by clicking on the FH button from the ‘Case Home'
navigation panel (or by other screen prompts). The ‘Case Hub’ screen opens.

This function provides a grid which offers a central location within CSAS to view all case
data. The grid is primarily designed to display imported call data (from source CDRs), but
can also show handset download events, ANPR captures and any other imported event
datathat has a date/time component.

The ‘Case Hub' grid can be filtered using a wide variety of filtering options (see Using the
Right Sidebar) to ensure that you can view exactly the subset of events that you need to.

The 'Case Hub' grid is also used to drive the associated map and analytics panels, so by
filtering the grid you are also filtering the data shown in the linked map and analytics
queries.

Touse the ‘Case Hub' grid, select the source data files that you want to view (with a
choice of CDRs, handset download, ANPR, case events files, etc), load them into the grid
and view them.

‘Case Hub' supports a ‘Multirow’ view, in which each call record is presented on a row of
its own meaning that calls/texts between subject phones, where the data contains both
the outgoing and incoming records for the event, is shown on two separate rows, and
also a singlerow view, where the outgoing and incoming records for the same event are
merged onto one row.

There are right-click menus in the grid header and inside the grid.

‘Case Hub' has anintegrated map that synchronises with the contents of the data grid,
providing an immediate and responsive method for visualising case data.

14.3 Using the Grid
14.3.1 Viewing Data

You select the data to view in ‘Case Hub' using the Filter sidebar, source data section.
The 'Filter’ sidebar filters can be used to tailor the dataset before sending it to the grid.

14.3.2 Grid Controls and Filtering

The 'Case Hub' grid shares a common set of filtering and layout controls with the other
grids in CSAS.

For details of how to apply filters, customise the column layout and other grid control
options, see Grid Filtering and Controls.

Using the Find Panel

AllCSAS grids support an optional ‘'find’ panel, which offers a powerful ‘whole grid’ search
function that can be especially useful in case Hub. There are multiple ways to search for
items within the Case Hub grid, but most of them are limited to searching withina
particular column. The find panel is able to look in all columns and will highlight any
instances of the search term and filter the grid to only display rows that include the
search term.
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* 8010 Find

Identity A Attribution A Identity B Attribution B Raw IMEI IMSI Start Cell (Raw)

07700908010 357777700902270 GBR-VF-933-5436.

If the find panel isn’t shown automatically, it can be enabled by right-clicking in the
header row of any column and selecting ‘Show Find Panel'.

Column Chooser

This is also a standard feature in all CSAS grids but, again, can be particularly useful in
case Hub. The Column Chooser lists all available column types that aren’tin view in the
current grid layout. If you wish to create a bespoke grid layout, with your own selection
and arrangement of columns, the Column Chooser (along with the Hide Column option)
is akey tool to be used. Both Column Chooser and Hide Column are available from the
main grid right-click menu.

14.3.3 Changing Views and Column Layouts

The 'Settings’ sidebar, ‘Case Hub' section hosts two controls that can influence the
layout of the ‘Case Hub' grid.

The 'Views' option can switch the overall layout of ‘Case Hub' to make it more suitable for
different usage scenarios - the ‘Analytical’ view prioritises the grid and makes the map
panel smaller, whereas the ‘Presentational’ view prioritises the map and reduces the size
of the grid. A third option of ‘grid only’ hides both the map and Details panels and displays
only the grid - this is recommended for very large cases, where the updating of the map
and Details panels could cause a dip in grid performance.

For details of these controls, see Using the Right Sicebar.
14.3.4 Grid Right-click Menus

Inthe grid, there are two slightly different right-click pop-up menus available, depending
on whether you select to use "Multirow’ or ‘Single row".

When using ‘Multirow ', you have the following menu options:

Start Date Start Time Event Index

» Right-click anywhere on the grid, this version of the
Sl N — , primary pop-up menu opens.
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o R ‘ » Select acheckbox for one of more rows in the grid and

Edit
Map

Analytics

»
»
»
»
Highlight & Text »
Copy/Export »
Lookup »
i2 Analyst's Notebook »

Save Snapshot

thenright-click on them, an expanded version of the
pop-up menu opens. The expanded version contains
event-specific options that are only available once
specific events have been selected.

When using ‘Single row’, you have the following abbreviated menu options:

» Right-click anywhere on the grid, this version of the

L 1 1AMQONIT  1N-00.30 10:00:21
* Filter Data * i0:00:29
Copy/Export » 10:00:00
10:00:32

primary pop-up menu opens:

=] |Emtadec o | T » Select acheckbox for one of more rows in the grid and

W Filter Data
Map

Highlight & Text

»

»

»

Copy/Export v
Lookup »
»

i2 Analyst's Notebook

then right-click on them, an expanded pop-up menu
opens.

Using the menus, you can select from a number of menu options to change the data

presented inthe grid.

Note: Allmenu options are described below and cover both ‘Multi row’ or 'Single row’ grid

options.
Filter Data

Offers options to filter the grid
based on the rows that have
been selected using the ‘per
row’ checkboxes:

14/08/2012 10:57:06  00:00:00 CDR Incoming Text 150

L0801 Filter Data 4 Filter grid to selected rows _
14/08/2012 [ 07700900177
14/08/2012 Filter grid to non-selected rows _
14/08/2012 Data 07700900597
14/08/2012 Incoming Voice 07700900177
14/08/2012 Outgoing Voice 07700900621
14/08/2012  11:07:48  00:00:07  CDR Outgoing Voice 07700900597

Selecting ‘Filter grid to selected rows’ retains the highlighted rows and hides any others.
The ‘Filter grid to non-selected rows’ does the opposite, hiding the highlighted rows and

keeping the others.
Edit
Offers options to Edit, Delete or Hide a e ZE?;
selectedrow in the grid: I Edltt F
Hide i
-
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The ‘Edit’ function allows a subset of the timestamp elements
- s - oftherecords for an event to be edited, these include:
S * Starttime
Ringng tme seconcs) I e Startdate
o e Endtime
e Enddate

e Ringingtime
Save Cancel

The 'Edit’ function can also be used to add comments to an individual record - any
comments added will be displayed in the Comments column in the Case Hub grid.

The ‘Delete’ function offers options to remove arecord from the current dataset.

This process does not actually delete the record from the dataset, it merely marks it as
logically deleted soitis ignoredin all grids, charts, maps and outputs. This offers anon-
destructive way of removing unwanted data from a case, e.g. in the event that duplicate
events slipped through the parsing process. Details of any ‘delete’ action will be captured
in the CSAS case audit.

If the Settings sidebar > Data Display > Hide Deleted option is selected, any records
marked as ‘deleted’ will be hidden in the Case Hub grid. If the Hide Deletedoptionis
unselected, ‘deleted’ records will be displayed, but will be highlighted to indicate that
they are being ignored.

You can Restore the deleted row(s) by right-clicking in the necessary row to open the
filter menu and selecting 'Edit >'Restore’ (Note: you may need to unselect the Hide
Deletedoption to be able to view the deleted rows before you can restore them):

= Start Date Start Time Event Index Timing Offset Duration Event Type Identity A Attribution A
— — - - = ac f ae
| Joopospon Jroees | a0 elevense Deemecvos  ozoosoeses ||
29/08/2021 10:54:37 2 Filter Data Y ice 07700900999
29/08/2021 11:14:00 3 Edit » Restore Selected Rows
29/08/2021 11:26:22 4 e UrrUUTUUUELD
Map L
3 ice 07700900621

29/08/2021 11:33:10

I - A wat_

The row(s) colour changes back to a white background after the record has been
restored.

When you select to Hide arow, a fourth option will be displayed in the sub-menu:

Inurs... UUi3Yi... | UUILUL...

| [ridy o000 This feature is used for triaging data,
Edit » Edit allowing you to hide rows that are not
Delete currently important or relevant without
Hide removing them from the dataset.

View/restore hidden records
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Clicking on the 'View/restore hidden
records’ option opens the ‘Restore hidden
records’ pop-up window, which lists all
currently hidden rows. You can select the

row(s) you want to unhide then click on the
(__Restore selected records ] ptton.

The selected row(s) are restored in the grid.

Map

offers further methods for allowing the Map » ZoomTo » |
i

grid and the map to interact: Analytics . Highlight »

Highlight & Text ’ SendTo + [

IO TERD au

Note: This option is only available when the grid rows have been ticked, not when they
are merely highlighted.

‘Zoom To'instructs the map to zoom to the start site for the selected row. If multiple
rows, covering multiple cells, are selected, the map zooms to an area that encompasses
all selected cells, which may be less effective than zooming to just one site.

‘Highlight’ activates a pink highlight around the sites associated with the selected rows -
with options of highlighting the start site, end site or start & end sites. There is also an
option to remove any active highlights from the map.

‘Send To’ - sends the data associated with the selected row(s) to a new map, offering an
additional method for creating a filtered dataset to analyse.
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sends selected, non-selected or all grid rows to a selected Analytics query:

u Start Date Sta.. = EndT.. Timin.. Dayo.. Durati...

Y = = = — Aflc =

> I o s oose
30/08 Thurs...  00:39:
31/08 Friday 00:00:
31/08 Friday ~ 00:00:
02/0¢ Csdlead OROD:
02/0¢ Analytics » Send all >
04/09 Send selected »

‘ Send non-selected »

Multi row

Ring... FileT... Event Type

a3
Call Summary Ik
Call Count by Date Range
IMEI Summary

Average Event Distribution
First Cell Last Cell

Activity Hotspot

Inactivity Chart

County Lines Valuation

Cell Usage

Descri... Identi.. Attrib... Identi.. Attrib...
ALJC ALJC L8 (4 ALIC RALJC a
07700... 07700... | Suspe.
07700... 07700... | Suspe
07700...
07700... 07700... , Suspe

>

ber of selected rows: 1 / Focused Call Index: 2674

Print/Export | ~

Note: Only the ‘Send All’ optionis available for unticked rows, all options are available for
ticked Case Hub rows.

If you highlight a set of rows in the grid and then select to ‘Send selected’ to ‘Call
Summary’, the Analytics ‘Call Summary’ screen opens with only the selected data

displayed:

Analytics from Case Hub

Case Hub Call Summary

(=]

:]

Summary List

Display top rows onlyl
Number Attribution
T

Data

Outgaing Incoming Total % of Calls

L] 1 100.0

% of Time

First Contact Last Contact

100.0 01/09/2012 00:00:00 01/09/2012 00:58:19

Outgoing Voice Incaming Voice Outgaing Call Forward Ince

a o 0

This feature gives a quick way of filtering data to be used in an Analytics query and allows
queries to be run on-the-fly with a subset of case data.

Note: Sub-menus for ‘Send all’, ‘'Send selected’ and ‘Send non-selected’ are the same.
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Highlight & Text
changes the font style and fill colour for selected rows in the grid:
AULLE MIYUNYU oW v
Start Date Sta.. = EndT.. Timin... Dayo.. Durat../ Adobe Song Std L denti... Aftrib... Identi.. Attrib...
T :: = = = - Agency FB = = e o
- 01/09/2012 nn-nn- Saturd... 00:58:.. )7700... | Suspe... EBEiE]
Algeran pr700... suspe. [N
30/08/ Thurs... | 00:39:.. 7700... 07700... ‘ Suspe.
31/08/ Friday  00:00:.. Avial 7700...
31/08/ Fridav nn:nn- Arial Black D7700... | Suspe... EOZZJV IR
02/09/ - Highlight row VT 07700...
02/09/  Highlight & Text » Change Fone 5 AFiEl AR 7700... 07700... | Suspe
- -
b Change text colour » >
Arial Nova Cond rows: 4121 / Focused Call Index: 2674
Toggle bold
Multi row o Arial Nova Cond Light Print/Export | ~
Toggle italic

Arial Nova Light

Hignugntiext

Start Date Sta.. = EndT.. Timin.. Dayo.. Durati.. Rin HotTrack i.. Identi.. Atirib... Identi.. Attrib...

Y = = = = a3 = = : afc A afc adc A
InactiveBorder

> [01/09/2012 Leooco. Saturd... 00:58:... 00 07700... Data

InactiveCaption
30/08/2012 Thurs...  00:39:... 00: 07700... 07700... \Suspe

31/08/2012 Friday  00:00:... 00: InactiveCaptionText 07700... 07700... \slnspe

31/08/2012 sadmeLooo0: L oo: i 07700... 07700...
02/09/2012 Highlight row 07700...

02/09/2012 Highlight & Text » Change Font > (nfeled 07700... 07700... | Suspe
n4In0N12 Ment n7700 FEITTEI 7
b Change text colour » %
Toggle bold MenuText ber of rows: 4121 / Focused Call Index: 2674
Multi row ScrollBar Print/Export | ~
Toggle italic

Window

It is also possible to set text effects, such as bold, italic and underline for the datain the
selected rows. Currently, any text effects applied using this function are not saved to the
database and will be lost when Case Hub is closed.

Note: This option is only available when the grid rows have been ticked, not when they
are merely highlighted.

Copy/Export
This feature offers options to copy or e e e

14/08/201 Incomina Divert
export selected or alldataandcellsto a o] Comyen N —— N
clipboard, and print all or selected data for . Copy selected data
reV|eW 14/08/201 Copy selected cell

14/08/2012  11:07:48  00:00:07 CDR Export all to Excel

14/08/2012  11:09:38  00:00:03 CDR

Export selected rows to Excel
14/08/2012 11:11:42  00:01:31 CDR

14/08/2012 11:17:11  00:00:00 CDR Print all
14/08/2012  11:27:16  00:00:46 CDR Print selected
14/08/2012  11:28:28  00:00:56 DR trrconmTg vorce

‘Copy All' copies the entire grid, ‘Copy Selected’ only copies ticked rows and ‘Copy Cell’
copies the contents of the cell the pointer is currently hovering over. The ‘Export’ and
‘Print’ options offer similar functions.
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Lookup

This option opens a drop-down menu

from which you can elect to send the o N

selected to either a Google search © Lookup v Lookup in Google

page, use the NMPR LOOkUp feature or i i2 Analyst's Notebook » Lookup in NMPR d

search for the selected identifiersin Save Snapshot Lookup in CSAS Cases 1

other CSAS cases. -~

Selecting ‘Lookup in Google' sends the datain the grid cell under the pointer to a Google
search page.

Lookup in NMPR and CSAS Cases are only available from Case Hub Multi row view layouts.
For information about selecting ‘Lookup in NMPR', refer to Using Lookup in NMPR

For information about selecting ‘Lookup in CSAS Cases’, refer to Cross Case Search.

i2 Analyst's Notebook

opens adrop-down menu from L Outgoing Voice

14/08/2012 Incoming Divert 07700900177
whichyou can select different oo oL ETE—
op’uons to send key ana|yt|ca| 14/08/2013 Incoming Voice 07700900177

. i 14/08/2013 i2 Analyst's Notebook » Send all » Phone Relationships - Summary L\
queries from CSAS v3 andinto 14/08/2012 | 11:07:48 | 00:00:07 | CDR Outgoing ! = > [ |
; Phone Relationships - To/From
. . 14/08/2012 11:09:38  00:00:03 CDR Outgoing |
a |OCa| VerSIOn Of |2 Analyst 14/08/2012 11:11:42  00:01:31 CDR Incoming ! Phone Relationships - Detail

14/08/2012 11:17:11 00:00:00 CDR Outgoing Phone to IMEI Relationships
NOtebOOk 14/08/2012 11:27:16 00:00:46 (DR Outgoing !

14/08/2012 11:28:28  00:00:56 COR Incoming ! Tower to Cell to Phone Relationships

14/08/2012 11:30:27 00:00:27 CDR Outgoing Voice 07700900621

Note: The following summaries assume you have an instance of i2 Analyst's Notebook
installed on the same machine/virtual machine as CSAS. If your i2 Analyst's Notebook
feature won't openi.e. is not available, you will see the following pop-up message:

i2 Analyst's Notebook issue X
Q This action could not be completed.

he i2 Analyst's Notebook application could not be found

There are 5 pre-built queries you can choose from - these are summarised below:

‘Phone Relationships - Summary':
07700900393
P allows you to launch i2 Analyst

FraNy Zer Notebook with your CSAS call data so
s that you can see the phone
Wik relationships summary for a particular
‘ phone.
o Note: The arrows show the direction of
the call / message which has taken
8 place.
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'‘Phone Relationships - To/From': allows
you to see the direction of callsto a
phone.

Note: The arrows show the links
between the phones, summarising the
direction and the number of calls.

‘Phone Relationships - Detail': allows
you to see details about a particular
phone including call types, durations
and attributions, and start times, for
analysing.

Note: Every instance of a phone record
is linked, and the links have attributes,
call types, durations and start times.

‘Phone to IMEI Relationships': allows
you to see the interactions between
handsets based on their IMEI.
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8 ‘Tower to Cell to Phone Relationships':
A e allows you to visualise which cells
B \ belong to which towers the phone has
Belongs 2 been using from your CDR files.
g Wl \
234-30-01153-14450 P Note: The arrows show the links
: ... . between the phones, summarising the
Used by | direction and the number of calls.
Used by
07****%0177
2% Unknown 3
Stepped Proceadure

Selecting and sending data to i2 Analyst's Notepad:

1. From the Case Hub grid:
e Select the datayou want to sendto i2 Analyst's Notepad.
e Right-click on your selected data and from the drop-down menu
select, for example, 'Send to i2 Analyst's Notepad'.
e Choose the query type, for example 'Phone Relationships - Summary':

>

Antnind To - dwt (b et Colt

Unioown 1 THANTLINAY
Unbzowen JSISTIIIAS
Unbzowe 1 LTI 35615

Unksonn ISIAT1 28648 1M 2OUS 00
Ushowwm 3 IATIIARD I
Usnirown ) ISETIIWEAS I
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A pop-up message is displayed stating your ‘Phone Relationships - Summary’ has been
saved to your Case Outputs:

Case Outputs

o Phone Relationships - Summary (3).anx has been saved to your 'Case Outputs'

Would you like to open it?
S .
2. Clickthe button. i2 Analyst's Notepad launches.

The use of the i2 Analyst's notebook feature is captured in the CSAS case audit and is
listed as an 'i2 Integration Lookup’ function.
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From the navigation sidebar, select 'Audit’. When the 'Audit’ screen opens you will see
audit details for each i2 Analysts Notebook instance:

Save Snapshot
This option allows you to save the selected rows in the grid as a new Case Snapshot.

Note: ‘Save Snapshot’ can be accessed from the "Multi row’ grid option only.

When selected, this function opens the ‘Add Case Snapshot’ pop-up window, from which
you can enter a Name for the Snapshot and Save it:
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Saved Snapshots are shown in the ‘Source data’ panel once you select the ‘Snapshots’
radio button.

14.3.5 Changing Between Multi row and Single row Views
Call data can typically be presented within the Case Hub grid using two views:
»> Multirow - where each call record is presented on a separate row.

»> Single row - where eachrow in the grid has a ‘calling’ side and a ‘called’ side,
allowing records for the same call/text between target phones (where there
are two event records, one for the outgoing call and one for the incoming
call) to be presented side by side on the same row.

The choice of Multi row or Single row view for a dataset has implications for things like
call/event index numbering and the single row matching settings are therefore applied
across a CSAS case, in Case Hub, Mapping and Case Outputs.
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When you switch between Multi row and Single row views, a pop-up message box is
displayed asking you to confirm your selection:

Default Tab

By confirming your selection you change the default grid view, so each time you open a
case it will be displayed as Single row, and visa-versa depending upon your selection.

In Multi row view, each individual record is displayed on its own row in the grid or call
schedule:

This means that calls between subject phones, where both have outgoing and the
incoming records, are displayed across two rows: one for the outgoing leg and one for
the incoming leg. The same functionality is given when you send the selected grid data to
amap, with the labels displaying as Multi row data.

In Single row view, each row presents the details of an entire connection, so boththe
outgoing and incoming records are shown together on the same row:

The rules used to combine qualifying records onto a single row are controlled by the
Settings sidebar > Singlerow Matchingfilters. The settings options allow you to vary the
methods used in Case Hub to detect events that should be paired and combined on the
same row.

Note: Case Outputs also has both ‘Multirow' and 'Single row' export templates available.

One possible consequence of switching between Multirow view and Singlerow view is
that the event index numbers shown in the grid and in map labels might change.

For example, imagine a dataset contains 100 records; when displayed in Multirow view,
those events will be numbered from 1to 100. Further imagine that all calls/texts inthe
dataset are between subject phones, so the first two records, with index numbers 1and
2, are a call between Subject phone 1and Subject phone 2.

When Case Hub is switched to Singlerow view and if all of those records qualify for being
merged onto a single row for each pair of records, the grid will only contain 50 rows. The
first two records provide details of the same call, from phone 1to phone 2, and so will be
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merged into a single row with event index number 1. In the Case Hub map, the cell labels
that detail that call, one for the outgoing phone and one for the incoming phone, will both
show eventindex 1.

It is therefore not recommended to mix reports or maps created using both multirow view
and singlerow view in the same case - to get consistent event numbering across all
outputsinacaseit is best to choose one view type and stick with it.

You can Print/Export from both grid views, see Frinting / Exporting.
Who, When, Why

This function is necessary to view some or all case data ina time
.? ordered list, that can then be filtered and reviewed to display relevant
case data.

@ This function is undertaken whenever you have a need to view case
data.

This function is typically carried out by the following users:

38
»> CSASUser

14.4 Using Lookup in NMPR

14.4.1 Overview

NMPR (National Mobile Property Register) see www.thenmpr.com - is a service offered in
selected countries by Recipero Ltd, who maintain a database for their customers of
various items of property (mobile phones, bicycles, etc). If aregistered item is stolen, the
owner canreport the loss to the NMPR database, along with any serial numbers or other
identifying marks, which can then be used by the police to identify recovered stolen
items. CSAS is currently only interested in NMPR records for mobile devices and performs
lookups based on device IMEIs.

m|  StartDate Start Time Event Index Timing Offset Duration Event Type

An NMPR lookup can be run directly from

N S s e sy ESE— the Case Hub grid. In the Case Hub grid,
01/09/2021  15:08:58 Filter Data 1:00:31 Incomin g Voice . .
i select the required grid row or rows,
Eizztgz s me 020 g v right-click and from the drop-down menu

1:00:41  Outgoing Voice

01/09/2021  15:24:51 Highlight & Text
01/09/2021 | 15:25:19

select the 'Lookup in NMPR' option.

J:21:10 Data
Copy/Export

Lookup

»
»
»
»
»
»
4 Lookup in Google
»

tivow | single row | |(3) i2 Analyst's Notebook Lookup in NMPR

Note: By selecting ‘Lookup in NMPR’ you acknowledge that you and your organisation
hold a valid licence and have permission to access NMPR data. The data provided by this
NMPR Lookup function is supplied by Recipero Ltd under their terms & conditions and
their acceptable use policy, which can be viewed at: https://recipero.com/aup. Forensic
Analytics Ltd take no responsibility for the accuracy of the data returned by this lookup
feature or for any consequences arising from the use or otherwise of that data.

Note: By setting up this feature you acknowledge that you give Forensic Analytics Ltd
permission to pass your token to Recipero Ltd to perform alookup on the NMPR. These
details will not be used by us for any other purpose.
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Note: By setting up this feature you acknowledge that your organisation permits you to
undertake NMPR Lookups and to make use of any data obtained from those lookups.

Selecting ‘Lookup in NMPR' opens the "NMPR Lookup’ window from which you can see
records where Identifiers are known to the database, however, you must first setup the
NMPR feature.

14.4.2 Setting Up the NMPR Feature

If you select 'Lookup in NMPR" and you have not yet set up this feature in CSAS, the
following pop-up window opens:

& User Preferences

| Recipero/NMPR

NMPR Connection Details

User NMPR token

You need an existing registration with NMPR to enable this feature — the NMPR feature is only available to members of UK law
and rised use ister for Access.

ers can self-register at Re

MPR Token to complete the setup details for the NMPR integration — Your token will be available in the Profile
es of your NMPR login.

In setting up this feature you acknowledge that you give Forensic Analytics Ltd permission to pass your token to Recipero to
perform a lookup on the NMPR. These details will not be used by us for any other purpose.

® | oo
Note: You must have your valid NMPR Token code available to set this feature up in CSAS.
This is available in the Profile pages of your NMPR login.

To complete the setup, enter or paste your NMPR Token code into the text field then click
the button. A pop-up message opens stating your NMPR token has been saved:

th NMPR to enabie this feature

o 1 ature i< onn
B "MPR Token x o
t »

“ NMPR token successfully saved. )

Note: If the 'Lookup NMPR' feature is not successful, check that your NMPR registration
is valid with NMPR support and if it is, contact CSAS Support. CSAS Support cannot help
with expired or invalid NMPR tokens.
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14.4.3 Launching an NMPR Lookup

If you select 'Lookup in NMPR’, and you have correctly set up this feature in CSAS, the
following pop-up window opens:

"= NMPR

L)
" Police System
Approved Partner

The pop-up window is automatically populated with the ‘Case Name/Crime Number/URN’,
using the name of the current CSAS case, however, you must also enter a ‘Reason’ for
conducting the lookup from the drop-down menu for doing the NMPR search:

== NMPR

-
=~ Police System

When you select aReason, the ‘Identifier(s) to lookup’ grid automatically populates,
based on the data contained in the selected rows in the Case Hub grid. Using the
checkboxes you can select the Identifier you want to look up, for example, ‘Target IMEI/
IMSI', "A Number' or ‘B Number' etc. Lookups tend to me most successful for IMEIs.

Click the button and the results grid populates.

«"= NMPR

u_ Police System
Approved Partner
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If an IMEI was selected for the lookup, the Device Type field may contain details of the
phone or device type, showing the manufacturer and model.

If other information is held for the selected Identifier(s), under the 'Status' column, a blue
‘Details held' hyperlink is displayed. Click the hyperlink to open the 'NMPR Details’
window:

"= NMPR

um NN
=™ Police System
Approved Partner

The NMPR Details popup mirrors the abbreviated details provided on the NMPR website
and shows the status for the selected identifier for each of the fields maintained by
NMPR, these include:

»> Reported lost/stolen to network - the handset has been reported as
lost/stolen to the user’s network operator

?> Police Crime Reference - acrime ref has been issued in relation to the
loss/theft of the device, which may provide more details about it or its user

»> Police Found Reference - indicates that the device has been previously
found by police and may be in police possession

»> Searched on Recipero Intelligence - the identifier has previously been
searched for on another Recipero database

»> Police Loss Reference - device has previously been reported as lost to police

»> Police Info Record - details of the identifier have appeared in a police report,
which may provide more details about it or its user

?? Insurance Record - a record of an insurance claim related to the device
exists

»> Protected by Recipero AssetWatch - device has been registered with
another Recipero service

»> Registered onImmobilise - device has been registered with another Recipero
service

?> Previously searched on NMPR - identifier has been searched for previously
on NMPR - details of previous searches may be shown at the bottom of the
popup

»> Searched on CheckMEND search - identifier has been searched for
previously on another Recipero service
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»> Valid IMEI - the lookup has returned a make/model for an IMEl search

When a successful search is complete, you can also select the 'View' and ‘Copy Link’
hyperlinks under the 'Full Search’ columnin the grid:

» 'View' - opens the NMPR ‘Account Login' page, you can login and review the
full search data on the Recipero site.

O Sewch- NBR x [+ S

Account Login

NMPR E uld you have any issue please

aaaaaaa

Recipers
Ecosystem

© 2022 Recipero Ltd. All rights reserved. Registered in England and Wales with company number 03794898. Registered office: Watermoor Point, Watermoor Road, Cirencester,
GL7 1LF,

»> 'Copy Link' - copies aweb link for the Recipero 'Account Login' page which
you can paste into your web browser.

If the search fails, an 'Error’ pop-up window is displayed:

8 NMPR search has returned the below errors

- 150 - The value supplied for identifier is invalid
- Data - The value supplied for identifier is invalid.

Lo |
To cancel an NMPR lookup, click the button anytime.

14.4.4 Exporting NMPR Lookup Results
You can export the NMPR search results to Excel. Click on the button.

Your Excel report opens for further evaluation:
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File M Insert Draw Page Layout Formulas Data Review View Automate Help Acrobat
1 AAr| ===9 @ b":Z’ Normal
L B I U FHe &0 A =E=E=== Bl Meg o i % 9 3 ’.A;‘ ’ “..
[ ' 5 qrmes & 5 =

w1 fx
A A B C D E F G H 1 J K N
1 [Case Name/Crime Number/URN: Test Case 1
2 Reason: training
3 |dentifier: 07700900597
4 Device Type:
S Date/Time: 09/12/2022 11:26:03
6 NMPR Status: Details held
7

Reported Police Registered Police Police Police hed on S hed Protected Valid Imel Search History

lost/stolen Loss on Crime Info Searched found Record CheckMEND on by Recipero

to network Reference Immobilise Reference Record on NMPR Reference Search Recipero  AssetWatch

Intelligence

8

No No No No No Yes No No No No No No recipero-nmpr
9
10
n
12

14.4.5 NMPR Data Exports in Case Outputs

When you export the NMPR search results to Excel, the exported file is also displayed in
‘Case Outputs', in the 'File List’ grid:

= CaseHub © | CaseOutputs © Filters

Output filename: Exhibit Ref Case Snapshot Template Report Type Intel?  Creation date/time Created By CSAS Version  Error

NMPREXport 20221209_112603.xisx NMPR Export | NMPR 00/12/2022 11:26:03  f 3.0.0.17330

ANPREpon 20221209 122135 NR ot R Cps200 122735 secmdnen 39047330 [ —

Export file to CSV

®

Cell Logic

Override

Clicking on ‘Actions’ opens a drop-down menu from which you can select the necessary
action for the output.

Who, When, Why

e Ihisfunctionis necessary to configure CSAS and search NMPR data
- for records where phones are known to the database.

@ This function is undertaken whenever you have a need to view details
foran IMEI

This functionis typically carried out by the following users:

38
” CSASUser
Stepped Procedure

1. Setup the NMPR Lookup function. Go to ‘Configuration’>'User Preferences’, the
‘User Preferences’ pop-up window opens:
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Close Save

2. Enteryour NMPR Token code into the text field then click the button. A
pop-up message opens stating your NMPR token has been saved:
e Ry

x

Close Save

3. Goto'CaseHub'andload CDR files into the data grid. Select the necessary grid

row then do a right-click and from the drop-down menu select the ‘Lookup in NMPR’
option:

The 'NMPR Lookup' window opens and is automatically populated with the ‘Case
Name/Crime Number/URN'.

From the 'NMPR Lookup’ window, in the 'Reason’ field, select from the drop-down
menu a Reason for doing the search:
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"= NMPR

"
=~ Police System

The ‘Identifier(s) to lookup' grid automatically populates.
5. From the 'ldentifier(s) to lookup' grid, select the Identifier you want to look up by

ticking the necessary checkboxes.

P HHPR Lookup

| oo |
fier, under the 'Status’ column, ablue

7. Ifinformationis held for the selected Identi
‘Details held' hyperlink is displayed. Click the necessary hyperlink to open the

«"= NMPR
w®_ Police System

‘NMPR Details’ pop-up window:

8. Export the searchresults as necessary.
9. Close the 'NMPR Lookup' window.
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14.5 Using Lookup in CSAS Cases

Lookup in CSAS Cases is another way to access the Cross Case Search functionality
available from the top header bar of the CSAS application.

To use Lookup in CSAS Cases from Case Hub in Multirow view, first select the rows with
identifiers that you wish to search for.

Once arow is selected in Case Hub, right click and select Lookup -> Lookup in CSAS
Cases. Users are then presented with alist of identifiers that can be searched for.

For example, when the following row is selected, it is possible to select up to four
identifiers to search for across all cases to which the user has access.

Start Date Start Time Duration Event Type Identity A Aftribution A Identity B Attribution B Raw IMEI IMSI
04/08/2017  09:33:39 00:01:33 Incoming Voice 07700904219 07700907268 356767700907310 | 234267700905592 |}
% Select identifiers to search X
Identifier(s) to search
Identifier Type Nominal
234267700905592 (Target IMSI)

35676770090731 (Target IMEI)

07700904219 (A Number)

4 search criteria rows 0 selected items

It is recommended to limit the number of identifiers used in each search, allowing more
specific searches that can be executed more quickly.

Once one or more identifiers have been selected, use the Search button to execute the
search. Results are returned as described in Cross Case Search.

By selecting a case in the results grid, users can copy the attribution from that case into
the current case by clicking “Copy attribution to this case”. This process follows the
process described in Importing Attributions.

When attributions are imported into a case in this way, the source for the attributionis
the name of the original case and will be shown as in the following example:

Source CSAS Case: Homidde @

14.6 Using Mapping

The Case Hub mapping feature provides an opportunity to view the data in a case froma
geographical perspective and the visualise the proximity or otherwise of key case events
and locations to each other.

14.6.1 Map Controls

At the top of the map there is a ribbon hosting a set of map action buttons:
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Map source - shows the current map source type (online or offline).
Screengrab - take a screengrab of the whole map panel and save it.
Move back - animation control that manually steps the sequence back by one

event.
Pause Animation - animation control that pauses the event playback.

Move Next - animation control that manually steps forward by one event.
Stop Animation - animation control that stops event playback.
Play and Record - animation control that records the sequence as an mp4 file.

Return to view - returns the map to the frozen zoom level and framed areas
previously set.

Freeze View - sets afrozen view to allow the map to be returned to exactly the
same position later.

Manual sync - manually triggers the map to sync with the grid.

Auto sync - toggles the auto-syncing of the map and grid and gird on and off.
Auto zoom and pan - toggles the auto-zoom and pan feature on and off.
Displays mapping hints and tips.

Open GPS Settings Window - opens the '‘GPS Receiver Settings' pop-up window.
See Using Live GPS Import.

Map type - toggles between ‘road’ and ‘aerial’ map types.

Settings - opens the map settings pop-up window.

&0 T eee0 WVveVve A e

Floating & Docking Map Panel

Many CSAS have a two screen setup on their PC allowing - CSAS supports dual screen
setups and allows the map panel to be floated away from Case Hub so it can be dragged
toasecond screen.

Eloat Minimize Dock O

— —~ CaseHut-)-N.I-a;p T @
() O {ob o0OCc e

The float the map panel, click the ‘float’ button at the top right of the panel.

Version 3.14.0.48628 Alpha 20241015.2

The map panel will pop out of the Case Hub screen and can be dragged to the second
screen. If you need to minimise the floating map panel, click the ‘minimize’ button, The
panel will be hidden, but can be maximised again by clicking on the ‘Case Hub Map’
button that appears at the bottom left of the main CSAS screen.

Toreintegrate the map back into Case Hub, click ‘dock’.
14.6.2 Map Settings
Clickingonthe £ putton opens the ‘Map Settings’ pop-up window:

From the 'Settings’ pop-up window you can select the following tabs:
»> Display
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» Labels
» Sectors &Circles
»>  Animation
» Map Style
Any settings you elect to change get saved and become your new preference.

Display

Clicking on the 'Display’ tab allows you to select from the following drop -down menus and
checkboxes:

Date Format
dd/mm

Clustering

»

»

»

»

»

© ForensicAnalytics Ltd 2026
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Cell ID Style

®) Standard CGI (234-99-12345-23456)
Precedence

Decimal Cell ID only (23456)

®) Show cell icons in front of PO/ANPR icons

Raw Cel i e
Miles Show POI/ANPR icons In front of cell icons Raw Cell ID (as found in source COR]

Default Icon Size »
Si

e Icon Choice

) Proportional Disc
Non-proportional Disc
8lack Triangle

POI Merging (GNO6 tracker only)
Proportional triangle

Merge close PO

Heatmap mode

Ok

Date Format - changes the date format used in the popup map labels - the
defaultis ‘dd/mm’ but other options are available.

Measurement Units - switches the map measurement units between miles
and kilometres. The default is km.

Show black border on cell icons - ticking this checkbox forces a black outline
to be drawn around each cell site icon, when disabled the iconis just filled in
with the selected attribution colour with no outline. Enabled by default.

Randomise all cameras in case - controls the settings used for the
randomisation of ANPR camera locations on the map. You can force all
cameras to be shown in a randomised location and control the distance within
which the randomisation takes place. For example, if it is set to Tkm, each
camera will be shown in a random location within Tkm of its true location.
Disabled by default.

Clustering (beta) - this optionis in beta and is included for testing purposes
only. When enabled, the feature clusters geographically close cell site icons
and represents them with a count label. For example, if there were 25 cell sites
in the same region shown on the map, with clustering enabled, when the map
was zoomed out higher than zoom level 11, the sites would be clustered not
oneicon with acount of 25. When the map zooms in, the clusters are broken
up into smaller units and below zoom level 11, the individual cell site icons are
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displayed.

' WEST M@qo y
[ | /

SOUTH WEST

G‘IGLAND

The intention is to make busy maps faster to load and more responsive to
navigate. The beta version of the feature has been included to permit further
testing and development and defaults to being disabled.

Show North Arrow - controls whether the north arrow icon is added to the
map. Disabled by default.

Precedence - controls whether cell sites are shown in front of ANPR/PQOI icons
(the default option) or vice versa.

Default Icon Size - sets the default size for each type of map icon. All default
to small.

POl Merging (GNOG6 tracker only) - controls whether separate events (from a
GNO6 locations & events rescue template) linked to separate map coordinates
that are very close to each other should be treated as being at the same
location. The default tolerance for ‘very close to each other’is 1.5m, but this
canbe altered.

Cell ID Style - allows you to select the format that cell IDs will be displayed in,
with options of ‘raw’, ‘decimal’ and ‘CGI'. CGl s the default.

Sitelcon Choice - selects the default cell site icon style, with ‘proportional
disc’ being the default.

You can confirm your selection by clicking on the button. The ‘Map Settings’ pop-
up window closes and the map panel adjusts in accordance your selected settings.
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Labels

Clicking on the ‘Labels’ tab allows you to select from the following checkboxes:

% Map Settings X
A ap Style

Display Labels Sectors & Circles

|| | Adive  Template Label with grid ~ Defa.

V] 0_system Default

Connect link line to cell visualisation

Default Label Size
Initially open PO/ANPR labels in micro size

Initialy open cel labels in micro size

Import New Template View Template Folder

@ Ok Cancel

The main feature of this tab is the ability to choose the map label style to be used. The
grid lists all loaded styles.

Select amap label template to use by clicking on the required checkbox in the Active
column - when you then click OK the active label style will change.

If you want the selected label style to automatically open the event table part of the map
label, tick the ‘Label with grid’ option for the required template.

If you wish to change the default map label style, tick the checkbox in the Default column
for the required style.

The (Import New Template ] b tton opens a Windows file dialogue that will help you find and
import new map label templates that you have saved somewhere on your PC.

The (View Template Folder ) onens the templates in Windows file explorer, so templates can be
added, removed or edited.

Other options on this tab are:

»> Attach linkline to centre of label - when enabled the link line connects to
the label at the top centre. When disabled it connects to the top left.

»> Hidealllinklines - the link lines are forced into transparent mode and are
effectively hidden on the map. Individual link lines can be toggled on or off
using the control menu in the specific label.

»> Connect link line to cell visualisation - when enabled, the far end of the link
line will connect to the centre of the cell coverage visualisation (fan, extent,
arrow), when disabled the link line connects directly to the cell site icon.

»> Default Label Size - this controls the default size that cell and ANPR/POI
labels are opened at - the options being ‘micro’ size (which have just one row
of information in them) or regular sized labels.

You can confirm your selection by clicking on the button. The ‘Map Settings’ pop-
up window closes, and the map adjusts in accordance your selected settings.
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Sectors & Circles

Clicking on the ‘Sectors &Circles’ tab allows you to select from the following drop-down
menus and checkboxes:

%) Map Settings x

Display Labels Sectors & Circles Animation Map Style

|| Edit Sector
| Fan Transparency Sector Arc Add outline to fan

|| Fan/extent Colour
4' 120 2

| [orange - - ] Add fade to fan

0 10 20 30 40 50 60 70 80 90 N
ArrovifRadius Colour Line Thickness Arrovs Line Style

Black - 2 Solid

Geographical Distance (km) ~Onscreen Distance (pixels)

®) Set reach to geographical distanc ry =
1.0 | 70 L

Set reach to onscreen size

Application

Apply to currently sel Apply to all currently open cells

Apply to cells on currs ite only (8) Apply to all cells

| Force cells with existing settings to change?

Edit Radius Circle
Circle Colour Circle Line Thickness

Orange - 12

@ Ok Cancel

»> Fan/Extent colour - changes the colour choice for the ‘fan’ and ‘extent’ cell
visualisation options.

»> FanTransparency - changes the transparency applied to the sector fan
option.

»> Sector arc - sets the arc applied to the sector fan or extent options with a
default value of 120°.

?> Add outline to fan - when ticked, adds a border outline to the fan.

»> Add fade to fan - when ticked, applies a fade to the fanimage. Thisis a
gradual fade to transparency, starting as opaque next to the cell site icon
and fading to transparent at the edges of the fan. The effect is designed to
indicate the gradual loss of power for a transmitted signal as it travels further
from the cell site.

»> Arrow/Radius colour - changes the colour choice for the arrow or radius
options.

» Line Thickness - changes the line weight for the arrow/radius options.
»> Line Style - allows the line style for azimuth arrows to be solid or dashed.

» Visualisation size - this option allows you to control the sizing of cell
visualisations on screen. You can select either ‘Set reach to geographical
distance’ or ‘Set reach to onscreensize’. When selecting ‘Set reach to
geographical distance’ the image is set to a particular size (defaults to Tkm)
and therefore expands or contracts on-screen as the map is zoomed in or
out. When selecting ‘Set reach to onscreen size’ the image is set to a fixed
onscreen size that stays the same when the map is zoomed in or out:

o Geographical Distance - allows the geographical size of the image to
be set (defaults to 1km).
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o OnscreenDistance’ - allows the fixed onscreen size to be set
(defaults to 70 pixels, so the size may appear to vary on different
resolution screens).

»> Application - controls how the changed settings are applied with the
following options:

o ‘Apply tocurrently selected cell only’ - only applies the selected
changes to the cell that was active when the settings control was
accessed (this option only applies if you accessed the Settings
control from the cellicon right click menu).

o ‘Apply tocells onthe currently selected site only’ - applies the
changes to all cells on the site that was active when the settings
control was accessed (this option also only applies if you accessed
the Settings control from the cell icon right click menu).

o ‘Apply toallcurrently open cells’ - applies the changes toall cellsin
the map that currently have a cell visualisation open.

o ‘Apply toallcells’ - applies the changes toall cells in the case,
whether they are selected, open or otherwise

o Youalso have the option to force the new settings to apply to any
cellsin the case that currently have other settings. This is the way to
change the default options for all cells.

»> Edit Radius Circle - this allows the radius circles displayed for ping and point
locations to be managed - the circle colour and the circle lune thickness (in
font points) can be selected and saved.

You can confirm your selection by clicking on the button. The ‘Map Settings’ pop-
up window closes, and the map tile will adjust in accordance your selected settings.

Animation

Clicking on the 'Animation’ tab allows you to set your map animation preferences:

Display Sectors & Cirdes nimation Map Style
Inter nd

Labels

Field 3 | Cell ID (CG1) + | |camera name

»> Interval (seconds)- sets the playback interval between events, with a
minimum interval of 1 second, although the cell coverage and other animation
features only work when the interval is 3 seconds or higher.
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Centre on Location? - when enabled, the map moves to recentre on each
new location. When disabled, the map stays static inits starting position, even
if alocation is off the edge of the map.

Zoom level - when enabled, this option zooms the map to the required zoom
level at the start of the animation. This could allow you to start the animation
with an overall view of the whole dataset and then zoom in to each individual
location when the animation starts. This feature only works if the ‘centre on
location’ optionis enabled.

Cell Visualisation - when enabled, this option activates the selected cell
coverage visualisation (fan, arms, arrow) for each cell as each event is shown.

Show ‘N’ locations - when enabled, this setting allows you to control the
number of locations that are seen on screen at any one time. When ‘Show All’
is selected, all cell sites within the set to be animated will remain onscreen at
all times, just being highlighted as a site is being used. If one of the numerical
options in the drop-down menu is selected when configuring an animation, the
system will hide all sites at the start of the animated sequence and will build
them up as the animation progresses. The feature allows users to control the
number of sites seen onscreen at once, using the values in the drop-down
menu, only the current site and the last N sites will be shown together (where
N = 1t010), meaning that as the animation builds up ‘old’ sites are hidden as
each ‘'new’ site appears - this can make for a more focused and less confusing
animation.

Highlight colour - during the animation, CSAS will put an outline around the
current active location (cell site, POl location, ANPR camera), this control sets
the default colour for the highlight.

Bring active site to front? - when enabled, promotes the current active site
to the ‘front’ of the stack of icons on the map, so that it is visible in the event
that severalicons are overlapping.

Jump between locations rather than pan? - when enabled, this setting
causes the map to jump abruptly from one location to the next. When
disabled, the map scrolls between the locations. This setting would be
enabled in cases where the scrolling movement is causing map performance
or rendering issues, such as might be experienced with a map containing large
amounts of data.

Only show active site colour? - sites that have been used by several phones
in the sequence can be partitioned to show the various phone’s colours.
During an animation, it can be difficult to quickly understand which phone was
activate for a given call if the site is showing multiple colours. Enabling this
option makes the map change the site icon momentarily to show just the
currently active phone’s colour.

Show animation tooltips? - this controls whether a tooltip label is shown
alongside each location as it activates during the sequence.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 175



f‘\ CSAS CSAS User Guide

CSASv3.16

» Filllabel with attribution colours? - if enabled, CSAS will fill the animation
tooltip label with the appropriate attribution colours for fields such as ‘calling
number’ and ‘calling attribution’.

» Tooltip label field choices - these settings allow you to choose the contents
of the animation tooltip labels. There are three label styles (for CDRs, ANPR
and POl events) and each label has up to three fields. You can choose the
fields you want to view in each type of label.

You can confirm your selection by clicking on the button. The ‘Map Settings’ pop-
up window closes, and the map tile will adjust in accordance your selected settings.

Map Styles

Clicking on the ‘Map Style’ tab allows you to select different map styles tousein
mapping, with options to set the style to be used for maps, aerial views and offline

mapping.

%) Map Settings X
Display Labels Sectors & Circles Animation Map Style
||~ Map Style Options
| b Norton gt
Road style |maptiler.toplogy - S CcLARHA
comme
URL v i
Baldock
Aerial style |maptiler.satelite
JUBILEE INDUSTRIAL
v
i CENTRE
offine Map Settings
Path to offline mbtiles file Letchworth
C:\CSAS\OfflineMapping\UK_Mar... - X
Use offline file.. |Server Unavailable  ~
JACKMANS
ESTATE
1000 m
51983 / -0.255 / Zoomlevel: 13
®) Preview Road Preview Aerial Preview Offline
® Ok Cancel

»> Map Style Options - this section selects the ‘online’ map styles to be used
for both ‘map’ and ‘aerial’ types. The dropdowns for each type offer multiple
map styles to choose from.

»> Offline Map Settings - this section offers the ability to select an offline map
file (which can be downloaded from the CSAS Support site and must be
saved locally on your PC). Offline maps allow mapping to continue to be used
evenif you're not online.

Map Style Options

CSAS mapping has three predefined online map style providers - Mapbox, Maptiler and
Ordnance Survey. Mapbox and Maptiler styles offer global coverage, Ordnance Survey
offers coverage of Great Britain (England, Wales and Scotland) only.

To change Road and/or Aerial map styles, simply select a new style from the dropdowns
and click OK. The preview window displays the current selected type. The choice you
make changes the current map and also changes your default choice for future maps.

If you don't want to use one of the preselected map styles and have an alternative map
source or map server to connect to, it's possible to add a URL to connect to a custom
map source instead - this can be added to the 'URL’ box below the Road and Aerial style
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dropdowns. Please contact CSAS Support for advice on the required format for the URL
and the types of mapping server CSAS can interact with.

Offline Map Settings

CSAS supports the option of downloading one or more ‘offline’ map files, that can
continue to provide map background details even if you are not connected to the
Internet. Various offline map files are available from the CSAS Support type and custom
files, covering specific countries or regions, can be created on request.

Once an offline map file has been downloaded, CSAS can be configured to use it by
clicking on the three dots in the ‘path to offline mbtiles file’ box and then selecting the
required file via Windows file explorer.

The control also captures your preference for when offline mapping should be used, with
choices of:

»> Server unavailable - offline maps are only used if CSAS can’t connect to the
selected online source.

»> If present - CSAS prefers to use offline mapping if an offline map file has
been selected.

»> Always - CSAS will always use offline mapping and will not attempt to use
online maps.

»> Never - CSAS will never attempt to use offline mapping and will always use
online maps.

You can confirm your selection by clicking on the button. The ‘Map Settings’ pop-
up window closes, and the map tile will adjust in accordance your selected settings.
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14.6.3 Viewing Data

The map panel is used to visualize the current dataset and can be synced to the Case
Hub grid. Select the data you wish to view from the 'source files’ listin the Filters sidebar
and click ‘Apply’.

If the "auto-sync’ button @ (inthe ribbon at the top of the map panel) is not activated,
then the map will not automatically display the selected data, in which case you’ll need to

~
activate auto-sync or click on the ‘'manual sync’ button & 'in the ribbon to force the map
to update. The auto-sync feature is very useful but can lead to performance issues when
used with very large maps.

Maps can be zoomed and panned to ensure that the required areais shown in the correct
level of details.

Right-click menus within the map (connected to the map background and to the cell, POI
and ANPR icons) provide a set of additional controls.

A'marquee select’ feature allows you ‘click, hold and drag’ anywhere on the map to
instruct it to zoom in to the selected area.

Maps can be saved (as part of a Case Snapshot). The contents of amap can be captured
as a screengrab and the map can be output to Powerpoint to use as part of an exhibit or
presentation.

UK Mapping Disclaimer

The UK easting/northing coordinate system known as BNG (British National Grid), is
based on a coordinate system called OSGB36. Most modern mapping products (CSAS
Mapping, OpenStreetMap, Google, Bing, etc) are designed to work with GPS coordinates,
which based on a coordinate system called WGS84. The OSGB36 and WGS84 models are
slightly different shapes and sizes, which means that coordinates created for one
system don’t map exactly (without conversion) to the other.

If BNG (easting/northing) coordinates are converted directly to lat/long coordinates by
an OSGB36-based system without correcting for the difference but are then displayed
onaWGS84-based map (e.g. CSAS Mapping), a deviation of around 50-120mis
introduced. OSGB lat/longs displayed on an OSGB-based map (e.g. ESRI ArcGIS) will not
be affected by this deviation and will be placed correctly.

UK CSPs like Vodafone and Three include both BNG and lat/long coordinates in their
disclosed cell location data. It is best to map this data by BNG (easting/northing) if using
aWGS84-based mapping tool like CSAS to avoid cell sites being shown in the wrong
location.

14.6.4 Right-click Menus

CSAS maps include a powerful set of right-click menus to provide further ‘in map’ controls
and options, there are slightly different menus displayed when you right-click on the map
background and on cell, POl and ANPR icons.

Cell Site Right-click

To open the ‘Cell Site’ drop-down menu, right-click on a cell site icon. The drop-down
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Zoom
Site Icons
Labels

Cell coverage

Measure from here

Location & Search

Highlight

Attribution Colours
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The details of each option are as follows:

oom in 1o here

om

10 full

aa

aset

This Site Only  +
-y

eA YT

icon Choice

‘Zoom’ - allows you to zoom in and out of the cell
site onthe map.

‘Zoominto here’ zoomsintozoom level 16 to the
point where the menu was triggered.

‘Zoom out to full dataset’ zooms out to appoint
where all case locations in the map can be viewed

inone go

‘Site icons’ - gives you control
- overthe styleandsize of the
icon you clicked on. You can
choose to change just the
current icon or apply the change
to all similar icons in the map.

HATFIELD

Icon choice lets you choose between the various icon styles (see /con Styles). The icon
Size can be changed, with options of small, medium or large - CSAS defaults to showing
‘small’ icons. In cases where there are several icons overlapping each other, the current
icon can be brought to the front or sent to the back.

Zoom

Site lcons.

Labels

Cell coverage
Measure from here

Location & Search

» | Change Label Style

» | Open Duplicate

Dpen Al

v | Close All

Left clicking on a cell site icon launches a cell labels,
which identifies the cell site and lists the call events
linked to that site. The ‘Labels’ menu option gives
you the opportunity to change the label style (see
Map Labels).

It also offers the chance to open aduplicate label for the current site, open labels for all
sites that are currently visible on the map (up to amaximum of 30 sites to prevent an
impact on map performance) and to close all open labels.
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— * o 7 The ‘cell coverage’ option controls
Site Icons 3 orth Ockendon Buly .
- R & Sl the opening of cell coverage
Cell coverage »| Fan »|  Open popouts for selected cells (open sectors first) VISU8| | SatIOh OpthﬂS, | nCI Ud | ng
Measure from here Extent » Open popouts for selected sectors (open sectors first)
Koo Sesidh | o o] Bionie ey fans, extentarms, arrows, cell
[ Foer T| Radis i curent mapvies) ~radius, CellView and RF Survey.
Attribution Colours CellView™ » PARK HOUSE - 234-33-01497-02874 - 2G / 0
RF Survey > ¥
Lewisham Jexleyheath Til

Close All

For each visualisation type, you can choose to view the coverage for any of the
cells/sectors on each site. You also have the opportunity to open map label popouts for
the selected sectors (either one for each sector or one combined label for all cells that
share an azimuth). You can also elect to open the cell visualisation for all sectors on the
selected site or for all sites currently in view (up to a maximum of 30 sites).

s e s § Measure from here opens a

Measure from here ¥ Show measure from here measurement radius on the map.

Location & Search » Closeall There is also an option to close all
| open measurement radii.

The 'Show measure from here’ option
---- opens a measurement radius, from the
point at which the menu was
triggered.

The radius shows the distance from

°. . .

e wiee the source point (which defaults to
kilometres but can be switched to
miles).

----- Multiple measurement radii can be
openatatime.
f The radius has a control menu which opens when
|
you hover the mouse over the radius.
0.28km e tems inside the area
| 1tems outsige the area Using the control menu, the radius can be pinned

open or dismissed.

A filter menu also offers the opportunity to filter the map to hide all sites outside of
the radius or all site inside the radius and to create snapshots from the filtered

dataset.
Measure trom here l ~__ The'lLocation &Search' menu offers methods for
Locaton & Search » | Location Seaech flndlng locations.

Haghaght ' £ OCaton Setalds

‘Location Search’ - allows you to enter an address, postcode or map coordinates and
have that location highlighted on the map (with a‘dropped’ pin).'Get location details' -
opens a pop-up showing the address, postcode and map coordinates for the pointer
location.
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‘Clear dropped pins' - clears any location pins that have been placed from previous

searches.
Location & Sewc j _______ 'Hignhlight'allows you to add a coloured ring around the
Mighiight | location to highlight it.
— There are several colour options and an option to
remove the highlight again.
Highlight \ ‘Attribution Colours’ gives you a shortcut to the

Attributions screen so that identifier colours (and

Attribution Colours . . .
: therefore cell site colours) can be quickly edited.

POl & ANPR Right-click

To open the "POI & ANPR’ drop-down [ Z00m

menu, right-click on a POl or ANPR icon. Edit

The drop-down gives you the following Events

options: Measure from here
Location & Search
Highlight

Details about menu options that aren’t also found in the ‘Cell Site’ menu are as follows:

Lﬂ

Zoom v The Edit menu offers options to edit an
Edit »|  Open edit dialog existing POl or ANPR location (see POl
Events v Resize Icon , Location Icons and ANPR Icons for more
Measure from here Move details of this menu option)).

Location & Search 4 Bring to front [

Theicon can be resized - with options of

Highlight *| Sendtoback small, medium and large.

Delete

A PQlicon can be movedif it has been placed incorrectly - when
the ‘move’ optionis triggered, agrey piniconis placed in the
g original location for context and the POl icon moves with the
N mouse pointer, left-click to pin the icon to anew location.

POI & ANPR icons can be brought to the front (closer to the viewer) or sent to the
back.

POlicons can be deleted if they are no longer required - this deletes the POl and any
events associated with it from the case and cannot be recovered.

Zoom ' The 'Events’ option allows events
Edit ' associated with a POl location to be

. _ Roocodradrass Jl— managed - new events can be added or
Measure from here manual event 1 Edit Event L.

b ' N | oetetet existing events can be deleted - deleted
_ , =W events cannot be recovered.
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~ || 00:00:00 < [
Intel Ref Intel Source

Event Description

Significance / Comments

Save ® Cancel
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The Add Event popup provides an opportunity toadd a
new event to a POl location - for example, if the POI
location represents the location of a robbery in a case,
the ‘event’ added to that location provides details of
the time of the robbery.

EventName is a free text field for whatever label you
wish to apply to the event.

Type of Event is also free text and allows you to group
events using bespoke categories.

Date and time relate to the start time for the event and a duration can optionally be
added for events that last for a period of time. Intel Ref and Intel Source can be added to
link the event to the statements or other evidence that detail it and Event Description
and Significance/Comments are optional free text fields that allow you to add extra

details.

A subset of the data entered for the event will be shown in the Case Hub grid and in the
map label for the POl location if the event is selected to be viewed.

Map Background Right-click

To open the ‘Map Background’ drop- Zoom ,

down menu, right-click on the map Add paint of interest

background away from any icons. The Add cell site

drop-down gives you the following Measure from here

options: Location & Search 8
Select Map Style 3
Export 4

Details about menu options that aren’t also found in the ‘Cell Site’ and 'POI & ANPR" menu

are as follows:

Zoom 4

Add point of interest ‘

Add cell site

Zoom 4

Add point of interest

Add cell site

© ForensicAnalytics Ltd 2026

This option allows you to manually add a POI (point of
interest) icon to amap. The POl iconis placed under the
pointer location. See Manually Adding POIs for more
details.

This option allows you to manually add a cell site icon to
amap - for example, in a scenario where you are
receiving verbal updates from a cellular operatorin alive
investigation. See Manually Adding Cell Sites for more
details.

This option gives an alternative method for switching
the map style between ‘road’ and ‘aerial’ (in addition to
the button in the map panel ribbon).

There's also a shortcut to launch the ‘Map
Settings'>'Map Style’ pop-up menu.
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. This option gives you access to various
Add point of interest ' methods for exporting map content (see
Measure from here A Using Map Exports).

Map content can be exported as an

s Bl A 2 imsce L image to Powerpoint by copying ittoa

ToPowerpoint  + | New Fie slide in a selected Powerpoint file. It can

To KMUXMZ (Buegiee | beexported as KML data, which can
then be opened in other mapping

products.

14.6.5 Cell Visualisations

The Cell Coverage options in the cell site right-click menu allow you to enable/disable
sector fans, extent arms, azimuth arrows, coverage radius or, if you have licensed the
features, CellView or RF Survey data, so you can view the area within which each cell is
likely to be able to be used.

Cell coverage 4 Fan 4 Open popouts for selected cells (open sectors first)
Measure from here Extent 4 Open popouts for selected sectors (open sectors first)
Location & Search » Arrows 4 All (on this site) |
Highlight 4 Radius All (in current map view (Max 50))
Open Attribution Colours Centroid > AXBRIDGE BS262DW - 234-10-21429-21084 - Unknown / 285
19:01:01 00:00:00 Incoming Text| Arc A 70000221
19:02:55 00:00:02 Outgoing Voice CellView™ » 07700907514
19:25:27 00:17:07 Incoming Voice 07700902421

A I N RF Survey ' EEETEEE———

Each of the 'toggle’ options shows a list of the cells/sectors that are known at the
selected site and offers options to toggle on/off ‘All’ sectors (on the current site or in the
current map view) or to toggle individual sectors.

The individual sectors are listed, along with their technology and azimuth, to enable the
user to easily select the required sector to view.

The operation of this control is a simple toggle - e.g. it changes the state of each object
to the opposite state. So, if a sector fanis currently enabled, toggling will disable it and
vice versa.

The menu stays open after a cell/sector has been selected, allowing users to select
multiple sectors to open at the same time if they wish. The menu only dismisses when
the user clicks out of the menu on the map background, or if one of the ‘open popouts
for..” options is selected, which causes the selected sector coverage icons to open along
with the required cell popout labels.

The ‘All' functions work slightly differently - selecting the ‘All (on this site) or ‘All (in
current map view)’ options switches on all cells that aren’t currently on but doesn't
toggle off those that are on. To close all cell visualisation, use the ‘Close All’ option in the
main Cell Coverage menu.

All (in current map view) only works if there are fewer than 30 sites in view - this is to
prevent an ‘open all’command causing map performance issues by attempting to open
hundreds of cells simultaneously.
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The extent of each sector fan, extent arms or azimuth arrow can be altered by changing
the Map Settings >Sectors> Geographical Reach (or Onscreen Distance) values - this
can be changed for individual cells or set as a global default value.

The colour of the visualisation of each cell/sector can also be changed in the Map
Settings>Sectors popup. There are 10 colour choices available and the opacity
(transparency) of each sector can also be varied from 10% (very see through) to 100%

(opaque).

The cell visualisation options are:

AVERY HILL

© ForensicAnalytics Ltd 2026

Sector Fan

This option displays a ‘fan’ (or ‘wedge’) shape to represent the
approximate coverage area of a cell. It is orientated based on the cell's
azimuth and defaults to showing a 120° coverage arc. The cell’'s
onscreen ‘reach’ or radius is set to a default value and does not
represent the actual cell coverage area.

Extent Arms

This option displays just the notional outer edges of the sector ‘fan’,
with no infill, which is preferred in some jurisdictions as it does not
intimate cellreach.

Azimuth Arrow

This option merely indicates the direction of the cell’s stated azimuth
and offers no visual clues as the cell's possible coverage area.

Coverage Radius

This option does not even indicate azimuth and simply displays an
area around the cell site in which the cell might provide coverage.

Centroid

Vodafone UK provide additional cell coverage information in the form
of aCentroid - more details are provided below.

Arc/Radius Ring

Device location visualisation data provided in some countries, in the
form of ‘ping’ and ‘timing advance’ data can also be displayed in CSAS
maps.

CellView

CellView depicts cell coverage as coloured polygon, showing the area
within which the cell has been reported as providing coverage by the
phone apps that provide the crowd-sourced raw data for the service.
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RF Survey

This optionis based on specific cell coverage evidence gatheredin an

: ’ RF Survey and depicts the actual cell coverage area as captured in the
s Ssurvey. It offers arguably the most accurate view of a cell's coverage
area, depending on the completeness of the underlying survey data.

The various methods for displaying the coverage area of a cell involve accepting differing
levels of assumption and approximation; for example, the coverage visualisation
methods that are based on knowledge of the cells’ azimuth (sector fan, extent arms,
arrow) require several assumptions to be made, not the least of which is that the azimuth
information provided by the network is correct.

The azimuth displayed in this example is
orientated at 30° from the cell site or tower, itis
also shown with an arc of coverage of 120°and a
‘reach’ or coverage distance of 1Tkm.

o e — 0 The azimuth data provided by the network is
| 310-260-12600577 (30°) accepted as a fact, but the other values (arc

PHILADELPHIA ] ] ]
andreach) are set using default values within
CSAS.

STONEBRIDG,

A'map such as this is therefore not necessarily showing a true representation of the cell’s
coverage area, it isinstead providing a visual guide to the expect and approximate
coverage area served by the cell. No evidence related to the actual coverage area or of
the locations at which the cell can be expected to provide usable or ‘serving’ coverage
can be taken from such arepresentation.

The 'centroid’ data provided by some networks, including Vodafone UK, offers an
indication of the possible location of a device that is using that cell. The datais offered as
a set of ‘probability’ radius values.

In the example, Vodafone’s data states that
there is 90% probability that a device using

EAg,

Sudbury

o
> Roqp

L_, S | o 72 cell 35772 is within 500m of a set of
probabitty coordinates (indicated by the yellow ring on
T e the map) and only an 80% or 70% probability

of the device being in the smaller area within
400m of the stated point location.

Centroid datais offered, in part, to provide information to be used to determine the
starting point for a search related to the user of a device, but the data provide is based on
estimates and assumptions gathered from the network’s radio planning system. Centroid
maps do not offer an evidentially sound method of determining a cell’s true coverage
area.

Some networks offer device location data in the form of ‘ping’ or ‘timing advance’ data
and these options are discussed in a later section.

The CellView feature offered as an additional extrain CSAS, uses crowd-sourced cell
coverage data, provided by a partner to offer areal-world view of the reported coverage
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of acell. CellView is not affected by the assumptions inherent in azimuth-based
coverage estimations and testing has shown a high degree of correlation between the
coverage areas indicated by CellView and the actual coverage area of tested cells.

, However, CellView datais affected by
woor  other assumptions, for example, in this
image, CellView indicates that a cell has
been reported as providing coverage in

rton \4 \ ., theareashadedinorange. As wehave
® Heatt v ¢ noinformation about which phones
/ .
\ ’ reported this coverage or where
~ / . .
Ny Maj contributing were or were not located,

we can’t determine

whether the coverage of the cell isn't shown extending further in the area bounded by
the red dashed line because the cell really doesn’t cover there or because no
contributing phones sent coverage information from that area. The caveats and
limitations associated with the use of CellView data are outlined more detail in alater
section.

The only truly evidential way to determine a cell’'s coverage area is to undertake forensic
RF surveysin the area. As long as the survey route was sufficiently comprehensive, a
properly conducted RF survey should provide arobustly evidential view of the area
served by the cells and the locations at which that cell would be used by a subject device.

The use of the less accurate cell coverage visualisation methods offered by CSAS in
evidential maps submitted to court is perfectly acceptable, as long as the limitations of
each method are understood and explained.
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14.6.6 Map Labels

Clicking on a location icon opens a pop-up label giving details of the site and of the case
eventsrelatedtoit:

234-300112261744 (0)
VICTORIA POINT E13 OAH

The pop-up label is tethered to the parent location icon by a thin link line, ensuring you
always know which site’s details are being displayed. There is an option to hide the link
line if required.

Map labels work in the same way for all location types, cell sites, POl locations and ANPR
cameras. There are four types of map label to choose from:

?> Normal

» Expanded (shown by default)
»  Simplified

»>  Micro

The level of detail contained in the map label is controlled by the label type and the style
template that is being use. A typical map label contains the following data:

Location details - shows the site or location name. For cell site labels, if the location that
hosts the site also hosts other sites (e.qg. if sites belonging to different networks share
the same rooftop), then details of other sites at that location will populate the Sites

drop-down.
= S Multiole Cells Cell details - for cell site labels, if more
YATES HOUSE E2“6NU — . than one cell on a site was used, then
Date Time Duration | Calling | Ca Type | S/E . . .
14/08__| 10:57:06 | 00:00:00 | 150 Al T multiple cells will be shown in the Cell
14/08 | 10:57:35 | 00:00:49 [NIE¢ v _ —thi i
22708 Tix:0%00] ov:oz:21 [REA Data [ D drop. down - this defaults to showing
14/08 | 11:04:05] 03:35:19 [{ierd] Data | D details of ‘all cells’.
14/08_ |11:05:59 | 00:01:37 0597 Y
i:;gg Hﬁ':i gggl:gi o e : Callor event details - alist of events
14/08 | 11:38:58 ] 00:00:00 | 0157 [US0A T (cellular events, POl events, ANPR
14/08  |11:52:47 | 00:02:09 WS 0015 | v i
a5 iiosor o005 oot oise] v captures) tha’F match the current filters
14/08 | 12:07:40 | 00:00:28 |Niser| 0570 | V can be shownin the body of the
14/08 12:11-10 | 0001565 G 0720 =U expanded pOp-OUt

A map label can be configured using ‘Map Settings’>'Labels’ to automatically open labels
in ‘expanded’ mode, with the event table showing - this removes the need to open the
event tables individual if they are always required to be in view. This is the default setting.

Label Controls

Wheninitially clicked, pop-out map labels open on screen and then close if you open
another map label elsewhere. You can choose one or more pop-out map labels to stay
open by pinning them to the map. You can expand a map label to show call details and
make map labels more visually attractive. To do this, map labels operate in several modes:
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® In ‘mouseoff’ mode - e.g., when the mouse
pointer is not directly over the map label - the
map label shows only the required site/call

234-10-11743-23574 (0°)

Ref | Type | S/ | Date Time | Calling | Called

| 3878 | v | (5) | 06/09]22:11:34 IUSTHEE details.
X0 & ) In‘mouseon’ mode - e.g. when the mouse
234-10-11743-23574 (0°) pointer is on the map label - a set of map label

KIDBROOKE SOUTH

Date | Time | Duration | Calling | Called | Type | S/E
06/09 | 22:11:34| 00:00:00 200z v IE)

=1

controls is displayed at the top left of the label.

The label controls are as follows:
E3| Closethelabel.
@ Pin the label open. You can have multiple labels pinned open at the same time.

ﬁ;} Open the options menu.

When a label has been pinned open, additional icons are displayed.

@\ Unpin and close the label. You can close all labels in one go from the cell site
right-click menu.

Move the label.

AW 4 S A‘resizing’ box control also appears in the
234-10-11743-23574 (0°) bottomright corner of the label. To drag the
KIDBROOKE SOUTH . . .
Date | Time label to the required size, click and drag the

06/09  [22:11:34

control.

. T ~ Thelabel control menu allows you to change the label
% 8ing 1o front type, bring it to the front or send it to the back (in the
Send to back event that labels are overlapping), copy the label to
CoRy el clabotec M 20 iege clipboard (so it can be passed into another application)
5 ool bk e ooven .. andtoggle the individual link line on/off.
Map Label Types

Several types of ‘popout’ map label are supported, each of which is further defined by a
customisable template and a set of display options.
NSANE

Change Type » | Change to a Micro popout ]

» | Change to popout without grid

4552 Bring to front Normal popout
Send to back ¥| Change to popout with grid
Copy label to clipboard as an image Change to editable popout

) Toggle link line on/off
4 9
&

WELL HALL

Micro popout label

I Micro labels display only one line of text
il - YATES HOUSE _ i and are designed to take up as little
Space onthe map as possible.

The datafield displayed in the label is determined by the label template, different
templates can be created that expose different data fields if required. Please contact
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CSAS Support if you require a different map template to be created.

CSAS can be set to default to always showing micro labels by changing the settingin the
Default Label Size options in the Map Settings » Labels menu.

Normal popout label

The normal popout label is the default option and selects labels that can display multiple
sets of information. There are three configurations of normal label:

, Multiple Cells Popout without grid - the ‘location’
YATES HOUSE E2 6NU . . s ey
S i details are shown but the ‘events’ gridis
hidden
3 " Multiple Cells Popout with grid - both the ‘location’ and

YATES HOUSE E2 6NU

Date Time | Duration | Calling | Called] Type | S/E ‘events’ sections are shown.
14/08 | 10:57:06 | 00:00:00 | 150 [(EEK) (5)
14/08 [ 10:57:35 00:00:49 [N bzl v [E3)
14/08 | 11:04:00] 00:01:21 A pata | D &

Selectable popout

Site YATES HOUSE ¥

| Cell all cells v

Multiple Cells
YATES HOUSE E2 6NU

In some scenarios, there may be multiple cell sites, possibly belonging to different
networks, deployed at the same location - a shared tower or rooftop site, for example.
The default optionis for a label to display events for all cell sites (multiple sites) and cells
(multiple cells) at alocation, but if a cell site map label is switched to the ‘selectable’
type, the full control zone is expanded to reveal the Site and Cell dropdowns. This allows
you to select a specific Site (if there is more than one cell site) and/or Cell (if more than
one cell on the site was used by a phone) to display data for. If you want to display
separate labels for different sites/cells, you can use the ‘Open Duplicate’ option in the
cell site right-click > Labels menu to open additional popout labels, which can then each
be customised to display data for the require site or cell.

The data field displayed in the label is determined by the label template, different
templates can be created that expose different data fields if required. Please contact
CSAS Support if you require a different map template to be created.

Duplicate Popout Labels for the Same Site

If necessary, it's possible to show multiple labels for the same cell site, in cell site labels, if
required - you might want to do this to separately list the calls for each cell in different
labels, each highlighting the particular cell’'s azimuth:
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To activate multiple popouts for the
same site, either right-click on the site
icon and select Popouts » Open
Duplicatethen edit the separate labels
to show the required combinations of
site and cell or select the multiple cells
that you want to view from the ce//
coverage > fan/arrow/extentmenu then
click on one of the ‘open popouts’
options.

There are two additional options to the cell coverage menu, both allow popouts for the
selected cells to be opened at the same time as opening the coverage icon:

All (on this site)
All (in current map view)
BACTON TOWER - 234-30-00750-01282 -

BACTON TOWER - 234-3

BACTON TOWER -

BACTON TOWER - 234-30-01153-39818 -
BACTON TOWER - 234-30-01153-60235 -
BACTON TOWER - 234-30-01153-60236 -

Open popouts for selected cells (open sectors first)

Open popouts for selected sectors (open sectors first)

2G / 240

3-26/240

BACTON TOWER - 234-30-01153-39815 - 2G

2G /120
2G /120

2G / 240

BACTON TOWER - 234-30-01153-60237 - 2G

»

»

‘Open popouts for selected cells’ - if selected,
this opens a separate popout label for each
cells that was selected in the cells list. So if
you've selected three cells in the cells list then
three popout labels would also be opened.

‘Open popouts for selected sectors' - if
selected, this opens one combined popout
label for all cells that share the same
sector/azimuth in the cells list. Soif you've
selected three cells that all share azimuth O,
only one combined label would be created.

To use either of these options, from the cells list first select the sectors that you want to

see coverage icons for and then click the required ‘Open popouts...’ option.

Expanded Label Event Lists

The ‘expanded’ version of the popout label includes an events list - each list is
automatically filtered to show only events that match the currently selected set of
identifiers and start/end dates. The expanded label also provides an additional set of
control functions for the event lists:

The lists can be resorted by clicking on
the necessary column header - click

once to sort A-Z and twice to sort Z-A.

Locations that are linked to lots of

events may have large numbers of

events to display - the height of the call

list can be varied, in ‘'mouseover’ mode,

by clicking and dragging the small ‘resize’

block on the bottom right of the popout

M5 STH GLOUCESTER
ANPR data v1.xls
Index Date Time VRM
29 19/08 09:41:33 WL4SNEB
30 15/08 09:41:39 VA43WMP
31 19/08 09:41:42 QG37FME
32 19/08 09:41:43 KW2G0INM
34 19/08 09:41:44 PB2SEWA
33 19/08 09:41:44 KL98BLE
35 19/08 09:41:45 EE43NBI
36 19/08 09:41:48 HYBONWM
37 19/08 09:41:48 BS79PTA
3% 19/08 09:41:49 TE2S8PR
38 19/08 09:41:49 JH68HOY
40 19/08 09-41:52 AP2RINY

box.

You can set popout labels to automatically openin ‘expanded’ mode, by selecting that

optioninthe ‘Map Settings’>'Labels’ tab.
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14.6.7 Map Label Templates

A CSAS map loads with a 'system default’ label style, but it's possible to replace this with
acustom map label template which allows the map labels to look more like the individual
label styles preferred by different customers.

The templates are editable, allowing new templates to be created to customise the
design and layout of a label, but as they are written in programming format called ‘json’
they are not easily understandable by non-programmers. Please contact CSAS Support if
you require a different map template to be created.

Bespoke map label templates created for CSASv2 cannot be used directly in CSASV3; if
you have any bespoke CSASV2 labels that you would like to use in CSASV3, please
contact CSAS Support to get them adapted.

Please see the Map Settings > Labels for details of how to select a specific map label.

Additional map label templates can be imported using the "Map Settings' pop-up window.
Map label templates are listed under the ‘Labels’ tab:

Stepped Proceadure
You can import a new template by:

1. Clicking the ‘Import New Template’ button.

2. Navigate to where the template file (with a .json file extension) is stored and
selecting the file you want to import. The files are copied to the templates folder
ready to be used.

3. Soyoucan seethe set of files that are available, the ‘View Template Folder’ link
opens the folder that the map labels templates are stored in. From this window, you
can edit or delete your templates.

4. Toselectadifferent template to use within a map, from the '"Map Settings’ pop-up
window, select the ‘Labels’ tab (or click on the ‘Change Label' style optionin the
cell site right-click menu) and select the required template form the drop-down list
by ticking the Active columnin the relevant row.

5. Ifyouwant the template to always open in expanded mode with the events table
visible, tick the ‘Label with grid’ checkbox option:

Active Template Label with grid ~ Defa...
0_System Default J o

1-White_Black_cell_azi_site_postcode_v2 +

v 2-White_Black_semi-transparent_v2

3-Blue_White_cell_azi_site_postcode_v2

4-Blue_White_semi-transparent_v2

If you select the ‘Default’ checkbox option, the selected template will be your default for
allmaps.

You can change map templates within a map as often as necessary, but all labels in the
map will be changed and any pinned open labels may need to be closed and reopened to
allow the style change to take effect.
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Types of Map Label Template

There are several basic types of map label template styles:

'? ; Basild Simplified labels - similar to the 'tooltip’ labels that appear
| | LONDON BOROUGH OF HAVERING . . . . . . . .
) LRM1 30w J during animations and contain limited information. There are

separate templates for simplified labels.

4004 1140400 Movement labels - used on maps that show movement over
:ggg 1 : 8- ;40 adistance, often where there are lots of sites shown.
4007 |141007 Designed to take up as little room as possible. There are

separate templates for ‘'movement’ and other abbreviated

formats.

CLO8E TowN (32430 REPLACEMENT) Normal labels - designed to show site details and an optional
Ref Type| W/E L ar v .
B v Jen] v calltable.

et POl labels - provide details about point of interest locations

B meswems | andevents

M5 ST PR ot vl ANPR labels provide details about ANPR camera locations
1008 | 10355 4568 and vehicle captures

19/08 10:36:00 LK37NMT
19/08 10:36:01 SY14ATC
19/08 10:36:03 PPL29HNX

All'normal’ map label templates contain details of cell site, POI, ANPR and micro labels.
CellID Formats

You can configure the Cell ID format shown in popout labels and sidebar lists, using the
Map Settings > Display menu. You can choose from the following options:

Cell ID CGlFormat Full - shows the full international cell ID format.
234-33-03408-13932
Cell ID CGl Format - shows just the abbreviated cell ID portion of

13932 the international cell ID format.

Cell ID ~ Raw format - shows the cell ID format exactly as it
330d50 366¢ appeared in the source data and not rearranged into the

standard CGI format.

Bespoke Templates

Bespoke label templates can be created onrequest - if none of the preloaded set of
templates meet your requirements, please contact CSAS Support to discuss the options
for getting a bespoke template created.
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14.6.8 lcon Styles

This function allows you to choose differenticon styles for use in maps, with different
options available for cell site, POl and ANPR icons.

Cell Site Icons

Selecting the cell site right-click menu allows you to select the icon style using the 'Site
Icons’ option drill- down:

c S o
Zoom ’
' Site Icons » | All Sites -
Labels » | This Site Only * | lcon Choice » | Proportional Disc
’ Cell coverage ¥ Resize Icon » | Non-proportional Disc
. Measure from here Bring to front Black Triangle
S Proportional Triangle

Location & Search Send to back

Highlight Heatmap mode

Attribution Colours

As well as being able to control the icon size, this menu also allows you to:
»> Change the style.
»> Sendthe label to back or bring it to the front.
»> Controlthe style of cell site pushpins that the map displays.
The available set of cell icon styles is as follows:

‘Proportional Disc' - this icon choice shows the attribution
‘ colours of the phones that used the site and indicates the
proportion of events made through that site for each phone.

‘Non-proportional Disc’ - this icon choice divides the site icon
. equally determined by the number of phones that used it: halves
for two phones, thirds for three, etc.

A ‘Black Triangle’ - this icon choice conforms to the UK Home
Office ‘evidential mapping’ standard.

—". ‘Proportional Triangle' - this icon choice shows the colours of the
phones that used the site

‘Heatmap mode' - this icon choice shows how the colour of the
Ay,es’ y ‘ \ cell site reflects the number of calls that were made through it -
“@®  redfor high usage, then orange, yellow, green, blue, white and
O grey. See Heatmap Mode for more details.

hurY Park
\If Club

This icon choice is designed to make it simpler to understand the areas that a phone or
group of phones were used in most commonly.

LA
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PO/ Location Icons

CSAS supports alarge variety of icons for POl locations, all of which can be selected from
the PQOlicon right-click ‘Edit POI’ menu.

In the 'Edit POI’menu, to open the icon menu: at the end of the ‘'icon’ section click on the
ellipsis (three dots) to open the ‘Choose Icon’ pop-up window:

Name Location at Birds Hill Icon | Shape | Custom
Address
14 Birds Hill, Letchworth, Letchworth Garden City, SG6 1P), United

¢ Kingdom ...D

it

Days & Months
Postcode 5G6 1P)

Latitude 51.98121 7 Longitude -0.22300 n u u u m H

Easting 522138 Northing 232906

¥ o5 f
05 Grid Ref | TL 22138 32906 Geography & Passtimes

What3Words  oppose.regard.gates

] Show an map? | Zoom to location Incidents & Miscellaneous

o Laye Default
[
teon i S Letters & Numbers

Save Cancel

Identity A Attribution A Identity B Attribution B Raw IMEI  IMSI Star
Selected Icon m

Ok Cancel
Numbe

From the ‘Choose Icon’ pop-up window you can select an icon style (icon, shape or
custom), then a colour and finally anicon group. Individual icons are available under the
groups.

Icons

Icons are available in four colours (blue, grey, red and white) and are grouped into six
categories:

m Days of week
Geography & Pastimes

E u Incidents & miscellaneous
u Letters & Numbers
Shops & Buildings

ﬁ m Transport & Communications

The full set of preloaded icons can be viewed in the document ‘CSAS Mapping -
preloaded icons’ which is available from the Utilities > Resources > Supportfolder.
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Shapes

Ton | Shape | Custom Theicon setincludes three types of
shape - dots, squares and triangles - of
various colours and in three sizes - small,

.. ° .. ° .. .A medium and large
. >

A

Custom Icons

You can import customicons (in common graphic formats png or jpg), which can be used
in place of a standard icon.

Ion | Shape | Custom Toimport acustomimage, from the
‘Custom’ tab, drag the image file to the
dropbox or browse for the file via

Existing Custom Images Windows file explorer.

=

Browse

Imported icons are reduced in size to fit
in with the standard icon sizes withina
CSAS map, but you use the Edit POI

menu to set the image size to ‘large’ to
i\‘ make more visible

Open edit dialog Vi M
Resize Icon »| Small i
; M

Move Medium
M
Bring to front TG W

ANPR Icons

; Squere ANPR (or ALPR) locations use a ‘camera’ icon or
e asquare shape that can be used to represent
the general area within which the cameraiis
S located. Both can be edited in the ANPR right-
click ‘Edit’ option.

Select between camera ‘icon’ or 'square’ using the radio buttons in the Edit ANPR popup.
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Icon

CSAS mapping defaults to using ared camera icon for ANP, but as with POl icons, you can
change the selection by clicking on the ellipsis at the end of the ‘icon’ row and selecting a
differenticon - there are red, white, blue and grey camera icons available and it is also
possible to use any other icon, shape or a custom image. For example, you could import
the ANPR image of the subject vehicle to use as the icon for that camera.

If you choose a specific camera icon that you wish to use for all ANPR locations, tick the
‘use the same icon for all ANPR cameras in case’ option.

Square

Some organisations do not allow the exact location of ANPR/ALPR cameras to be
disclosed and require any maps that detail ANPR activities to use a less definite method
for indicating the camera’s location. In many organisations, this is achieved by placing a
square on the map that covers the general area in which the camerais located.

When the ‘'square’ option is selected, you can
choose the colour of the square outline, the
style (solid, dotted) and thickness of the
outline and the size of the square (in metres).

If you choose a specific cameraicon that you
wish to use for all ANPR locations, tick the ‘use
. the sameicon for all ANPR cameras in case’
. option.

Randomisation

An additional method for obscuring the exact location of each ANPR camera s to apply
‘randomisation’ to the placing of the icons. When applied, randomisation offsets the
coordinates for all ANPR cameras in a within limits setin the Map Settings » Display menu.

Randomise all cameras in case If the ‘Randomise all cameras in case’
box is ticked, camera positions are
randomised within the distance setin
the ‘Random camera location within
Re-randomise (km)’ box.

| Randomise all cameras in case

Random camera location within (km) 5.00 o

Clicking ‘re-randomise’ reapplies the process and moves the camera to new locations
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This is an example of an ANPRicon
shown at the camera’s actual location.

{ NORTON
HATFIELD
3 This is the same camera after it has been
R randomised.
9 The randomisation process is applied to
¢ bothicons and squares.
HATFIELD
+| Camera Randomised? (see settings) Moved? The 'Edlt AN PR, pOpUp |nd|CateS Whether
v] show on map? Zoom to location anindividual camera location has been

randomised or not.

The map coordinates shown in the Edit ANPR popup will be for the camera’s displayed
location - meaning that the coordinates will be adjusted to show the randomised location
if randomisation is enabled.
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14.6.9 Map Styles

CSAS maps are able to obtain mapping background ‘tiles’ from a variety of sources.
Internet Mapping

The default option is to obtain tiles from our Internet-based mapping suppliers, Maptiler,
Mapbox and Ordnance Survey. This option requires that connectivity to the mapping
providers is permitted by the host network and may involve the IT department having to
open the network firewall or Internet proxy to whitelist the required URLs.

The URL stems to whitelist are:

»> api.maptiler.com
»> api.tiles.mapbox.com
»> osmaps.ordnancesurvey.co.uk

Custom Map Source

It's also possible to set a custom tile URL if, for example, a customer wished to use an
existing or internal tile source with CSAS. This method won’t work with all types of tile
server and if you are contemplating using CSAS in conjunction with a third-party tile
provider please discuss it with CSAS Support.

The custom URL text boxes in the Map Style Options tab in Map Settings, will expect the
custom map source URL to be formatted in something the following way:

http://26.11.11.217:90/styles/osm-bright/ {zoom}/ {x}/{y}.png
Offline Mapping

An alternative is to deploy a database of map tiles on to the host PC itself; this therefore
avoids any necessity to have the host PC connected to a network or to have to access
the Internet.

The only downside to this option is that the tile and map content might not get updated
as often as the Internet-based content would, but we are happy to arrange the
distribution of updated mapping databases on a quarterly, half-yearly or annual basis.

Other limitations associated with offline tile file usage are that the ‘aerial view’ option is
not supported and the address finder/get location details functions will not work fully
when offline.

The files can also be very large - a file providing low level detail of even a fairly small
country like the UK can be several tens of gigabytes, so we are also able to offer ‘regional’
files. These show the whole required country from a low-detail, high-level, but zoomin to
show more detail for a particular region. For UK users, for example, we offer arange of
regional offline tile files - these have more detailed views (down to zoom level 17) within
the region but offer a lower resolution view of the rest of the country (at zoom level 14).
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In addition to the standard file, that covers the whole UK at zoom level 14, regional tile
files are available for:

e London & the southeast

e East

e Southwest
e Wales

e Midlands

e North

¢ Northeast
¢ Scotland

e Northernlreland

Users can select the style of map background to use and also control their online/offline
settings by selecting the ‘change map style’ option from the map right-click menu.

More information is available in document 037/7-BRF CSAS Offline Tile Files, which is
available in the Support folder within CSAS and from the CSAS Support site.

Bespoke offline map files can be created on request for any country or regionin the
world.

14.6.10 Location Search

The 'Location & Search'’ option in the map right-click menu allows you to find map
coordinates and the nearest postal address details for the location under the pointer:

There are three options: s
»>  Location Search <P D> PO ®
wyaail r Lower
. Halstow
»> Get Location 4] o 4
Rainham Ker¥sley
details e
& Bobb®g
npstead Newir
)) Meresborough  Hartlip Zoom ’
Clear dropped . . g —
pins or2Nng " Labels » pittingbou
Pt et i cacaverae , Sandl
51.353 [/ 0.667 [ Zoom level: 12 © MapTiler © Op
o Measure from here
v Event.. Start Date Start.. En( Location & Search [\> Location Search
Highlight '+ | Getlocation detals
v 1 14/08/2012 10:08:... E— e | CIeardropped pins
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Clicking on ‘Location Search’ opens a pop-up window that helps to search for an address,

postal area or map coordinates:

Location Search X
Address or Postcode
| (i)

Latitude and Longitude

Easting and Northing

05 Grid reference

What3Words

Search

Clear Search and Create POI

Address or Postcode
El

Place Name

E16 3BZ, London, Greater London, England, United Kingdom -
|

El 6QL, London, Greater Londen, England, United Kingdom
E16 1XB, London, Greater London, England, United Kingdom
E1A 2BY landon Craatar London Enaland |nitad Kinadom.

Create POIs

* et oy b sprsmte

Clear Click to pan map to location

Location Search

Address or Postcode
ELl

Place Name
E16 3BZ, London, Greater London, England, United Kingdom
E1 6QL, London, Greater London, England, United Kingdom

El6 1XB, London, Greater London, England, United Kingdom

E16 28% | nndan_fraatar Landnn_Ennland linitad Kinadam

Create POIs

* Results may be approximate  Zoom To Location Search

Clear Cancel

© ForensicAnalytics Ltd 2026

You can enter a full or partial address then:

clickonthe ‘Search’ or ‘Search and Create
PQOIs’ buttons, which will open alist of
suggested matches for you to select from.
Partial addresses may return alist of
possible locations with varying degrees of
accuracy, please make sure that addresses
or locations found by the Location Search
feature match your case requirements.

Note: You may need to drag the window
up/down to see all Place Name results.

If you need to refine your search with more
address details, add them and click ‘Search’
again or select the most appropriate
suggested address and click 'Zoom to
Location’to view it on the map.

This will drop a pushpin on the map.

If the location looks correct within the
context of your case and you wish to create
a POl at that location, right-click on the
pushpin and select ‘Add Point of Interest’.

Alternatively, if one of the suggested
addresses looks correct within the context
of the case without needing to view it on
the map, click 'Create POIs’, which will open
an ‘Add Point of Interest’ menu
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Get Location Details

Selecting ‘Get Location Details’ opens the 'Location details' pop-up window which
provides details of the map coordinates and the nearest postal address to the point
under the pointer.

Location Details

i i A Wi ity Uni
Nearest Address: Bizspace, Pixmore Avenue, Letchworth Garden City, England SG6 11G, United

Kingdom
Latitude/Longitude: 51.98162, -.21810 Copy
Easting/Morthing: 522474, 232961 Copy
i 0S5 Grid Ref: TL 22474 32961 Copy

What3Words: sugar.region.closed Copy
* Address/Results may be approximate

Copy to Clipboard Add POI Close

From which you can view and copy the address details, either row by row, using the
appropriate ‘copy’ button or all details using the ‘copy to clipboard’ button. You can also
create a POl at the clicked location.

Clear Dropped pins

The Location Search ‘zoom to location’ option drops a pin icon on the map at the selected
point. Several successive search actions might result in several pins dropped across the
map. If the dropped pins are no longer required, they can be cleared by selecting this
option. If a pin is highlighting a location that is of interest in the case, right-click on the
icon and select ‘Add point of interest’ toretain it in the case.

14.6.1M Marquee Select

The ‘marquee select’ or ‘'drag and hold’ function gives you a more targeted way of
zooming to the required area on a map:

Toinitiate a marquee select, right-click

b7y . and hold (e.qg. click but don’t release the
' b L B o S mouse button) at the top left of the area
2.2 S : you wish to zoom to, then drag (without

releasing the mouse button) to the
bottom right of the zoom area, then
release the mouse button.
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The selected area will be bounded by a black outline and you'll see a menu at the bottom
right of the selection shape which gives you the following controls:

m Dismisses the selection shape without zooming.

Zooms the map to the selected area and dismisses the selection shape.

Opens the filter options menu.

Reactivates the selection window so the shape can be dragged further.

The marquee select area can be used as an alternative way of filtering the map and of
creating Case Snapshots. Clicking on the filter options menu activates the following filter

drill-down:

Filter » | Show items inside the area

Show items outside the area

» | Filter grid

Filter grid and create case snapshot

This allows you to filter and hide all locations inside the area or outside of it, and to filter
and create a new ‘Case Snapshot’ based on the filtered data.

14.6.12 Layers, Locations and Events

Non-cellular data - ANPR, POl data, etc - is organised into a structure of files/layers,

locations and events:

= e 0 o | comtmesn o | 22,

P@<PO®>ePI2IOCR®

;i
H
g
o
=
ok
it
£
£
o
8
L
3
o) |

Location

File / Layer

89o-

Event

»> ‘Files/layers' relate to the file the location data was imported from (e.g. an
ANPR file imported into the case) or to amanually created layer for locations
that are added directly to the map (e.g. by right-clicking on the map and
adding a POI). Files/layers are listed in the Filter sidebar ‘Source data’ list and
can be selected to be viewed in the same way that other source files are
selected. If afile or layer is selected, then the locations and events related to
it will be included in the current dataset and can be viewed in the map and

the grid.

»> The'Locations' detailed in each selected file/layer - e.g. an ANPR cameraor a
POl location - are listed in the "Locations’ tab. Locations can be viewed or
hidden by ticking/unticking the checkbox associated with the location.
Location icons will be shown on the map.
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»> 'Events'related to alocation - e.g. an ANPR capture or a POl event - are listed
in main grid, along with cellular events, and will be listed in the map labels
associated with the parent location. If alayer or alocation are deselected,
the events associated with them are removed from the grid. Non-cellular
events will be included in map animations if selected.

Importing POIs

CSAS supports a standard ‘rescue template’ for importing POl data into a Case, known as
the GNOG ‘locations & events’ template.

Note: The rescue template is available from Utilities > Resources » Support.

CSAS supports multiple map coordinate systems, including global standard systems
such as latitude/longitude and country-specific systems such as the UK’s
easting/northing coordinates. An imported ‘locations & events’ dataset must contain at
least one set of coordinates for each location.

The standard latitude/longitude coordinate system used by GPS and most other modern
mapping applications, is based on a standard known as WGS84 and can, in theory, be
accurate to the level of a centimetre or less. Each additional decimal place after the
latitude or longitude value applies an order of magnitude more precision - for example, a
lat/long coordinate value of 52,0 describes a square that is 111km on each side, whereas
51.1,0.1 describes an area that is 11.1km square, 51.12,0.12 resolves to an area that is 1.11km
square and soon.

Many GPS applications return coordinates with 7, 8 or 9 decimal places, providing
extreme precision for the associated locations. At the level of location awareness that
CSAS requires, centimetre-level accuracy is not beneficial, so the additional storage
space required to save very long lat/long coordinate numbers is a waste. CSAS therefore
truncates any imported lat/long data to 5 decimal places - this provides an accuracy level
of 1.17m, which should be more than enough for the maps the application creates.

The level of accuracy applied by CSAS to the most commonly imported coordinate
systems are described as follows:

» Easting/Northing - accurate to Tm2 (blue box).
»  What3Words - accurate to 3m2 (orange box).

»> Lat/Long - accurate to 10m2 or better - this level of
accuracy is considered to be accurate enough for
placing an item or location in an area of interest.

Location and event data can be mapped into the template and can then be imported into
a CSAS Case using 'Import Files’, where the locations can be added to maps and the
events can be added to the Case dataset.
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Different countries and regions have their own map coordinate systems, such as the OSG
(Ordnance Survey Grid) system used in the UK, many of which are based on fairly simple
systems where a point location is measured to be a certain number of metres east and
north of acommon reference point, leading to coordinates that are expressedin
‘eastings’ and 'northings’. Globally, the various local easting/northing systems are
coordinated within a system known as UTM (Universal Transverse Mercator) - UTM
divides the world in multiple zones, within each zone there is areference point and
locations within the zone are expressed as eastings/northings in relation to that point.
To be clear, OSG is not directly compatible with UTM.

CSAS accepts location data expressed in UTM coordinates - in the GNO6 template there
is an option to specify the UTM Zone and then show the easting and northing
coordinates values within that zone. There are 60 UTM zones, which are divided into
North and South sections - the UTM Zone covering most of the UK, for example, is 30N.

Populating a GNO6 template with UTM data would look like this:

30M 123456 123456

Which offers an alternative method for identifying map locations - the preference would
always be to use standard latitude/longitude, however, as this introduces the least
amount of uncertainty. More information about mapping coordinate systems can be

found here https://www.ordnancesurvey.co.uk/documents/resources/guide-
coordinate-systems-great-britain.pdf

Note: Case events, often linked to POl locations, can also be added automatically via the
GNOG6 template, or they can be added manually.

Manually Adding & Editing POIs

POls can be manually added by right-clicking on the map background, over the required
location, and selecting ‘Add point of interest’:

Ca e T csAswill automatically choose alocation
ik ’0‘3 e AT ... name anddetect the address details of the
- ,.q,.,_. Zoom I location, including the approx.imate address
9 : | sspomotween . fi andpostcode, the map coordinates (lat/long,
y: ) Measure from hece easting/northing, OS Grid and What3words). It
e ° * ‘* ' will also assign the POI to the default ‘layer’
e ’:‘l i and assign adefault iconto it.
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If you want to accept the default or
automatically created details for the PO, all
you have todo is click , but you can
also change the name, address, layer and icon
if you want to before saving it. Ticking the
‘Zoom to location’ checkbox will zoom the map
to the new POl once it has been added:

Click the button to create the new POI - it will be shown as an icon on the map and
listed under the ‘Locations’ tab:

OB®<<OPO>OP A0 @ O o . : ¢
e
B Crsasmemes—s
v 7220303112 Sou... anony. 1
v 20303112 Sou... anony. 1
v T80 Sou...  anony... 1
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v 7221306412 Sou...  anony. 2
v 7221306412 Sou... anony. 1
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o v 7221306414 Sou... anony. 2
v T22|5012 Sou... anony. 1
< T2 Sou...  anony. n
v 251 Sou... anony. 8
- v IlilS?ll — Sou. dwfw 12
. Ow @
You can customise the type and colour of ¢ < l . ..'
. . . . . Zoom ’ Oy
icon used by right-clicking on the icon i i
created and selecting ‘Edit’>’Open edit s S  — _
dla|Og’ | Measure from here Move

Location & Search Bring to front

| Highlight Send to back

Delete

15/08/2012 03:56:

You can customise the icon colour, the shape or browse to select your own custom icon:

CaseHub @

@@<Pr®>ek 20

Hame Location at North Hil | | stape | custom
Acidress

12 North Hill, Hormgon on the Hil, Stanford-Le-Hope, 5517 ¢

United Kingdos RO
Pastcode

Latiude 5153039046754 < |Longude | 0.4092

Easting 67211 | Northing

05 Grid Ref

s adding.snaks. enargetic

| Shew on mag? Zoom to location

Layes Default -
Ico Red_apartment-3.png
Cancel E
6 1ML | 1L
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Double-clicking on the icon zooms- i
in closer and left-clicking on the ORUIDS HEATH
icon displays a popout label similar ncients

to the type shown for cell sites.

Index I Date Time r Name
3

[ HEATH 18/08 22:43:12 Incident3

Hawkesley

You can create multiple ‘Layers’ using the ‘Location’ pop-up window. To open the
‘Location’ pop-up window, right-click on the necessary location on the map.

Toadd a new 'Layer’, next tothe Default v /
‘Layer’ option, to the right of the
‘Default’ field click on the + icon:

The Layer' pop-up window opens

over the 'Location’ window: | Type 51

Name

Description

Default Icon

Cancel Save

[ evun oo

You can enter a name for the new Layer, a description, browse/select/customise anicon
and save the new Layer all from this pop-up window.

It's possible to add a POl location to a new map that doesn’t contain any other data.
Occasionally, the new POl icon might not appear on the map - if this happens do the
following:

Stepped Procedure

1. Clickonthe button in the Filter sidebar.
2. From the source files list, select the layer the POl belongs.
3. Clickthe button, the POl should then appear as expected.

Manually Adding Events

Case events, often linked to POl locations, can be added automatically using the GNO6
template or they can be added manually.

You can create ‘Events’ for the POl by  p—

right-clicking on the icon and selecting o

‘Addanew event...”: e : [“_“" huisbiial
Measure from here ' ‘
Location & Search ’3 ..—
Highlight §.Mmﬂ'iev © OpenStreeth
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The 'Add Event’ window opens, into
which you can add the required '‘Event’
details:

Once you have added and saved the

required ‘Event’ details, the information

will be displayed in the CSAS grid, if the
file or layer the event belongs to is

selectedin the ‘Source files' list.

Note: You can add multiple Events for the
same POl location.

Cancel

Left clicking on any POl entry on the map

K nqsu)rmn

will show the related Event(s):

Incident3
Incidents

Index Date Time Hame
[ HEATH 3 18/08 22:43:12 Incident3

Hawkesley

The POI Event(s) you create will be displayed in the Data Grid as a ‘POl Layer’ event:

Manually Adding Cell Locations

Case Hub supports the option to manually add cell site locations and associated network
events to acase map. Cells sites and events might be manually added toa CSAS map in
circumstances such as a surveillance operation, where investigators are receiving verbal
updates from a cellular provider as a suspect’s device is used. In lieu of receiving the
CDRs for those events, the investigator could add them to their case manually as the
verbal updates are received.

The feature is available from the map right-

Zoom ’ rq-w

Add point of interest clickmenu - click anywhere on the map
g background that isn't covered by acell,
iy 5[ ANPR or POl icon and select ‘Add cell site’ to
Graf  Select Map Stye . | initiate a new manual cell site location.
| &eon K |
_ The Cell Site Network Event popup provides
| stetome [ Letchorth 1 A _ the opportunity to add a cell site location,
. e o including cell ID and azimuth, and also to add
._ e details of an event that used the manually
20 % _ added cell.

Date 15/11/2023 * | Time 10:08:28

Manually Entered
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MCC United Kingdom (234)
MNC EE (30)

Technology: | Unknown

12345

Cell ID: 12345

Freview:  234-30-12345-12345

Once saved, the additional cell site and
event details are available on the map
and can be accessed and viewed inthe
same way as ‘standard’ cell site
locations.

If additional events need to be added to
an existing manual cell, right-click on
the site icon and select ‘Network
Events’ and then ‘add a new network
event’.

Manual cell sites and events are
grouped under a reference of ‘Manual
Cell Site’ inthe file selectionlistin the
right sidebar, allowing those manual
cells to be shown or hidden as required.

Editing ANPR Cameras and Captures

CSAS User Guide
CSASv3.16

The CGl builder helps the user navigate the
creation of the globally unique CGl cell ID for
the cell

734°30-12345- 12345 (1200
Letchworth 1

[ owie T veme [ ourution | Coting [Cobed] Ty [r%
AL Leormlovsenel | R

Site Icons

Labels

Cell covera ge
Measure from here
Location & Search —_—
Highlight © MapTiler ©
Attribution Colours

Network Events 4 Add a new network event

RGO A TOERty &

1 1571172023 10:08:28

®

ANPR (Automatic Number Plate Recognition) is also known as ALPR (Automatic Licence
Plate Recognition) and just LPR in some jurisdictions.

Optionally, if ANPR source files are available in a case, you can display ANPR camera
locations on the map and ANPR capture events in the grid. Once you've imported and
attributed the ANPR source files, they will be listed in the ‘Source data’ panel and will be
available for analysis in the current dataset.

When an ANPR file is selected from the 'Source data’ panel:

»? The cameras will be listed in the 'Locations' tab.

” The cameraicons will be shownin the map.

» The ANPR captures will be shown in the grid along with POl events and call records:
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QE<<®O®>EPIACRP e f | — ey s

7 locstonName  Type L. Events

* V| BRIDGEWATER

SILER / 112 | Zoomleve: 7

Event Index Start Date Start Time End Time

Event

Events foraANPRentry canbe created | zoom :
inthe same way as for a POl entry - by Edit , Iom g

right-clicking on the ANPR camera icon vents P Addanewevent
. f Measure from here Capture of - PB25EWA r
and SeIeCtlng Events ’ Althoug h ANPR Location & Search ¥ Capture of - KL98BLE 3

events are usually imported from an Highlight b Capture of - EE43NBI >
ANPR file rather than added manually.

Event(s) for any ANPR camera location M5 STH GLOUCESTER I
can be viewed via the right-click ‘Events’ e T o T —
menu, or by left clicking the cameraicon 2 13}'33 09:41.33 e
and viewing the map label 2 19/08 09:41:42 ST |
. . |
You can edit ANPR camera locations
. . . f " . . Nefored
using the right-click ‘Edit’ option: .,ér Zoom .
Cardiff, o oat EO » | Open edit dialog
f * | Events » | Resize Icon
g Measure from here Move
B Location & Search ~ » | Bring to front o
= = | Highlight » | Send to back
Start Time End Tirl Delete

The ANPR Edit control shows the name, address and map coordinates of the camera as
well as the icon options.

ANPR camera locations can be displayed using either a standard ‘camera’icon or as a
square. It's also possible to randomise the camera location and show it somewhere within
a specified radius of its true location; this feature allows CSAS to fit in with the
restrictions that some organisations have about representing the true location of ANPR
cameras on maps.

You can randomise the map location of Camera Randomised? (see settings) Moved?

one ANPR camera, by selecting 'Edit’ v | Show on map? Zoom to location
from the menu and then the ‘Camera

Randomised?’ checkbox.
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Randomise all cameras in case

If you want to randomise all ANPR camera
locations in a map, open the 'Map Randomise all cameras r
Settings'> 'Display tab’ and tick the

‘Randomise all cameras in case’ checkbox:

In the ANPR Edit popup, the type of icon used
torepresent an ANPR camera can also be
selected from the edit menu.

Icon Options
Lay ANPR data v1.xs - D
Once you customise one camera in this way, oo onipny
it's possible to set all other ANPR cameras in e mmmm——
the case to use the same settings if
necessary. -

If the optionis set to ‘Icon’, the ‘lcon Options’ g ¢
panel opens and the Layer and Icon style can
be selected:

If the optionis set to ‘Square’, the ‘Square
Options’ panel opens. In square mode, the

camera location isn’t explicitly stated,

instead an empty square is overlaid on the

map - if randomisation’ has also been NLEY
enabled the square will be randomly offset

from the camera’s true location:

MIC E WICK

Note: The size, colour and line style of the ANPR square can be set. Once you customise
one camerain this way, it’s possible to set all other ANPR cameras in the case to use the
same settings if necessary.

Events for a ANPR entry can be created in the same way as for a POl entry, although ANPR
events are usually imported from an ANPR file. Event(s) for any ANPR entry can be viewed
in the same way as for a POl entry.
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Editing an entire Layer

The 'edit’ menus for POl and ANPR icons outlined above allow users to edit the details and
change the icon of a single point at atime - it is also possible to change the icon and
name for an entire layer (which means that the icon is changed for all members of that
layer).

Toeditanentire Lyer:
»>  With the required case open and Case Hub selected

» Right-click on the required file or Layer in the right sidebar Filter type > File
list

m | Data Source Identifier Type

handset dow... [EEEYLFZlINM Han... 4

7] | Tolamatics & w Tele...

Tr Edit Trac..

24 Set lcon FOL..

38 FOL..
Delete

GH FOL..

»> The 'Edit’ option opens a pop that allows the layer name to be edited or
changed and also allows a different icon to be selected for the layer.

Layer (this only works on layers, it
is not possible to change the

Name Tracker BS79PTA.xlsx i .

Description : name of an imported file), set the

amended layer name in the Name

text box.

Type POI -

To change the Layericon, clickon
Default Tcon | TRACKER1.png @ the ellipsis (...) alongside the
‘defaulticon’ text box and select a
Save Cancel new icon from the setthat is
presented.

» The 'Setlcon’ option offers a more abbreviated method for selecting anew
icon and simply displays the folder that contains the preloaded icon set -
select the new icon for the Layer or POI/ANPR file.

»> After making a change, the map will refresh and all icons for the selected
layer or POI/ANPR file will be changed to the new selection.

A A
.
o U o T
é I
2 &
Bromsgrove Bromggrove
§ Redditch é Redditch
\hirinh Gna Before 2. After
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Using What3Words

What3words is a proprietary geocode system designed to identify any location anywhere
in the world, with a resolution of about 3 metres (see www.what3words.com).
What3words encodes geographic coordinates into three dictionary words to give a
location reference.

If you know the location reference for alocation of interest, you can search for it using
the ‘Location Search’ feature or you can filter a case to only show locations within a
radius of that location using the Location filter.

To apply a Location filter enter it into the ‘What3Word’ field in the ‘Locations’ paneland
clickonthe button to display it on the map.

Locations can also be imported into a case using a what3words description - the GNO6
template includes a ‘w3w’ column for this purpose.

14.6.13 Animation

CSAS supports the option to animate map content, to make the progression of events
and locations more easily understandable for a non-technical viewer.

This function allows you to:

»> Animate the progression of Cellicons on a map - you can see cellicons
highlighted as animation progresses.

»> Animate the progression of ANPR icons on a map - you can see the ANPR
cameraicon highlighted as animation.

»> Animate the progression of POlicons on amap - you can see POl icons
highlighted as the animation progresses.

The following examples use ANPR data to demonstrate map animation functions.
Triggering an animation

Before starting an animated sequence, you must first select the events to be included -
you do this by ticking the checkbox in Case Hub grid column 1 for each event you wish to
animate.

] Start Date Start Time Event Index Timing Offset Duration Event Type Identity A

ANFR MV72IAL
ANPR BG42HNS
ANPR BZ41RUG
ANPR ZY21WMD
ANFR AP2BINV

V| 19/08/2017 09:11:43
v | 19/08/2017 09:11:48

19/08/2017 09:11:49

19/08/2017 09:11:50
V| 19/08/2017 09:11:51
ANPR SGL3ERT
ANPR BL72BQP

19/08/2017 09:11:52
v | 19/08/2017 09:11:53

E - Y R R TC R N Y
o o o o o o o

The selected events do not need to be contiguous, there can be gaps, and events will be
‘played’ in the order shown in the grid.

You must select at least two events in the grid for animation to commence.
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Animation Controls
The animation controls reside in the ribbon at the top of the map panel:

setub © M1 O

Q<P O>EPIOCS®

The full set of map control buttons are detailed in the Map Controls section, but the
subset used to control animation includes:

4 This button moves the map animation backwards one event at a time.

® This button plays the map animation automatically, using the options
selected in Map Settings > Animation

@ This button pauses the map animation sequence.

> This button moves the map animation forwards one event at a time.

@ This button stops the animated sequence.

[> This button records an animate sequence for later playback.

Recording an animated sequence

Clicking the P button opens a popup warning that the playback may take along time if
you select alarge number of events and CSAS will also provide a popup listed the ways to
ensure that the animation is recorded with the best quality.

Video and Screen Capture Recording Settings

For best results: " Screen area to capture | Whole screen -
= Run the animation before recording to preview the result
«  Maximise the CSAS window. Capture format Screengrabs -
= Ensure CSAS is open on your primary screen.

I recording the map: Save Cancel
= The map will be maximised. k
* The map can be restored afterwards by clicking 'Dock’.

Do you wish to continue?

CSAS will then show the '‘Recording Settings' pop-up window.

From this window you can select the 'Screen area to capture’, with options of:
»>  Whole screen - including the Case Hub grid.
?> Map only - excluding the Case Hub grid.

You can also select the '‘Capture format’, with the following options:

»> Screengrabs - each event in the sequence is captured as a screengrab, the
whole set of screengrabs are saved to a selected folder.

»> Video - the whole sequence is captured as one moving animated video, in
.mp4 format and saved to a selected |location.

»> Screengrabs and video - both outputs are created.

Clicking the button saves your selections and starts the recording process.
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You can cancel the recording by clicking on the ‘'stop’ button @

At the end of the recording, the .mp4 file will be saved in the case’s Case Outputs folder,
which can be accessed via the Case Folder option in the navigation left sidebar.

Video Created If you wish to play the video
immediately, click ‘'yes’ on the Video
o The video has been saved in Case Outputs. Would you like to view the video now? Created popup

Animation Settings

Clickingon the i€ putton opens the '"Map Settings’ pop-up window. Please see Animation
Settings for more details.

Stepped Procedure

1. Usingthe ‘Filters’ sidebar, load the required dataset into ‘Case Hub' making sure
you that the correct set of cell sites, POl locations, ANPR cameras and other
locations are shown in the map and that the associated events are listed in the
grid.

2. Fromthe grid, select the events you want to animate by ticking the required rows
- only the ticked rows will be animated.

3. From the 'Map Settings' pop-up window, Select the required animation settings.

4. Toconfirm your settings, clickon the button. The '‘Map Settings' pop-up
window closes.

5. Make sure the map is adjusted to display the required area.

6. From the animation controls, click onthe ® button. The animation plays
according to your settings. When the sequence starts, the current event will be
highlighted in the map and also in the Case Hub grid, which will scroll to ensure
that the current eventis always in view. If you would rather record the animated
sequence, clickthe P button. Records are saved in mp4 format.

7. Theanimation stops once all events have been played and the last location will
remain highlighted until you click somewhere on the map. To play the animation
again, you will need to select the events you want to animate and click on the »
button.

8. If the map panel was maximised during the playback/recording, you may need to
click onthe ‘Dock’ button to redock it into the Case Hub window.
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14.6.14 Location Export & Import

Locations can be exported from a CSAS map via the ‘Locations’ tab. Location details are
saved to a GNOG6 ‘Locations & Events’ template, from where they can be imported into
another case.

Exported GNO6 templates of this kind can be used as a ‘master map’, to save details of
common or significant locations that can be reuse in other cases. In this sense, CSASv3
uses a simple GNOG locations &events template to act as a master map, in place of the
more complex process, employing .csmr files, that was used in CSASv2.

Exporting Locations from the Map

To export locations from a case, first ensure that you've selected the required set of
source files or layers and that the locations you wish to export are visible in the Case Hub
map.

In the Locations tab, select (by ticking the associated tickbox) the locations to be
exported.

Once the complete set of locations to be exported has been selected, click the export LI
icon at the top of the Locations tab. The 'Export’ window opens from which you can
select the file name and saved location for your exported GNOG file:
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Importing Locations to the Map

Toimport a set of locations are a master map into a case you can either import the GNO6

file via the Import Files screen, or you can click on the import &1 iconinthe Locations tab,
whichreally just opens the Import Files screen. Via the Import Files screen you can
browse for and select the file you want to import, then click the button:
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Note: Any GNOG file which has a set of locations can be imported into any case.

If the selected GNOG file imports correctly, it will be shownin the right sidebar Source
Datallist:

Select the data you want to see in the map using the checkboxes, then click the
button again. The grid and the map refresh and show the selected data:

Note: Depending on your settings, you might need to refresh the map by clicking the %
icon (see Using Mapping).
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14.6.15 Using Live GPS Import

The live GPS import feature allows you to import NMEA messages directly into CSAS. Itis

accessible viathe © button in the map control bar. Using a virtual serial port connected
to CSAS, you can capture message data from a USB-connected GPS receiver and display
the location data on a CSAS map.

This functionis intended to help:

»> Collate data for missing persons and manhunt investigations, for example,
auditing search teams and the locations searched, when compared to other
datasets such as CDR, CellView, and ANPR.

»» Support investigations, for example, auditing investigation and enforcement
team movements when compared with current datasets.

NMEA (National Marine Electronics Association) is the protocol used by GPS receivers.

Data in the messaging protocol is
transmitted in ‘strings’ or 'sentences’ ki \\\%%

from one 'talker' (e.g. a GPS receiver) | |
GPS receiver
NMEA stream T

to multiple 'listeners’ (e.g.aPC). The (= ———
GPS receiver would be local, generally I
attached to the CSAS user’s vehicle, l I
and be connected, via USB or
Bluetooth, to a CSAS laptop:

CSAS NMEA USB/Bluetooth
listener port

AlINMEA sentences start with the 'S’ sign, and end with a carriage return and a line feed;
each datafield in the sentence is separated with acomma. For example, NMEA message
"SGPGGA,181908.00,3404.7041778,N,07044.3966270,W,4,13,1.00,495.144,M,29.200,M,0.1
0,0000*40" can beread as:

Part of NMEA Message Description

GP Defines a GPS position (GL would denote GLONASS)
181908.00 Timestamp (UTC in hours, minutes, and seconds)

3404.7041778

Latitude in DDMM.MMMMM format

N

Denotes North latitude (S denotes South of the equator)

07044.3966270

Longitude in DDDMM.MMMMM format

W

Denotes West longitude (E denotes East of the meridian)

4 Quality indicator (precision)
13 Number of satellites used to define the coordinate
1.00 Horizontal dilution of precision (HDOP)
495144 Altitude of the GPS antenna
M Unit of altitude (meters or feet)
29.200 Geoidal separation
M Unit of the geoidal separation (meters or feet)
1.0 Age of the correction (if any)
0000 Shows the correction station ID (if any)
*40 A checksum
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Setting up Live GPS Import

To setup live import of GPS tracker data directly into CSAS and see this data ona map, do
the following:

Stepped Proceadure

1.

o K~ N

Connect a suitable GPS receiver to the USB port on your CSAS laptop.
Alternatively, you can connect via Bluetooth. Any receiver that generates
standard NMEA data should be compatible.

Loginto CSAS.
Open the relevant CSAS case.
Open ‘Case Hub'.

From '‘Case Hub', go to the map. At the top of the map there is aribbon with
buttons:

@B®<<COO®>ePrPcOCc &0 © O &

6. Clickthe ©) iconon fight side of the ribbon. The '‘GPS Receiver Settings’ window

7.

opens:

0 GPS Receiver Settings X

COM port .

|
Baud rate 50 -

Validate connection to GPS device

1 Map Layer - e

Icon

V | Filter by time? |

Receive data every 10 .| seconds

v | Filter by distance? I

Receive data every 100 o | metres

Start Feed Cancel I
From the ‘GPS Receiver Settings' window:
e Selectthe necessary 'COM port'. For example 'COM3’, 'COM4' etc.

e Select the necessary '‘Baud rate’, this setting determines the speed of
communication over the data channel i.e. the number of symbols per
second. The GPS receiver's baud rate will be stated in the equipment's
user manual, but a typical value for this would be 115200.

e Clickthe 'Validate connection to GPS device' button. If the connection was
not validated, for example an error accessing the chosen COM port, you
will see the following pop-up message:
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wType Identity A Attrbution A IdenttyB A& coMport | COME

Validate connection to GI'S device

If necessary, select another COM port or contact CSAS Support for advice.

Select the necessary ‘Map Layer'. If, for example, you select ‘Default GPS layer’,

the 'Filter by time?" and 'Filter by distance?’ checkboxes are automatically
selected:

e GPS Receiver Settings

COM port COoM14
Baud rate 50

Validate connection to GPS device

Type POI
Map Layer Name Surveillance 090425
Icon Description
| Fitter by time?

Receive data every 10 - | seconds

+/ | Filter by distance?

Receive data every 100 | metres 4

Default Tcon  burgundy_dot_small.png .
Start Feed Cancel 3

Save Cancel
Incoming Voice 447700907514

Note: If you want to create anew mapping layer, see Creating a New Mapping
Layer.

9. Ifnecessary, adjust the time filter by clicking the ‘Filter by time?’ checkbox and
then using the up / down arrows. This reduces the amount of data generated by
only capturing a GPS fix at the stated interval rather than once every second.

10. If necessary, adjust the distance filter by clicking the ‘Filter by distance?
checkbox and then using the up / down arrows. This reduces the amount of data

generated by only capturing a GPS if the receiver has moved more than a
minimum distance since the last capture.

Starting Live GPS Import Feed
Start the live GPS import feature as follows:

Stepped Proceadure

1. Clickthe pbutton. Recording starts. You will see a status update
message:

e 'Checkingfordata...".

o ‘'Databeingreceived... or ‘Datanot being received - check connection or
try another port...".

e ‘'Databeing fedback...".

2. Whenyou start the live feed, the data being send back is automatically
recorded, and the (=) icon flashes red. As the datais recorded it is shownon the
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map and you will see the locations panel start to populate:

@@(@@)@PD’DC@Q@ ()

025mi

610/ Zoom level: 16 SCRUB LANE @ MapTier © OpensStreetMap contributors

Depending on how your settings are configured, on the map, you can see:
The POl Location:

» Latitude

» Longitude.
The POl Event:

»> Date

»” Time

» Type (GPS)

»> Event description (full NMEA string).

When you have captured the data required, you can stop the live GPS feed by clicking the

@) icon. The dataiis saved to Case Hub, based on your selected time and distance
settings.

Recording more than One Live GPS Feed

Only one live GPS feed can be activated at a time - CSAS will NOT permit a second live
feed as two feeds cannot run simultaneously. To start a second live feed, you have to
cancel the first and then start another.

Losing the Live GPS Feed
If the feed is lost for 30 seconds or more, a live feed warning is displayed:

If the feed is lost, you elect to:

»> Close - the live feed is stopped and the data which have been capturedis
shown on the map.

»> Wait - another 30 seconds for the feed to reconnect, after which another
Live Feed Warning pop- up is displayed.

»>  Manage feed - you will be directed to the 'GPS Receiver Settings' pop-up
window to review and amend the feed details.
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Cancelling a Live GPS Feed Recording
You can cancel a live GPS feed recording as follows:
Stepped Procedure
1. From the 'GPS Receiver Settings' window, click the button:

g GPS Receiver Settings X

|
| coMmport | CoOMi4 -
! Baud rate 50 -

Validate connection to GPS device

! Map Layer | Surveillance 090425 e

Icon burgundy_dot_small.png
| | Filter by time?

Receive data every 10 - seconds

| | v | Filter by distance?

| Receive data every 100 - | metres

i

Start Faed o= |
|

—

2. Therecording stops.
Closing Case Hub During a Recording

If you are recording live GPS data and want to close Case Hub, the recording is stopped. If
you decide to close Case Hub the following warning message is displayed:

o A GPS receiver session is running, this session will be ended when the Case Hub screen is closed. Would you like to end the session and continue?

No

Select 'No' to stay in Case Hub. Select 'yes' to stop the live GPS data recording and close
Case Hub.

Creating a New Mapping Layer

If you wish to, you can create a new map layer with a new name for each individual GPS
feed. Once the new map layer has been created, new datais added to it as itis received,
and the map is updated.

Create anew map layer as follows:
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Stepped Proceadure

From the 'GPS Receiver Settings’
window, click the '+" button:

2. The'Layer' window opens:

3. Fromthe 'Layer' window:

e Selectthe Type of Layer you
want:

e Enteraname for the new Layer:

If you enter aname which has already
beenused, the following message is
displayed.

Enter a Description for the new Layer:

FA-487 v1.0
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GPS Receiver Settings

COM port ComM3 -
Baud rale | 50 -

Validate connection to GFS device

Map Layer
[ ]
lcon red_drde_16.png

' | Fllter bey time?

Recelve data every o = saconds
+ | Filter by distance?
Receive data every 100 = metres

Cancel Slarl Feed

Bal Type po1 T

| Mame

Destription

Default Tron

Cancel Save

Ba

e ANPR

Mame Newe ANPR Layer]

Lescription L.:
Ma
Ico
o
Ret
7 Default Toon
Res

Cangel Sav

Iype ANPR .
Name New ANPR Layer
Description

Ma | This Is @ new ANFR Layer for tracking vehicle A

Default Tron

Cancel Save

222
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6. Choose or create aCustomiconto
display on the map:

NERC

7. Inthis example, ablue caricon has
been selected. Your selectionis
confirmed in the 'Layer’ window: mERC

8. Thenew layeris complete and has a
layer name and an icon assigned to it. B e (AR

Hame News ANPR Layer

Description
Ma | This Is a new ANPR Layer for tracking vehide A

- [pefauit tcon | Blue_car png - ﬁ

Starting an Existing Live Feed
You can open an existing live feed and add new data to it.
Stepped Proceadure

1. Start the GPS tracker.

2. Clickthe ) icononthe right-hand side of the map ribbon. The ‘GPS Receiver
Settings’ window opens.

3. From the 'GPS Receiver Settings' window, select the existing live feed to start.

4. From the 'GPS Receiver Settings' window, click the ‘COM port’ drop-down menu
and select adifferent port.

5. From the 'GPS Receiver Settings’ window, click the ‘Map Layer’ drop-down menu
and select adifferent map layer to add to the existing live feed.

6. From the 'GPS Receiver Settings' window, click the button. Recording
starts.
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Note: Whenyou click (CStop Feed ) putton, the new data is shown with the existing dataon
the same map.

Overlaying GPS Data with an Existing Live Feed or Other Datasets

You can overlay new GPS receiver data with an existing map layer so you can see the GPS
dot trail selected for the existing live feed overlaid against other dataimported into the
case, such as cell site locations. Simply select the other data types to be viewed in the
map in the normal way before starting the GPS trail function.

Filters created within Case Hub

The GPS trail data captured by CSAS consists of a set of locations (the GPS coordinates
of each capture) and events (the date & time of each capture), which means that the
captured data is available to be filtered using the standard CSAS right sidebar filters.

Once you have captured the live GPS feed data required, then within Case Hub, you can
select how much of that data you want to view on the map.

14.6.16 Device Location Visualisation

All cellular networks support a set of ‘location-based services’ (or LBS); these are
enabled by a variety of technologies that are able to identify the current location of a
specific mobile device with varying degrees of accuracy. The simplest forms of LBS can
report details of the cell that a subject device is currently using and the accuracy of
these methods vary widely depending on the type and size of cell. Other more complex
methods use triangulation techniques to identify a device’s location with an accuracy of
less than 150m.

In some jurisdictions, notably the USA, law enforcement agencies are able to request
location information for suspect devices and receive disclosures from cellular providers
that are colloquially known as ‘ping’ data.

There are multiple techniques used by the networks to gather this data, but they can be
generically grouped under the headings of ‘ping’ data (also sometimes known as SHIELD
data), which identifies a point location for the searched for device, and ‘timing advance’
data, which indicates the approximate area where the device is located inrelationto a
cell site or tower. Ping data is generally only available as a ‘forward facing’ disclosure, in
the sense that ping dataisn’t captured for a device until the agency submits a request,
meaning that it isn’t available historically. Timing advance data, although it is usually less
exact than ping responses, is available historically and can be used to determine a
device’s approximate location at points in the past. Both ping and timing advance files
are loaded into CSAS via the usual Import Files process.

US cellular carriers provide ping data in two formats - immediate, individual ping
responses are often provided via email, with the ping coordinates contained within the
text of the email; currently, users are required to copy/paste the content of the email to
getitinto CSAS using the Import Files > File Import Wizard > Device Ping Email feature.
When multiple ping responses are requested, covering an extended period, carriers also
disclose ping responses in a file format, which can be imported into CSAS via the normal
Import Files process. Some file formats contain both ping and timing advance data for the
same phone.
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The device location data provided in ‘ping’ disclosures (also sometimes known as SHiLD
or Specialised Historical Location data) provide point coordinates for the device's
location along with an ‘accuracy’ radius; this type of location data isn’'t saying ‘the phone
was here’ (referring to the point coordinates), it's saying ‘the phone was somewhere in

an area with this radius centred on this point’.
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CSAS maps the point location for each
ping result as a POl (Point of Interest)
location.

Left clicking on a pingicon activates a
POl label that shows the date and time of
ach location event plus the accuracy
radius.

Right-clicking on a pingicon activates
the POl context menu, which has an
additional ‘Radius rings’ option.

Select ‘Show radius’ to view the accuracy
radius rings and ‘Close all’ to close any
openrings.

The fully activated visualisation provides
an indication of the area the subject
device was estimated to have been
within at the stated time.

Ping, point location or SHiLD data is not
generally regarded as necessarily being
accurate. Some practitioners prefer not
touseitinevidence, so in CSAS, for
location data thatis included in the same
file as timing advance data (in T-Mobile
and AT&T TA files, for example) this type
of datais hidden by default and is only
displayed if the corresponding checkbox
in the Case Hub Details panel is checked.
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Timing Advance Data

The timing advance process is used within cellular networks to allow the base station to
continually measure the current delay experienced by messages travelling between it
and each phone it’s currently managing - the phone’s distance from the tower can be
inferred from the measured delay. Timing advance commands are then sent to each
phone at regular intervals (up to several times per second) instructing it to adjust the
time at which it transmits the bursts of data it sends to the base station; as a phone gets
further away from the base station (delay increases) it is instructed to start transmitting
bursts earlier (advancing them in time) to overcome the delay experienced by the data as
it travels to the base station; as the phone gets closer to the base stationit is instructed
toretard its transmission time to reflect the reduced delay.

Timing advance measurements are being taken continuously when a phone is connected
to abase station, in most networks however, these measurements are regarded as being
‘ephemeral’ data, they are calculated by the base station but are not usually captured or
stored anywhere. In some jurisdictions, such as the USA, timing advance measurements
taken by base stations are captured and are stored alongside the CDR data that is
available for disclosure to law enforcement agencies.

Unlike ping data, which only becomes available after a lawful request has been made to
start tracking a phone’s location, timing advance data can be available historically and
offers an enhanced method for determining a subject device’s historical location.

Each timing advance disclosure shows the subject device’s approximate distance from
the serving cell site or tower at the stated time (inferred from the delay experienced by
the device’s transmissions). Timing advance (TA) doesn’t offer a precise measurement
of distance; itinstead provides measurements that are organised into ‘bands’. Different
technologies have different sized bands - 2G GSM networks, for example, report TA
distance in bands that are each 550m deep, whereas 4G networks report TA distance in
pands that just 78m deep and 5G has a number of configurations with band options of
78m, 39m and 19m. TA therefore isn’t offering an exact measurement of the device’s
distance from the reporting tower; it’s instead reporting the approximate arc or area
within which the device was likely to have been located.

It should be noted that a device’s actual distance from the tower and the distance
inferred by Timing Advance may differ. TAis calculated based on delay - factors such as
tower/antenna height and whether the device has clear line of sight to the tower can
affect delay and therefore affect the distance calculated by TA. A device can be closer to
the tower than TA data indicates but is unlikely to be further away than the outer edge of
the TA band.

O\ TAreports show locationinrelation to
the reporting cell site or tower; CSAS

310-260-12600577 (30°) ) )
e MUADELPHIA_ shows tower locations in the usual way
11 u SE 17/03 [ 08:48:39 N6 1
e 03:48:45 on the map. Cell sites and arcs take on
coble o e e ey B the subject phone’s attribution colours.
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The timing advance arcs associated
with the cell site can be viewed via the
right-click menu using the Cell
Visualisation > Arc options.

Clickingona cell ID inthe list activates
the TA arcs associated with that cell.

Itis also possible, from the same menu, to activate all arcs on the same site and all
arcs on all sites that are currently viewable on the map (up to a maximum of 50 sites).

Colesville

Each arc extends across the areathat
the cellis assumed to cover, based on
the stated azimuth and the assumed
sector arc, which defaults to 120°.

If multiple TA events have been

e presented for the same cell, multiple
arcs will be displayed

. "o Left clicking on an individual arc
T ey activates a popup label that shows
\ details of the TA events that have been
& 310-260-12600577 (30°)

852.9523200000001m

Ref Phone S[E Date Time
11 TIMINGAD\ (S) 17/03 08:48:39
12 TIMINGAD\ (S) 17/03 08:48:47

reported within the selected TA band
distance, showing the date/time of
each event and the band distance.

Individual timing advance arcs can be shown on their own by applying appropriate
date/time filters to the map.

Both ping and timing advance data provide device location information which have a
variable degree of accuracy, sometimes better accuracy can be obtained by overlaying
details of multiple location events that happened in quick succession.

% Inthis example, there were two timing
% advance events within 30 seconds of

“ each other with TA arcs that just
overlapped (in an areajust to the north
of Oakhurst Drive). There was also a ping
location events at around the same time
that had a 600m accuracy radius.

ol

By overlaying the intersecting TA arcs and the ping data it is possible to provide a more
exact estimate of the subject device’s location at that time.

Some providers (T-Mobile and Verizon, for example) disclose TA data as a set of
distances. This can be interpreted as the distance from the used tower to the inner edge
of the associated TA band. These distances are disclosed in imperial units (miles, to two
decimal places) and mist be converted to metric to determine the appropriate TA band.
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The conversion process entails a degree of rounding error, so CSAS converts the imperial
distances to the closest metric band distance before displaying that data, meaning that
there may be a small apparent discrepancy between the stated distance in the source
file and distance displayed on the map - CSAS is correcting the rounding error rather
than introducing an error of its ownin these circumstances.

14.6.17 Centroids

Mathematically, a ‘centroid’ is the centre or ‘arithmetic mean’ of a shape or area, in
cellular networks the termis used to indicate the predicted centre of a cell’'s coverage
area.

Most cellular networks provide estimated cell coverage indications in the form of an
azimuth, which indicates the direction in which a cell’'s antenna is facing. Some networks,
including Vodafone UK, also provide centroid details for their cells and the azimuth and
centroid data can be used to draw different conclusions about the coverage area of a cell
and the likely locations of any phones using that cell.

The centroid data provided by Vodafone, as an example, consists of a point location
(based on map coordinates) which represents the centre of the area within which the
associated cell is predicted to offer the best or most attractive coverage. There are then
aset of three radius values that are associated with probabilities that a phone using that
would have been located within one of those radius areas.

In this example, the data is indicating
that the centre of the coverage area of

z Sudbury

RO4,

: S R = 1 001572 cell 35772 transmitted by the Greenford
Probability siteisinanarea afew hundred metres to
® 70% = 400m X
80% — 400m the north-east of the site (represented

by the dot at the centre of the
concentric circles)

The concentric circles represent the probability radius values - indicating that is a 90%
probability that a phone using that cell would have been located within the largest circle
(500m in radius from the centroid point), and lower probabilities of a phone having been
within one of the smaller radius areas (of 400m).

Centroids do not offer proof of a cell’s actual coverage area and are not considered to be
an alternative to aforensic RF survey for establishing a cells’ serving footprint, instead
they provide a further indication of the predicted coverage area of a cell and are designed
to offer a suggested starting point for any searches conducted that are looking for the
user of a phone that has connected to that cell.

If a source CDR contains centroid data, it can be displayed ona CSAS map.
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» ‘ ! A cell’'s centroids can be viewed via the
: cell site right-click context menu Cell
Coverage » Centroid » select cell ID.

»  Greenford Road - 234.15-00184.35772 - 3G / 68
3G / 182

The centroid for an individual cell will be
o ) S displayed as a set of three concentric
§ 40 rings, conforming to the probability
radius values provided in the source
data.

EEN,
NFoRs
)
Ros
)
N3S¥O

Clicking anywhere within the centroid

rings activates an information popup,

Creontond Kood which confirms the cell and site details

[ R and provides values for that centroid’s
probability radius values.

Probability

70% = 300m
80% = 400m
90% = 500m

The centroid visualisation can be overlaid with other cell coverage visualisation types,
such as sector fan or extent arms, or if CellView data is available for the cell that can also

be overlaid.
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14.6.18 Heatmap Mode

Heatmap mode is a site icon choice option (see Cell Site Icons). When selected, the map
shows cell site locations as coloured discs, but the colouring of the discs is based on the
level of usage rather than on attribution colour.
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Cells with higher levels of usage are shown with *hotter’ colours, those with lower levels
are shownusing ‘cooler’ colours.

When Heatmap Mode is activated, a key or legend panel appears on the right of the map,
this shows the usage levels (i.e. the call count) that equate to each colour. The
correlationis recalculated whenever the current dataset is updated, so the key always
reflects the proportions for the current data.

The key can be dismissed by clicking on the small grey arrow to the top right of the box
and can be revealed again by clicking on the same arrow. The key is included if the map is
exported to PowerPoint.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 230



f‘\ CSAS CSAS User Guide

CSASV3.16
14.7 Using the Details Panel

Next to the Grid, there is a pane from which you can select the following tabs/controls:
»> Locations
»> TopCells
»> Nominals
> CellView
»> RF Survey

14.7 .1 Locations

Locations, both ANPR and POI, from the currently selected set of files and layers, are
displayed inthe 'Locations’ tab:

The ‘Locations’ grid shows the name of each location, its type (ANPR or POI), the File or
Layer it belongs to and the number of events that each Location has associated with it.

Note: You can hide/unhide a Location on the map by checking/unchecking the necessary
checkbox against the Location Name.

You can export and import location data using the buttons at the top of the Locations
tab.

[fessies S Annn

Edit - The Locations tab supports aright-click menu function. You

~ canEdit the selected Location (which launches the Edit POI

Y aingromont popup), Delete the Location (which is not reversable) and can
send the Locationicon to the back (further away from the

j  sendtoBack viewer) or bring it to the front.

The Locations tab will also include one or more rows for each Timing Advance file that is
loaded into the map, if that TA file also includes point location data (as per T-Mobile and
ATS&T formats). The Location table row offers the option to show or hide the point
locations in the map, as they are generally regarded as not being evidentially accurate.
Check the row to see the associated point locations on the Case Hub map.

14.7.2 Top Cells

This tab provides you with analytics information of the top N cells (ranked by number of
events) in the selected case data. If the datain the ‘Case Hub' grid gets filtered, clicking

the  button withinthe 'Top Cells’ tab refreshes the data to show the "'Top Cells'in the
current dataset:
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ocations Top Ce Nominals CellView™ RF Survey

The list is restricted by default to show the top 10 cells/sites, but by selecting from the
drop-down in the tool bar, can be expanded all the way up to ‘All’ cells/sites.

Note: Inlarge cases it's recommended to keep this setting at 10 to avoid a performance
drag on the grid when thelistis refreshed.

The ‘Cells’ and ‘Sites’ radio buttons toggle the list from showing the top cells (based on
individual cell IDs) to top sites (based on site name). The ‘search’ box allows you to
search for a specific cell or cell ID.

Aright-click option allows you to:

”> Refreshthe data.
» Toggle between cell ID formats (raw and CGl).
»> Toggle between cell ID and site name.

» Selectasite and highlight it or zoom the map to focus oniit.

14.7.3 Nominals

The Nominals tab lists the attributed nominals in the case and provides an indication as
to whether each of those nominals has active events in the current dataset.

The Nominals tab provides a quick way of understanding which significant nominals were
active at different points in time during the period covered by a case. The grid shows, for
each nominal, their name, the set of identifiers that are associated with them and the
count of events in the current dataset:

Top Cells Nomina CellView RF Survey

Dessi Khan 07700902421, 07700907268 205

Using the checkboxes, the Nominals grid can be filtered to show ‘Target’ nominals and/or
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‘Non-Target’ nominals; it can also be set to include or exclude details of nominals who are
not active in the current dataset - e.g. if the ‘Case Hub' data is filtered to cover just one
day and the nominal, for example ‘Jorden Miller’, has no call records on that day, he would
be regarded as being ‘inactive’in the current dataset.

Stepped Proceadure

The following stepped procedures are broken down into:
»> Filtering the grid to the required dataset.
»> Refreshing the Nominals panel.

Filtering the Grid to the Required Dataset

From the sidebar, click the Y icon then from the ‘Filters’ panel, select the necessary
source data files and prefilters from ‘Source data’, ‘Date & Time', ‘Locations' and 'Event
types' panels using the drop-down menus, checkboxes and radio buttons and click on
the button; the data grid populates:

Note: Nominal(s) which have previously been attributed within the selected dataset are
listed inthe Nominals details panel:

Case Hub ©
— e
@ @ < > @ > @ D u L= @ @ O {g} Locations Top Cells Nominals CellSight™ RF Survey
v |Targets |v |Non-Targets v | Ihiclude Inactive
E = Name Identifier Filtered Events
.’. ... i Suspect A 07700900177 1478 &
J - Suspect B 07700900597 1547
51320 / 0.807 / Zoomlevel: 8 © MapTiler © OpenStreetMap contributors | Suspect C 07700900621 1592 v
Event.. Start Date Start... EndT.. Timin.. Dayo.. Durati.. Ring... File T... Event Type Descri... Identi... Attrib... Identi.. Att
Y = = = = = aflc = = = Al allc alc aljc aflc | A
- 1 14/08/2012 10:08:... Tuesday 00:00:... 00:00:... Incoming Vo... 07700... 07700... I
2 14/08/2012 10:24:... Tuesday 00:00:... 00:00:... Event
3 14/08/2012 10:34:... Tuesday 00:00:... 00:00:... Qutgoing Vo...
4 14/08/2012 10:36::.: Tuesday 00:00:... 00:00:... QOutgoing Vo...
5 14/08/2012 109:37%.. Tuesday 00:00:... 00:00:... Outgoing Vo...
6 14/08/2012 10:52: .. Tuesday 00:00:... 00:00:... Incoming Vo...
7 14/08/2012 10:57:... Tuesday 00:00:... 00:00:... Incoming Text
8 14/08/2012 10:57;... Tuesday 00:00:... 00:00:... QOutgoing Vo...
9 14/08/2012 11:03:... Tuesday 00:00:... 00:00:... Incoming Di...
10 14/08/2012 11:04:... Tuesday 00:01:... 00:00:... Data
11 14/08/2012 11:04:... Tuesday 03:35:... 00:00:... Data
12 14/08/2012 11:05%.: Tuesday 00:01:... 00:00:... Incoming Vo...
13 14/08/2012, 11:06:... Tuesdav ' 00:01:... 1 00:00:... Outanina Vo...
<
Number of rows: 4121 / Focused Call Index: 1
Multi row Print/Export | ~

Refreshing the Nominals Panel
If any changes are made to the filtered data set, you can refresh the nominals ‘Details’

panel by clicking either the button located to the right of the panel or the
button from the bottom of the ‘Filters’ panel.
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14.7.4 CellView

Note: CellView is an optional feature and requires an additional licence to activate it. If
you don't have a licence and you are authorised to get one, ask your CSAS administrator
for aLicence Code. To add a licence, see About/Licensing.

Note: CellView data is not evidential and is for intel use only.

If licensed, this feature gives you access to crowd-sourced cell coverage data, that when
plotted on a map can provide a realistic indication of the coverage area of each cell:

9@<(00>0bPc0Coo 7 c®

The panel provides aview of all'CellView' cell coverage polygons that are currently
available in the map and offers the opportunity to show/hide and recolour coverage
polygons. There’s also an option to search for additional cells’ coverage areas.

Please see Using CellView for more details of this feature.

CellView coverage details can be displayed on a CSAS map by selecting the CellView
option from a cell site right-click menu’s cell coverage option. Alternatively, the CellView
tab allows you to search for CellView data, where available, linked to a particular cell by
entering the necessary CGl cell ID you want to display on the map.

From the Details Panel, when you clickon et [ coe ey rlons
the CellView tab, a panel with a search P

field is displayed into which you can
enter the necessary CGl cell ID you want
to show on the map:

Cell ID Fill Colour Border Colour

CellView™ cell coverage data is not guaranteed to be complete; absence of coverage
indications is not evidence that a cell provides no coverage to a spedific location.

Cellview™ coverage data is intel only and is not intended to replace an evidential RFFS
survey,

Note: The CellView database is not comprehensive and some cell ID searches may not
result in cell coverage details being provided.

You must enter the Cell ID in one of the following formats:
”> MCC-MNC-LAC/TAC-CID
»>  MCC-MNC-ECI/NCI

Clicking the button creates a list of matching Cell IDs for you to choose from,
if any cells in the CellView database match the ID you entered. Selected cell IDs are listed
inthe grid with arandomly assigned Fill Colour and a Border Colour, which are used to
colour the polygon that represents the cell’'s coverage on the map.

The ‘Convert Raw EE 4G Cell IDs?’ checkbox option is intended to be used for the UKEE
4G cell network, as they have a non-standard format for 4G/5G cell IDs:
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Top Cells Nominals

RF Survey Polygons

Search by full CGI cell ID

Convert Raw EE 4G Cell IDs? @

v Cell D Fill Colour Border Colour

234-10-21428-16... [ 150, 102, 1... [ 102, 153, 255
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Selecting the checkbox forces CellView
to toggle between formats in the event
that an EE 4G/5G cell ID isn't recognised,
and to interpret 4G/5G cells beginning
with '234-30" using the specific EE 4G/5G
cell ID format.

You can turn on/off each Cell ID for which
CellView datais being displayed in the
map using the checkbox against each
searchresult:

You can zoom to the cell coverage
displayed in the map by right-clicking
over the Cell ID you want to zoom to:

You can select a different Fill Colour and
Back Colour for the cell coverage
visualisation using the drop-down
menus:

You can filter the searchresultsinthe
grid using the filter control in the 'Cell ID’
column.

Please note that CellView cell coverage data should only be used for intel purposes, it
should not be used as evidence of a cell’'s coverage area. The CellView tab includes the

following warning text:

Cellview™ cell coverage data is not guaranteed to be complaete; absence of coverage
indications is not evidence that a cell provides no coverage to a spedfic location.

CellView™ coverage data is intel only and is not intended to replace an evidential RFPS
survey.
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14.7.5 RF Survey

The CSAS RF Survey tab is activated when the optional RF Survey Module add-onis
licensed for CSAS v3. If you don't have one and you are authorised to get one, ask your
CSAS administrator for a Licence Code. To add a licence, see About/Licensing.

Once activated, the RF Survey Module add-on can be used to import raw survey data from
avariety of popular forensic survey devices. Evidential cell coverage data, gained from
imported RF Survey data, can be viewed in Case Hub maps - details of activated RF
Survey coverage visualisations are displayed in the RF Survey tab.

Detailed information about what the RF Survey Module does and how it does it is givenin
the CSAS v3 RF User Guide. Details information about the use of RF Survey in Case Hub is
provided in the RE Survey section.

RF Survey coverage details can be displayed on a CSAS map by selecting the RF Survey
option from a cell site right-click menu’s cell coverage option. Alternatively, the RF Survey
tab allows you to search for RF Survey data, where available, linked to a particular cell by
entering the necessary CGl cell ID you want to display on the map.

From the Details Panel, when you click on the 'RF Survey’ tab, a panel with a search field is
displayed into which you can enter the necessary CGl cell ID you want to show on the
map:

Fillers [«] = .
@
Case wide F

-

® -

-

Note: You can only use this feature if RF Survey coverage datais available in your case.
You must enter the Cell ID in one of the following formats for search to be possible:

»> MCC-MNC-LAC/TAC-CID

?> MCC-MNC-ECI/NCI

Clicking the button creates alist of matching Cell IDs for you to choose from,
if any cells inthe imported RF Survey datain the case match the ID you entered. Selected
cell IDs are listed in the grid with arandomly assigned Fill Colour and a Border Colour,
which are used to colour the polygon that represents the cell’s coverage on the map.

The ‘Convert Raw EE 4G Cell IDs?’ checkbox optionis intended to be used for the UKEE
4G cell network, as they have a non-standard format for 4G/5G cell IDs:
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Locations Top Cells Nominals CellView™ RF Survey Select”’]g the CheCkboX forces RF Survey
PR Search to toggle between formats in the event
Jconvert Raw e 46 call 052 ©) that an EE 4G/5G cell ID isn’t recognised,
4| el Fill Colour Border Colour and to interpret 4G/5G cells beginning
ST R Al with '234-30" using the specific EE 4G/5G
cell ID format.
o | R | T ey You can turn on/off each Cell ID for which
T ® RF Survey data is being displayed in the
cam Fil ol Border Color map using the checkbox against each
[ .1)4'107040767104% [ 150, 102, 153, 255 [ 102, 153, 255 Sea rCh reSU It:
Luames | Tp Okt | Mot | O™ | e You can zoom to the cell coverage
R o ® displayed in the map by right-clicking
il o Borde Coou over the Cell ID you want to zoom to:
-Z-— = Cmasess |
[ Zoom to Cell V
oo | Top o | omne | e | R You can select a different Fill Colour and
S o ® Back Colour for the cell coverage
T Fil Colour Border Color visualisation using the drop-down
_ [0 150, 102, 153, 255 _ menus:
[l Automatic
EEEEEE

ﬂliiiili

ll /NN EEn

=z More Colors.
Lot | Top G | Nomwets | G | 7 iy You can filter the searchresults in the
= grid using the filter control in the ‘Cell ID’
Convert Raw EE 46 Cell IDs? ®
v Cell ID Colour Border Colour COIU m n :
v 23:1710'04076710499 [ 150, 102, 153, 255 =- 102, 153, 255
14.7.6 Show/Hide Tabs

This function allows you to select which tabs are visible in the 'Details’ panel. The
checkboxes can be found in the 'Settings’ sidebar, at the bottom of the ‘Case Hub' panel:

Panels

2O

Unticking a tab in the list removes it from the Details panel.
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Note: Further tabs will be added over time as additional functionality is requested by
users.

14.8 Using Case Snapshots

This function allows you to instruct CSAS to save the current dataset as a Case
Snapshot, including all data currently selected to be viewed in the grid, plus any filters
you've applied.

Case Snapshots are often used as way of saving a snapshot of case data that relates to a
particular location, incident or time period. The Case Snapshot also saves the state of
the map (if one is enabled) at the point where the snapshot was saved - this means that
the map should reopenin the same state (i.e. same set of map objects in view and each
object the same configuration) as when the snapshot was saved.

Case Snapshots can be saved, Fitr type ®
reviewed, reopened and deleted all from ™ "

the Case Hub > Filters sidebar, inthe Snapaot rame

‘Source data’ section: S S

Incident 2

® Delete snapshot Save snapshot
You can also save Case Snapshots from E e 610 sleced o |
the Case Hub grid right-click menu: g R E
E——-
-=——
. L e
You can also create a Case Snapshot o x =] — —

ams outside the area

within a CSAS map from the ‘measure
from here’ and ‘marquee select’
controls:

Fimer gnd and create case snapshot

Once it has beenreopened, the datain a Case Snapshot can be exported via Case
Outputs, Case Export and the other usual methods.

Why, When, Who

This function is necessary to create, edit, save and reopen a Case
Snapshot. The intention is that if you save a Case Snapshot, when you

A? reopen it, you will get back to the dataset in the same state it was in
when you saved it, meaning you won’t have to remember which source
files and filter options you selected previously.

@ This function is undertaken whenever you want a snapshot of certain
case details torevisit at another time.

:ﬂt This function is typically carried out by the following users:
» CSAS User
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Stepped Proceadure
Saving a new Case Snapshot

1. Compile your required dataset by selecting the appropriate source files and
setting the necessary filters.

2. Trigger the saving of a new snapshot using one of the three methods outlined
above:

e GotoFilters sidebar > Source data > Snapshots and click ‘Save
snapshot’.

e GotoCaseHub gridright-clickmenu > Save Snapshot section and
look for your snapshot in the list.

e Usingthe map’s ‘measure from here’ or ‘marquee select’ features,
clickonthe ‘cog’icon in the popup label and select one of the filter
options, then select the ‘filter grid and create case snapshot’ option.

3. Name and save your new snapshot by clicking the button. You'll be
asked to provide a unigue snapshot name (unigue within the current case).

Open and use an existing snapshot

1. Toreopen/edit/save a snapshot, go to Filters sidebar and scroll to the 'Source data’
section, then select the ‘Snapshots’ option and look for your snapshot in the list.
2. Toopenthe necessary snapshot, tick it’s checkbox and click the button.

Delete a snapshot

1. Todelete asnapshot, go to Filters sidebar and scroll to the ‘Source data’ section,
then select the ‘Snapshots’ option and look for your snapshot in the list.

2. Todelete asnapshot, tickit's checkbox and click the button. Any
deleted snapshots are unrecoverable.

3. If datafrom the deleted snapshot was loaded in the Case Hub grid at the time, you
may need to click the Reset or Apply buttons to clear the data from the grid before
progressing.
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14.9 Using Map Exports

This function allows you to export CSAS maps and content in a number of ways using the
map background right-click menu ‘Export’ option drill-down:

Zoom

Add point of interest
Measure from here
Location & Search

Select Map Style

Export » | As animage

To Powerpoint

To KML/KMZ

14.9.1 Export As animage

The ‘export as animage’ option provides an alternative method for saving a screengrab of
the current map panel.

After selecting this option, you will be asked to select the ‘save to’ location for the
screengrab. The image will be saved in .png format.

14.9.2 Export To Powerpoint

This option allows you to export the contents of the map to a Powerpoint slidein a
selected file. Thisisn’'t simply a screengrab being exported, CSAS exports the map
content along with the north arrow (if activated), the scale and the map copyright
information, but it doesn’t copy the zoom in/out buttons.

You can choose to send the data to a new Powerpoint file (which opens automatically) or
to an existing file (which you can select):

Zoom

Add point of interest
Measure from here
Location & Search

Select Map Style

—— ] 2
To Powerpoint » | New File

To KML/KMZ » | Existing File

This feature is designed to make the process of compiling a mapping presentation using
CSAS simpler. It often works best if you create a preferred Powerpoint presentation
template first, then make a copy of that template for each new case and export map data
toit slide by slide as required.

14.9.3 Export To KML/KMZ

This option sends the current set of map objects and their details to a standard KML
mapping file. KML is a widely used open format used to exchange map information
between applications, allowing you to compile a map in CSAS and export it toviewin
another application (such as Google Earth).
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Cou
Export ’ As an image
3 T ZoomTevel1F B Powerpoint »
To KML/KMZ 4 Export keyed by site name

Export keyed by cell ID

art Date Start Time Event Index Timing Offset Dura

When exporting to KML, you can choose what the key piece of identifying data for each
location is, which has implications for how each location is labelled in the other mapping
application, with options of:

»> Export keyed by site name - locations are identified by cell site, camera or
POl name.

»> Export keyed by cell ID - cellular locations are identified by cell ID; other types
of location continue to be identified by location name.

When triggered, the ‘export to KML/KMZ’ function asks where the exported file should be
saved and then exports the datato a.kmz file.

The exported KMZ file is really just a zipped folder, that contains the KML file, itself
containing the exported location and event data, plus any icons that were included in the
original map, so they can be reproduced in another application.

Fat

(] Mame Type
& ANPR1.png PNG File
| doc.kml KML File

1 radicstation.png  PMG File

Why, When, Who

ﬂ? This function is necessary to export maps and their layers to create
screengrabs, mapping presentations and to view in other applications.

@ This function is undertaken whenever mapping data needs to be
reviewed, presented or viewed in other applications.

8 This function is typically carried out by the following users:
» CSASUser
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14.10  Using New Map

This function allows you to open an additional map as a new tab (a New Map tab) and load
necessary source data files into the map. This function allows you to open multiple maps,
in addition to the ‘Case Hub' map, up to the maximum number of open tabs allowable.

To openanew map tab, go to the CSAS Home Navigation Panel and click on the Dj]
button. The New Map tab opens:

CaseHub @ | Map1 ©

&3

QEBm<KPO>OOP IO o

O ke v |p
o . K : s o1 [/ ANPR
2 oo 6 ROE +

4 =
) Gy

Locations Top Cells Nomin:

Layers Locations Events

n.\

5
&
S Layer Name

Letchworth® § =

500 m

51982 / -0.194 / Zoom level: 14 5 J,\(kma N¢ © MapTiler © OpenStreetMap contributors 2

Event... Start Date Start... EndT.. Timin.. Dayo.. Durati.. Ring.. File T... Event Type Descri... Identi.. Attrib... Identi... Ath

< »

Number of rows: 0

Multi row Print/Export | ~

AMap Tabis really just an additional instance of ‘Case Hub' and works in exactly the same
way. The ideais that it gives you the opportunity to open additional maps alongside ‘Case
Hub'; they're called ‘'map tabs’ to differentiate them from ‘Case Hub' and avoid confusion.

From the new ‘Map Tab’, you can use:
»> All'Case Hub' features.
»> Animate the map- see Using Mapping.
You can also open a new map tab by sending data to a map from:
»> Dashboard
» CaseHub
»>  Analytics
» CaseCells

You can send data to a new map by right-clicking in any row of the Case Hub grid and
selecting ‘'Send tomap'.

Each new map tab is opened with the ‘Case wide filters’ and ‘Case wide settings’ disabled
- the rationale for this is that the new map tab would have been created to view a specific
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subset of data, if the tab is synced to the rest of the case, the data in view would also be
synced to the rest of the case and wouldn’'t show the specific selected subset of data,
which would defeat the purpose of opening the map tab in the first place.

Note: The functionality of the Details panel, Filters panel and Data Grid are the same as in
the Case Hub screen. For information about how to use these panels and how to filter
and import data into the map, refer to Using Case Hub.

Why, When, Who

@ |hisfunctionis necessary to map important data using a separate map

& tab(s).
@ This function is undertaken any time you want to display a full dataset
or asubset of dataon amap.
8 This function is typically carried out by the following users:
”?> CSASUser
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141 Using CellView

This function offers you a ‘desktop RF survey’ service that allows cell coverage areas to
be viewed on a CSAS map as graphical images, based on crowd-sourced cell coverage
data. This is made possible by expanding CSAS’s RF (Radio Frequency) survey
capabilities.

14.11.1 How is the Data Gathered

The service that provides the source data for ‘CellView' has deployed a widget in a variety
of popular smartphone apps that anonymously captures the geolocation of the host
mobile, device along with details of the Cell ID that is currently being used. This datais
transmitted to the provider’s database where it becomes available to be queried by
CellView users. The resulting database collates millions of readings from partner apps
and offers instant access to maps showing the general coverage area of cells across the
world.

It must be stressed that CellView does not provide the ability to track an individual phone
and cannot be used to provide any insight into the movement or location of specific
subject phones in an investigation. Its sole purpose is to provide a general indication of
the coverage area of cells, based on information provided by multiple contributing
phones over an extended period of time.

14.11.2 Output Examples
The diagrams below provide examples of the results of a CellView cell coverage lookup:

Traditional indicative coverage - gives you a traditional

® coverage visualisation based on the provided azimuth with
an expected coverage arc and an estimated cell reach or
radius.

CellView reported coverage - shows you the actual coverage
® for the cell as reported by the phones that host the partner

apps.

Knowledge of the approximate coverage area of a cell could be used as a starting point
when formulating a search strategy or could drive a decision to despatch units to a
particular area.
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14.11.3 Caveats and Limitations

CellView datais gathered from partner smartphone apps and other sources, therefore
cellmeasurement data will only be available for areas in which partner apps have been
used. This may further mean that high volumes of cell data have been captured along
major road and rail routes and in places where partner app users are likely to visit, but
lower volumes of cell coverage data might be collected in less popular locations.

In light of this, there are several caveats associated with the use of CellView cell
coverage data:

»> CellView cell coverage data is not guaranteed to be complete.

»> Coverage indications that encompass a specific point on the map are not
evidence that a measurement of the associated cell was obtained at that
exact location.

»> Absence of coverage indications at a specific point is not evidence that a cell
provides no coverage at that exact location.

»> CellView coverage data is intel only and is not intended to replace an
evidential RF survey.

Note: Coverage datais sourced from partner companies therefore Forensic Analytics Ltd
offers no guarantees as to the accuracy or completeness of the data.

There are also some data protection aspects to be aware of:

The measurement data collected by the partner apps is reported anonymously - there
are no device (IMEI) or user (IMSI, MSISDN) details reported - and it is therefore not
possible to use this data to identify or track individual phones or their users.

CellView data does not show the usage of cells by the specific subject phonesin acase -
there is no direct correlation between the usage of cells by subject phones ina case and
the cell coverage data provided by CellView. CellView is merely indicating areas in which
certain cell IDs have been reported as having been measured by multiple contributing
phones over time.

The information reported to CSAS consists only of the details required to draw the
coverage ‘polygon’ on the map; no details of individual phones or measurements are
provided tous.

The measurement data provided by the partner apps indicates that one or more phones
have reported their use of each individual cell ID in a combination of locations which,
when they have been joined by an outline, produce a polygon that covers a particular
area - just because a specific point on the map is covered by the polygon does not mean
that a measurement of the associated cell was obtained at that exact location.
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In this example, the small dark blue dots
indicate the hypothetical location of
phones thatreported measurementsfor =~ <. |
the associated cell ID via the partner B "

apps:

»> The coverage polygon is calculated by joining the outermost points (using a
mathematical technique called a ‘convex hull’); the resulting coverage
polygon bounds an area within which measurement points have been
reported but offers no indication of the likelihood or otherwise of coverage at
any specific point within that area.

»> The dots showninthe image are for illustrative purposes only, CSAS is not
provided with details of actual measurement points and therefore cannot
provide real images that contain this level of detail.

The source database contains measurements dating back several years, and initially all
coverage data will be exposed to ‘CellView' queries.

Each 'CellView' map contains the BACTON TOWER - 234-30-01153-60237 - 2G / ©

following caveat text. CellView data is for Intelligence use only]

CellView™ cell coverage data is not guaranteed
to be complete; absence of coverage
indications is not evidence that a cell provides

no coverage to a specific location. CellView™
coverage data is intel only and is not intended
to replace an evidential RFPS survey

This is showninthe Ce// Coverage » CellViewdrop-down (from the map cell site right-
clickmenu) which opens when you attempt to activate a CellView coverage polygon:

Note: The larger CellView panel also contains a longer string of caveat text which all
recipients of CellView data or maps must be made aware of. These caveats, along with
the anonymised nature of the reporting process and the lack of an audit trail for the
crowd-sourced cell measurements combine to ensure that CellView cell coverage
visualisations should only be used for intel purposes and should not be used in
evidence.

CellView coverage data is provided ‘asis’.

Caution: Although Forensic Analytics Ltd are prepared to provide statements or wording
to explain how CellView works and what its limitations are, we will also make it clear that
we regard this data as being for ‘intel only’ use. Forensic Analytics Ltd will not provide
statements that attempt to explain any one particular set of CellView results and will
offer no interpretation of those results. By using CellView within CSAS, you're agreeing
that you've read and understand these caveats. Forensic Analytics Ltd will not be held
liable for any consequences arising from the use of the cell coverage data provided by
this feature.
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14.11.4 Preparation

Prerequisites

CellView is an add-onto CSAS and is separately licensed, you must therefore have
existing CSAS licences to add a CellView licence to.

CSAS instances must have access to the Internet to be able to use this facility, it's not
available offline or to non-networked host machines. There is an option to have a
CellView server deployed within an organisation’s internal network, which would avoid
the need to connect via the Internet; please contact your CSAS account manager if you
would like to discuss this option.

Comms and Whitelisting

CSAS CellView looks up cell coverage details via an API call to the following domain:
https://apiv2.combain.com

This destination and any URLs that use it as a stem might need to be whitelisted in your
organisation’s firewall, proxy or other network edge equipment to enable lookups to take
place.

CellView replicates CSAS'’s general ability to interwork with network proxies, which is
based oninheriting the host PC’s network settings, there is no additional interface in
which to add proxy details, usernames or passwords, althoughit is possible to select the
network security protocol to be used (via the Help » About/Licensing > Web Request
Settingsmenu).

Note: CellView lookups are usually very quick but may take up to 30 seconds to complete
and could take longer if multiple cell IDs are sent in the same request.

14.11.5 Using CellView

CellView cell coverage lookups can be triggered from two places within CSAS, once the
featureis licensed:

»> Asearchbarin the Case Hub CellView panel.
» Aright-click menu option when clicking on a cell site icon in the map.
Acceptable Cell ID Formats

The CellView panel search bar option needs you to enter one or more cell IDs to search
for - to ensure that the results for the correct cell are returned, the cell ID must be
enteredin the CGl format. The traditional CGl format is:

» MCC (country code) - MNC (network code) - LAC (2G/3G only) - Cell ID.
An example fora2G/3G cell:

» 234-10-21001-18886
An example for a 4G cell:

” 234-10-130140787".

CellView will not be able to lookup cells without the leading MCC-MNC component as it
wouldn’t know which network to query. For 2G/3G cells, the CGI must also contain the
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correct LAC (location area) as 2G/3G cell IDs are only unique within a LAC and there may
be multiple cells nationally that have the same cell number.

4G/5G CGls don't specifically contain the TAC (Tracking Area Code) and so typically only
contain three elements - 'MCC-MNC-Cell ID". The cell ID component is referred to as the
ECI (EUTRAN Cell ID) for 4G cells and the NCI (NR Cell ID) for 5G cells.

CellView will also accept lookup requests for 4G/5G cells where the TAC hasbeen
included - so requests for 234-10-130140787 and 234-10-04288-130140787 would return
the same results.

Network-specific Anomalies

EE UK use an adapted version of the 4G/5G cell ID that doesn’t match the CGI format
transmitted by EE cells - this means that entering the 4G/5G cell ID format found in EE
CDRs will not get the correct result as the CellView database is populated with
measurements taken by phones based on what is transmitted by the cells. CSAS
automatically creates a standardised 4G/5G CGil for EE cells, which will provide the cell ID
in a format that CellView can work with.

The CellView tab search bar has a checkbox that forces CSAS into interpreting EE 4G/5G
cell IDs (prefixed with 234-30) in either ‘EE format’ or ‘CGI format’, but it's your
responsibility to switch between modes as necessary.

02 UK have a similar issue with some of their older 3G cells. 3G networks are optionally
able to refer to one or more cells with a combined identifier called a SAC (Service Area
Code), 02 choose to use a single SAC to describe all individual cells on the same
sector/azimuth of their 3G sites, so up to three cells (each with their own unique cell ID)
can be grouped and collectively referred to by the same SAC. The SAC is what gets
capturedin CDRs, instead of acell ID, but the SAC is not transmitted by the cells. This
means that SAC-only 3G cell IDs will not be recognised by CellView, as the database is
populated with CGl data transmitted by O2 cells, which does not contain the SAC.

The O2 Sort Cellar database is able to provide alookup of the cell IDs that relate to each
SAC, so you may be able to find an identifier there that can be used to lookup cell
coverage in CellView.
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14.11.6 Using CellView Lookup Process
CellView coverage data can be added to a CSAS map in two ways:
Map Right-click Menu

If alocation for the cell ID you want to search for is already visible in a CSAS map, for
example if a cell icon for the site that hosts the cell ID is shown on a map, CellView cell
coverage details can be requested from the cell icon right-click menu.

To open a CellView lookup: f Zoom { "

right-click on the necessary Mo

cell site and select Cell ;T.cloag - : =L

coverage > CellView and then Measure flom here | Extent » My -

the cell ID of interest: locaon &Search » | Arows > Woodlang, '
Highlight » | Radius 2

Not all cells will be eligible for | Atrbuton Colowrs [ CellView™ | Allontnissie)

Cellview lookups - see N g

Acceptable Cell ID Formats. |

If the cellis found inthe

CellView database, the e

coverage details are displayed 5 \

onthe map.

If the cell you've searched for is ) N S

not found in the CellView
database, an error message is
posted indicating a negative
result.

| The passed in Cell ID: 234-30-12345-12345 could not be found

As the cell location was already
being displayed in the map,
details of its azimuth and calls
should be available, so the
usual CSAS map features
(fan/extent/arrow and call
label) should also be available,
allowing users to view a mix of
CellView coverage and other
cell visualisations:

Note: CellView coverage details are not currently stored if a map is saved, they will need
to be requested again when a map is reopened to be able to be viewed.

CellView Panel Search Bar

It's also possible to search for CellView cell coverage data from within Case Hub:
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234-33-03609-11884 [ 150, 102, 153.. 102, 153, 2

If you know the cell ID you want to search for, but is not currently displayed on the CSAS
map, you can search by typing the cell ID into the search bar - see Acceptable CellID

Formats.

»> Ifthe cellis found in the CellView database, the coverage details are
displayed on the map.

» Ifthe cellis not foundin the CellView database, an error message is posted
indicating a negative result.

»> If cell coverage details are displayed in amap, the cell IDs are listed in the
CellView panel. You can:

o Show or hide individual cells by clicking the ‘View’ checkbox.

o Change the fill/outline colours or fill opacity of the highlighting used
foranindividual cell by clicking the ‘Colour’ drop-down menu.

CellView Settings

Currently there are no user-accessible settings for CellView.
14.1.7 Understanding Coverage Visualisation

CellView cell coverage visualisations provide anindication of the approximate coverage
areaofagivencell ID. As the data is collected from ‘partner’ smartphone apps, it must be
understood that the coverage data will only be gathered from places visited by users of
those apps.

s In this example, the fact that the coverage of the
cell (shownin blue) is mostly shown clustered
® along two main roads (Redditch Rd and Buntsford
Park Rd) doesn’'t mean that the cell in question
only serves along those two roads, but that users
of the apps were travelling along those roads (and
S Y - afew of the surrounding side streets in the town of
L Charford) when measurements were reported by
T apps running on their phones.

Note: Forensic Analytics Ltd have undertaken extensive validation of the CellView data,
as have several CSAS customers, and have found that where CellView datais available,
there generally appears to be a good correlation between the coverage areas indicated
by CellView and those obtained from physical RFPS surveys. We find that, in general,
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between 85% and 95% of CellView requests for UK cell are successful, but there will also
be a proportion of cells for which the service has no coverage data. CellView data is not
guaranteed to be complete, however, and absence of coverage indicated by CellView
cannot be assumed to mean that a cell does not provide coverage in a given area, only
that no measurements for that cell have been reported by partner apps in that area.
These caveats, along with the anonymised nature of the reporting process and the lack
of an audit trail for the crowd-sourced cell measurements combine to ensure that
CellView cell coverage visualisations should only be used for intel purposes and should
not be used in evidence.

14.11.8 Getting the Best Results

The cell coverage images produced by the CellView service are bounded polygons;
Forensic Analytics Ltd recommend using a light colour with reasonable opacity for the
infilland a stronger colour for the border.

If the 'CellView' coverage is of a cell for which a site icon and azimuth data are available,
we recommend showing the cell ‘extent’ arms in the map and also the cell site label, as
these details will add context to the image.

It's possible to show details for multiple cells in the same map, but we generally
recommend including a maximum of only 3 or 4 cells on any one map to avoid overloading
the viewer and losing the impact of the coverage visualisations.

Why, When, Who

&? This function is necessary to view cell coverage areas on a CSAS map
as graphical images, based on crowd-sourced cell coverage data.

This function is undertaken anytime you want to view a subset of data
@ from Case Hub on a map; however, you must have existing CSAS
licences to add a 'CellView' licence to.

382 This function s typically carried out by the following users:
» CSASUser

Troubleshooting

Not every CellView lookup will result in a populated map; there are several possible
reasons for this:

»> Coverage datais only available from areas visited by users of the partner
apps - if no users have visited an area, the database will not contain details
of any cells that provide coverage there.

» CellView lookups can only be performed using full (CGI) cell IDs; abbreviated
cell ID formats (e.g. cell ID only or LAC/Cell ID only) are potentially ambiguous
and a lookup cannot be performed using them.

»> Lookups of 02 'SAC-only’ cell IDs will not work - the SAC is not broadcast by
the cell and therefore won'’t be picked up measurements captured by partner
apps and further won't appear in the CellView database and so can't be
looked up
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» Lookups of non-standard cell ID formats (raw EE 4G cell IDs, for example)
won’'t work unless the request is made with the ‘Convert EE 4G cell IDs’ option
enabled, as the EE-specific 4G format is not broadcast by the cells (it's only
used inthe CDRs) and won't be picked up by the partner apps or stored in the
CellView database.

»> The CellView database is contacted via the Internet - if your PC is not
connected to the Internet, you will not be able to access the facility.

»> Some police or organisational networks may block access to the CellView
service - you'll need to confirm with your IT team whether you'd be permitted
to access the CellView service.
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14.12  Time Offset, Merging and Adjustment

CSAS Case Hub presents imported data in a grid organised in date/time order. For the
data to be presented correctly, the dates and times of the events must be shown in the
correct sequence. Some data sources - cellular CDRs, for example - are linked to very
accurate time sources and so the timestamps related to the disclosed events can be
trusted to also be accurate. Some data sources - handset downloads, for example - may
not have such rigorously accurate timestamps.

Although most mobile handsets default to obtaining their date/time reference from the
network, there is nothing to stop a handset user manually setting the date/time on their
phone to something other than the real’ time'. It's not unheard of for criminals to
manually set their phones to a different date/time in order to confuse any evidence that
might be captured from their device at a later date. There may also be instances where
datain afile was captured across multiple time zones. In these circumstances, it is useful
to be able to adjust the ‘displayed’ time of case events by applying an offset to them.

The 'time offset’ feature in Case Hub exists for this purpose.

Time Offsets are often useful if a case includes CDRs and handset download data for the
same device - the CDR events will usually have accurate timestamps, whereas the
handset events may not. It may be useful to be able to add a time offset to allow
duplicate records, where both a CDR and a handset record for the same event exist, to be
time aligned.

Applying an offset

When you work in "‘Multirow' grid view in Case Hub, the Time Offset function allows you to
add a date/time offset to an event or group of events so that you can compensate for any
differences between the event timestamps and ‘real’ time, effectively giving you manual
control over the order in which case events are displayed. When you right-click on the
grid, adrop-down menu opens from which you can select 'Time Offset":

Event Index Start Date Start Time Duration Event Type Identity A

nengn 00:00:21 Incoming Voice 07700900189

Fiter Data  » D:00:29  Outgoing Voice 07700900621
07700900621

Analies > Delete pice 07700900366

14/08/20

14/08/20 Copy/Export » Hide ext 150
07700900597

@ N e U B W e

14/08/20
14/08/20. " : v 07700900177

9 14/08/2012  11:04:00 o nking
10 14/082012  11:04:05 033519 Data

Lookup v

When you select 'Time Offset’ a pop-up window opens from which you can set the
date/time offset using the radio buttons, checkboxes and drop-down boxes:

§ 0 Offset start times of selected records = a x
i .

#) Time is before CDR time (offset will be added to time};

Time is after CDR time (offset will be subtracted from time)
Year Month Day Hour Minute Second
Total time adjustment for selected rows
+00:00:00:00:00:00

L \
i Apply Offset Reset Cancel
i . —_‘
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You are asked to indicate whether you wish to add a positive offset to create a displayed
time that is earlier than real time into alignment, or to subject a negative offset to create
adisplayed time that is later than real time into alignment.

You can then select the time units (years, months, days, hours, minutes and seconds)
and the value of the offset.

In this example, the 'Hour' checkbox is selected and a time offset of "1 hour is applied.

Offset start times of selected records

® ) Time is before CDR time (offset will be added to time)

Time is after CDR time (offset will be subtracted from time)

Year Month Day V' |Hour Minute Second

It

Total time adjustment for selected rows

+00:00:00:01:00:00

Reset Cancel Apply Offset

The "total time adjustment...’ value indicates the total value of the offset that is to be
applied.

When you click the button, the pop-up window closes and the grid adjusts to
apply the selected offset.

The value of the applied offset, if any, for each row in the Case Hub grid can be viewed in
the ‘Timing Offset’ column, whichis displayed in the ‘full’ grid layout. Any time offset
actions are captured in Case Audit.

An example of the application of a time offset is shown below, which presents the same
dataset with and without an offset applied.

In this version, no offset has been applied - the first event timestamp is 19:00:52 and the
Timing Offset columnis set to O for all events:

Start Date Start Time Timing Offset Duratior Event Type Identity A Attribution A Identity 8 Attribution 8
12/08/2017 19:00:52 1 0 00:00:00 Incoming Text OEBBBE038DB7A0398822 07700902421 | Unknown 1
12/08/2017 2 0 00:00:00 Outgoing Text 07700902421

12/08/2017 3 ) 00:00:00 Incoming Text 3535 07700902421 | Unknown 1
12/08/2017 4 0 00:00:02 Outgoing Voice 07700902421 wn 07700907514

12/08/2017 19:08:20 - 0:17:0 Incoming Voice 07700907514 07700902421 | Unknown 1
12/08/2017 19:36:06 6 0 00:01:05 Outgoing Voice 07700902421 L wn 07700907514

12/08/2017 19:46:25 7 ) 00:00:00 Incoming Text OEBBBF83BDB7AB3DBE23 07700902421 | Unknown 1
12/08/2017 20:28:41 8 0 00:00:05 Outgoing Voice 07700902421 L wn 07700907514

12/08/2017 20:29:46 9 0 00:00:20 Incoming Voice 07700907514 07700902421 | Unknown 1
12/08/2017 20:44:35 10 0 00:00:15 Outgoing Voice 07700902421 07700907514

Whereas, in this version, a positive one-hour offset has been applied - the first record is
now at 20:00:52 and the Timing Offset column indicates that a 1h offset has been
applied.
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Start Date Start Time E

12/08/2017 20:00:52 1
12/08/2017 20:00:59 2
12/08/2017 20:01:01 3
12/08/2017 20:02:53 4
12/08/2017 20:08:20 5
12/08/2017 20:36:06 6
12/08/2017 20:46:25 7
12/08/2017 21:28:41 8
12/08/2017 21:29:46 9
12/08/2017 21:44:35 10

Timing Offset

Duration

0

0:00:00

00:00:15

Event Type

Incoming Text
Outgoing Text
Incoming Text
Outgoing Voice
Incoming Voice
Outgoing Voice
Incoming Text
Outgoing Voice
Incoming Voice

Outgoing Voice

CSAS User Guide
CSASv3.16

Identity A Attribution A Identity B Attribution B

0EBBBE038DB7A0398822

07700902421 Unknow

07700902421 | Unknown 1

3535 07700902421 |
07700902421 Unknow 07700907514
07700907514 07700902421 | U
07700902421 Unknow 07700907514
0EBBBF83BDB7A83DBE23
07700902421 Unknown 1 07700907514
07700907514

07700902421 | Unknown

07700902421

07700902421 Unknown 1 07700907514

Note: This can be applied to single row or multiple rows in the grid.

Removing an offset

Toremove an offset, use the same process as outlined above but deselect all time units -
you will be warned that you're trying to apply a zero offset and will be asked if you want to

clear any applied offsets - click 'yes’.

All selected records will be returned to their original timestamp.

Why, When, Who

This function is necessary to change the displayed timestamp for one
or more events and to bring records that relate to the same event into
time alignment.

@ This function is undertaken any time there is a justifiable need to
apply an offset to source data.

s8s This functionis typically carried out by the following users:
» CSASUser
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14.13  Using Cell Confidence

Voice and SMS connections are handled in such a way as to ensure that the CDR record
captured for each event provides details of the cell that was in use by the subject phone
at the start time stated in the record. This kind of certainty is sometimes referred to as
being an ‘at conclusion’, because if arecord’s start timestamp and start cell correlate, it
is possible to state that the subject phone was somewhere within the coverage area of
the cell ‘at’ the time stated in the timestamp.

Due to the more periodic nature of mobile Internet connectivity, where phones can be
active but not connected to a cell for long periods of time, GPRS (or mobile data) records
are capturedin adifferent way to voice or SMS records. This makes them difficult to use
evidentially, as there is often a less definite correlation between a record’s start time and
its start cell. This means that it is not always possible for analysts to draw a conclusion
that Phone A was within the coverage area of Cell B at Time C. GPRS events, when
included in a cell site analysis report, are often presented with an ‘at or before’
conclusion, to highlight the fact that the start cell and start timestamp do not necessarily
correlate.

There are however some scenarios where it is possible to have confidence that the start
time and start cell on a GPRS record do correlate. For these records we can say that ‘cell
confidence’ (e.g. confidence that the record’s start time and start cell correlate) is ‘true’.

The ‘Cell Confidence’ columnin the Case Hub grid is a simple Boolean (True/False)
column. Records for which cell confidence is true will be ticked, those for which cell
confidence is false will not be ticked.

You can look for GPRS record correlations using the ‘Cell Confidence’ column in the Data
Grid:

Start Date Sta... ‘ndA.. EndE.. EndN.. Endlat EndL.. Sourc.. Com.. Intel.. NetworkN... |Cell Confidence Start.. E

- = = = = aflc Aflc e e e aflc ] Afc A

01/09/2012 00:00:... 47913... EE

| 30/08/2012 00:00:... 240 534281 182769 51.52.. -0.065.. 47913.. EE
31/08/2012 00:03:... 47913... EE
31/08/2012 00:03:... 47913... EE
02/09/2012 00:05:... 47913... EE
02/09/2012 00:05:... 47913... EE TQ 34...
04/09/2012 00:05:... 120 533600 185300 51.55... -0.074.. 90743... 02 Ltd. TQ 33..
03/09/2012 00:06:... 1201 533600 185300 51.55... -0.074.. 90743... 02 Ltd. TQ33.. ¥

>

TQ 34...
TQ35...
TQ35...
TQ34...

ANIESIENIESIRSIES

Number of rows: 4121 / Focused Call Index: 2017

Multi row Print/Export | ~

Cell confidence will always be ‘true’ for voice and SMS events and will always be set to
‘false’ for GPRS/mobile data events unless a specific set of circumstances is detected.

Note: Cell Confidence can only be used with the records provided by certain networks,
not all GPRS CDRs provide enough information to make a cell confidence determination.
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It may be possible to use an ‘at’ conclusion with GPRS CDR records in some
circumstances, amongst which are:

»> Start of anew session denoted by change of Charging ID or a gap of more
than 10 seconds between the end of the previous record and the startofa
new one for the same network element (Access Point Name (APN)).

»> Change of technology for follow-on records.

Not all networks’ GPRS CDRs include the necessary information to allow CSAS to make a
cell confidence determination - it is helpful if the CDR contains data fields such as
Charging ID, end time or duration and APN. If some of all of those data types are excluded
from the CDR, CSAS will assume that all GPRS record have cell confidence = false.

If a CDR does provide enough information in the GPRS/data records, CSAS can attempt to
determine if auser can have confidence that arecord’s start cell correlates with its start
time. The method is as follows:

»> Always assume that an ‘at or before’ conclusion is good enough for a GPRS
record unless you need to place the phone in a cell coverage 'at’ a specific
time and can’t do it with voice or SMS records.

»> Compile reports and identify the GPRS events for which you need touse an
‘at’ conclusion (those for which an ‘at or before’ conclusionisn’t good
enough).

»> If you decide not to use any ‘at’ conclusions for GPRS events, then there’s no
need to determine the cell confidence.

»> Checkif aCharging ID is available in the CDR. The change of Charging ID
denotes the start of a new session and you should have confidence in the
correlation of the start time and start cell for the CDR record that is recorded
at the start of anew session:

o IfaCharging ID isn’t available, then you can look at the gaps between
the end time of one GPRS record and the start time of the next GPRS
record for the same APN. If there is a gap of 10 seconds or more then
itis reasonable to assume that the old session ended and a new
session has started therefore you can have confidence in the
correlation of start time and start cell.

o Ifthe Charging ID doesn’t change and/or the gap between the end of
onerecord and the start of the next for the same APN is less than 10
seconds, check the technology. If the technology changes between
two records for the same APN, then it is reasonable to assume that
the start cell on the new record correlates to the start time therefore
giving the ‘at’ conclusion.
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Case Hub can be set to only display records where cell confidence is true, if required.

® - Inthe Settings sidebar, Data Display section, select the ‘Show
7] Show events with cel confidence orly events with cell confidence only’.

With this option selected all voice/SMS and other types of
events will be shown as usual, but only GPRS/mobile data
events where cell confidence is ‘true’ will be displayed, events
where cell confidence is ‘false’ will be hidden and ignored.

Why, When, Who

This function is necessary to indicate whether the start cell of each

A? record can be expected to correlate with the start time, making it far
easier for analysts and investigators to make full use of this important
type of evidence.

@ This function is undertaken whenever you want to correlate the start
time and start cell on a GPRS record.

58 This functionis typically carried out by the following users:
7> CSASUser

14.14  Printing / Exporting

This function provides you with options Mt rowe gric - Print all

for printing and exporting the contents of o gd =Pt seected
the Case Hub grid via the oo et e

Multi row grid - Export selected rows to Excel

button which opens the following drop- Export top cells/stes
dOWﬂ menu: Export nominals

Print top cells/sites

Print nominals

The 'Export’ and ‘Print’ facilities offer several options:
” Print/export all - the entire contents of the Case Hub grid will be output.
» Print/export selected - only the ticked Case Hub rows will be output.
” Itis also possible to print/export the grids for two of the Details panels.

If selecting to Export, a status bar and pop-up message window will be displayed as the
report is generated and saved.

The following message pop-up window opens stating where the generated report has
been saved to:

Report saved to :
C:\Users\ \Cases\ef431e1a-918b-42f3-b39d-4d3aa708af6d\Outputs\CaseHubGrid2 xls

When the user clicks on the button, the message pop-up window closes and the
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generated report opens from which you can edit as per the usual Excel functionality.

If selecting to Print the Grid, you'll see a similar pop-up message showing you the print
progress, then a ‘Preview’ pop-up window opens:

Sdiaction | Ewdindes  SwiOae St Tine 1100 Col Vaalig Tie Tyrd Torowii Sutbrmiibetinest Sl iNEDSe C Coll art Ot S Pos AGHT S0 T4 Asit EaNorart il LCal (1 ©08 SIRTLAC

Paige 1 0l 20 Woon * —

Clicking on ‘File’, "View’ and ‘Background’ gives you various options for page setup, tool
bar, status bar, colour and watermark options. You can edit the print file by choosing
buttons from the tool bar at the top of the pop-up window.

Why, When, Who

‘? This function is necessary to print or export the user’s completed
dataset for review.
@ This function is undertaken any time Case Hub is used.

This functionis typically carried out by the following users:

» CSASUser
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The Case Outputs function allows you to output processed source data (either a ‘basic’
dataset created from an unfiltered set of source files or *filtered’ snapshot dataset in
which the data has been filtered by date/time or some other criteria) and export to an
Excel workbook in either the Investigation format or one of the Exhibit formats.

The Case Outputs grid lists all outputs created in a case, not just those exported via the
Case Outputs screen, this includes reports generated in Analytics, Case Hub and other
screens. This provides the opportunity to view and manage all case outputs in one place.

15.1 Layout

The Case Outputs screeniis split up into windows and panes:

»> File Listgrid
»” Templatelist

»> Template description

»> Options.

% csasv3

 file  Comprehensive UK case  Admin

Configuration

Utilities  Help @

Full Access Case @ LocalDB  (@lB® Intel Mode

E = | CaseHub @  CaseOutputs @
1 File: List
Qutput filename Exhibit... Case Snap.
N + Exhibit 6 (A3) UK multir..
4
t
T
Case Output Generation
Templates | Fast Time Reports | User Templates

Temp... ReportT.

Exhibi... CallsSch..

Template Description
This Exhibit format &
presents fully-

® 3@ A~ o

Intel?  Creation date/time Created By ~(CSAS Version E.. Actions

09/04/2025 09:35:28  joe.hoy 3.15.0.56992  Fi.

®

Output Filename Exhibit 6 (A3) UK multirow format (CGI) v2.2_Comprehensi

Case Identifiers & Attributions v2.1.xlsx - detailed call and
i cell information in @ Exhibit Ref
Cell Details for RF Surveyors v2.2.xlsx "multi-line’ format
1 Cell Locations only (GN01 format) v3.2.xdsx (e.g. each call
record is displayed
n Exhibit 13 (A3) UK Generic single row format 1 v2.2.xsx on a separate line,
i Exhibit 14 (A3) UK Generic single row format 2 v2.2.xisx calls between
target phones may
Exhibit 2 (A3) UK single row v3.3 Raw cell ID.xisx occupy two data
rows, one for each
Exhibit 2 (A3) UK single rove v4.2 CGI cell ID.xlsx leg of the call). The
Exhibit 51 (A3) Condensed Single Row v2.2.xisx exhibit workbook
1 includes optional
Exhibit 6 (A3) UK multirow format (CGI) v2.2.xlsx Coversheet, Index
i Sheet, Cell Details
Exhibit 6 (A3) UK multirow format (Raw) v2.2.xsx cheete and
bl GecTime export template v3.2.xlsx hd Combined and
Individual phones
® sheets. Cell
locations are shown v
< Warning - evidential call schedules and other output reports must be proofread and peer reviewed before being submitted to court

> Version 3.15.0.56992 Alpha 20250407.1

Filters

Case-wide Filter

Source data [©) ‘
Filter type @
®) File Identifier

Snapshots
| DataSource  Identifier  Type
/| 2421 021305 [HRRA000020 coR  +

ELE R IEREY 247700903..
ANPR data -...
ANPR data - ANPR

2421 cellebri... [ERPIRRZLIN Han...
handset dow... [EEZEIZZ Han..

Telematics_B...

Tracker BS7.

2421 Home... FOL..
3852 Home. POL. "
Cell Logic
Override -1® .
Date & Time @
Locations [©)
........... N\ M
Reset Apply

Case 'Comprehensive UK case’ is editable on the |local database. Licence Expires - 10/02/2027 @ @ |

The content of the output file from Case Outputs is selected using the Filters sidebar

'Source data'’ tab.

Case Outputs functions are available by clicking on the Il Case Outputs button from the
Case Home screen (or by other screen prompts) which opens the ‘Case Outputs’ screen.
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WARNING: AS HARDAS FORENSIC ANALYTICS LTD TRY TO ENSURE THAT CSAS
OUTPUTS AREACCURATE, WE CANNOT IN GOOD FAITH GUARANTEE THAT ERRORS
WILL NEVER BE MADE, ALTHOUGH IT IS VERY RARE. FOR THIS REASON, WE HAVE

ALWAYS SUGGESTED THAT CALL SCHEDULES AND OTHER PRODUCT OUTPUT FROM
CSAS IS PROOFREADAFTER ITHAS BEEN CREATED AND IS PEER REVIEWED BEFORE

BEING SUBMITTED TO COURT.

Please note the following WARNING text stated at the bottom of the Case Outputs
screen:

“Warning - evidential call schedules and other output reports must be proofread and
peer reviewed before being submittedto court.”
15.2 Creating a New Output File

Output workbooks can be created directly from the case source data files or from any
Snapshots you have saved inthe Case.

Why, When, Who

This functionis necessary to create a new output file to be used to
g‘? exhibit data for a case or to export data to enable further analysis
outside of CSAS.

@ This function is undertaken at any time Case Outputs is selected and
anew output file is required.

This functionis typically carried out by the following users:

»?> CSASUser

-

Stepped Procedure

1. From the Filters sidebar, select the source files or Case Snapshot you want to
export.

Set any filters or settings options, such as Redaction that are required.

Select the required output or Fast Time template.

Set any required Options and assign an Exhibit Reference if required.

To start the export, click the button.

The exported template will be added to the Case Outputs file list grid and will be
opened automatically if Excel (or acompatible open office product) is available.

15.3 Grids and Controls

The Files List grid shows all output files that have been created for a Case:

o oSO

op

T
Case
Casel

CaseHubGrid2.xls
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The grid contains the following information about each file:

»

»

»

»
»

»

»

»

»

»

»
Note

‘Output filename’ - this column shows the filename without the ‘folder path’
information. The default name for each file will be [ <template type > _<case
name>_<index>.xIsx] but this can be replaced with a custom file name by
selecting ‘Output File Name’ from the Options panel and entering the required
details.

‘Exhibit Ref’ - this column shows the optional Exhibit Ref you assigned to each
output file - listing the Exhibit Ref here might make it easier to keep track of the
exhibits that you've created.

‘Case Snapshot' - this column shows the name of the case snapshot you used to
create the output, if any.

‘Template’ - this column shows which template was used to create the output file.

‘Report Type’ - this column shows you what has been output, in this example a
fully-detailed, multi-row call and cell schedule has been created e.g. each call
record is displayed on a separate line. The Report Type is dictated by the type of
Template you select.

‘Intel?’ - this column shows if any intel records have beenincluded in the output
data; if any intel records were included, the box will be ticked.

Note: Updated templates that contain the intel records column have the
template filename suffixed with ‘_INTEL"and have INTEL ONLY’ in the sheet
headers).

‘Creation date/time’ - this column shows the date/time that the file was created
by CSAS (or the time at which CSAS first became aware of it, in the case of files
that were copied into the ‘Output’ folder from elsewhere).

‘Created By - this column shows the user who generated the report.

‘CSAS Version’ - this column shows the version of CSAS that created the output
report.

‘Error’ - this column will be populated with a message if any errors or issues are
detected with any listed output files

‘Actions’ - see Grid Right-click and Actions Menu.

: You can double-click on any output file in the list which automatically opens the file

in the appropriate application or viewer.

15.3.1

Grid and Column Controls

The Case Outputs grid shares acommon set of filtering and layout controls with the
other grids in CSAS. Details of how to apply filters, customise the column layout and
other grid control options are givenin Grid Filtering and Controls.
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15.3.2 Grid Right-click and Actions Menu

Right-click menu

The grid supports aright-click menu that hosts additional options, most of which are
replicated in the ‘Actions’ menu, which is accessible from the last column in each row in
the grid:

Open file
Delete file

Delete selected files

»> Openfile - opens the selected file in the appropriate viewer, for example, xIsx
files will be opened in Excel (or an equivalent open office application) if
available on the host machine.

?> Deletefile - deletes the selected file. The file must be closed for this
complete this action.

?? Delete selected files - multi-selects several files and delete them all in one
action.

»> Export file to PDF in landscape - exports an Excel file to PDF with the page
orientation set to landscape.

»> Export file to PDF in portrait - exports an Excel file to PDF with the page
orientation set to portrait.

” Export file to CSV - exports an Excel file to CSV. The contents of multi-tab
Excel files are all exported sequentially into one CSV file.

Actions menu

The 'Actions’ menu offers a similar set of options, except the option to delete multiple
files - as the Action menu works on arow-by-row rather than a multiple row basis:

Open file

Delete file

Export file to PDF in Landscape
Export file to PDF in Portrait

Export file to CSV
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15.3.3 Template Panel Right-click Menus

Templates and Fast Time Reports panels
Open Template

New Template

Check For Updates

View Exhibit Templates Folder

»> Open Template - opens the selected template in the Template Builder for
editing.

»> New Template - opens a blank template in the template builder ready to be
created.

»> Check for updates - checks the templates folder to see if any new templates
have been added, if any are found they are added to the templates list.

»> View Exhibit Templates Folder - opens the CSAS templates folder so the
current set of templates can be viewed and new templates can be copied in.

User Templates panel

This offers the same set of options apart from ‘Check for Updates’, as user templates are
created locally and there is no opportunity to import them from elsewhere.

15.3.4 Options Tab

Gives output-specific options:

w v3.1 Raw cell ID_R v

»> 'Exhibit Output Filename' - allows you to select a name for an output file
rather than accepting the automatically generated one.

»> 'Exhibit Ref' - allows you to add an Exhibit Reference that will be added to the
output file (if the ‘exhibit ref’ field was included in the template).

15.3.5 Sidebars
Filter Sidebar

Case Outputs uses the same standard ‘Filters' sidebar as other screens:

»> Thedatatobe output is selected using the ‘Source data’ tab and either File,
Identifier or Case Snapshot options.

»> You can choose to output the data from just one source file or from a set of
source files.

»> You could choose to output the data for one or more identifiers, or you could
choose to out the data from a Case Snapshot (currently you can only select
one Snapshot at a time to output).

”> The Cell Logic setting governs whether ‘'source’ cell details or the potentially
more comprehensive ‘override’ cell details will be included in the output.

»> Youcan also choose to use any of the other filters in the sidebar (date/time,
time slice, location or event types) to edit the dataset before outputtingit.
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Settings Sidebar

The 'Data Display’ tab includes the ‘Call index start point’ control, which specifies that the
first eventin the dataset be given a specific sequence number rather than startingat 1 -
this feature can be set to apply to the created output.

The Matching settings, both duplicate matching and single row matching, will be applied
to the created output.

The Redaction settings will be applied to the created if you need some or all personally
identifiable details to be redacted.

Export Sidebar

The 'Export’ sidebar provides options to output the contents of the File List grid in a
variety of formats:

File Export - -

Outputs must be proofread and peer reviewed

before being submitted to court

15.4 Output Formats

CSAS can output the selected data in one of several ‘exhibit’ or ‘intel’ templates or it can
output a more analytical set of reports using one of the Fast Time Reports templates.

15.4.1 Selecting Templates

This function allows you to select a Template into which your chosen source files or case
filter is output. Typically, the standard set of Templates (or formats) bundled with each
CSAS installer package includes:

Template

ple list of the
vith the colouration

vith postcodes v2.xisx
ot 2 v2.xisx

Exhibit 2 (A3) UK cell ID.xlsx
Exhibit 2 (A3) UK
Exhibit 2 (A3) UK
Exhibit 51 (A3) Co

»> 'Exhibit’ formats - specifically created to be court-ready formats that can be
printed as exhibits.

o 'Exhibit Format 2’ - 3 format based on the single line format favoured
by some police forces, dis- plays both legs of a call (outbound and
inbound) on a single line.

o 'Exhibit Format 6’ - CSAS-specific 3 format, multi-line, full cell details
designed for UK use with easting/northing for site locations.
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o 'Exhibit 13 UK Generic1' - 3 single-row format that matches the
preferred style of many UK police agencies (with date/time columns
on left of form).

o 'Exhibit 14 UK Generic 2' - 3 single-row format, same as Generic 1 but
with date/time columns in centre of form.

» 'Intel’ formats - which provide full details of all call records, though not
particularly suitable for printing once output to Excel due to the large number
of data columns.

o ‘CellDetails for RF Surveyors’ format - outputs cell details with
additional information of use the RFPS surveyors.

o 'GNOT format (generic cell details import form) - this template will only
output the case cell details into the standard CSAS rescue format’ for
cell addresses. This allows the form to be manually updated, if
additional cell address details are available, and then reimported back
into the CSAS case.

o 'GNO02’ (or ‘Rescue’) format - the GNO2 generic call details import
format can be used as a generic ‘rescue’ format to import data from
unrecognised formats and can also be used to export &reimport data
into CSAS ‘Full’ information formats display content such as Cell ID,
Cell Site Name, Azimuth and Site OSG, ‘abbreviated’ formats typically
show only Cell ID and Site Name format. This format can be reimported
backinto CSAS if necessary.

o ‘Large Case’ format (a minimal template with a single worksheet
designed to allow very large cases to be output without crashing
Excel).

o 'CasePhones’ format (produces an A4 sheet that lists the set of
target phonesinacase).

o ‘CellLocations’ only format (produces an A4 sheet that lists the cells
inthe case).

» ‘Intel Mode’ formats (a set of output templates especially for Intel Mode that
contain an extra column for an ‘Intel?’ indicator - if a record is an intel record
itwillhave a'Y’, isitis an evidential record it will have an ‘N’. Templates that
contain the intel records column have the template file name suffixed with
'_INTEL  and have ‘INTEL ONLY’ in the sheet headers):

Note: When clicking on a Template, the "Template Description’ pane automatically
provides a short description of each selected Template.

The Template panel has a right-click menu option from which you can select:

»> Open Template and New Template - both menu options open the Template
Builder screen:
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»> Check For Updates - this option allows CSAS to check to see if any new or
update Case Outputs templates have been copied to the Templates folder
and to add them to the Templates list if so.

»> View Templates Folder - this option opens a new screen displaying the
location for all Case Outputs templates:

When new or updated template files are released, they need to be stored in the
appropriate Templates folder, there are several ways in which this can be achieved:

»> Updated template files can be downloaded from the Forensic Analytics
secure support website; we will issue email alerts when new files are
available.

»> CSAS Support can email updated template files directly to users who have
requested them.

After receiving or downloading updated templates, you just have to right-click in the
Templates panel and select 'View Templates folder’ and then paste the new file into the
templates folder, then click ‘Check for Updates’ and the newly imported templates will
then be available for use.

15.4.2 Selecting Fast Time Reports

This tab allows you to quickly create a customised report which only includes relevant
source data about the requested subject identifiers. You can right-click inside this tab to
edit an existing template or create a new template:
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Case Output Generation

T late D ipti
Templates Fast Time Reports User Templates emplate Description

Fast time multi phone template

Fast Time Multi Phone.xlsx

Fast Time Single Phone.xlsx Open Template

Fast Time Wanted Missing Person.xlsx New Template
Check For Updates

View Fast Time Templates Folder

Once you select the Source data you want to include in your report, you can select a Fast
Time template to exportitin.

Fast Time reports give the ability to mix ‘call schedule’ type outputs, that provide
formatted lists of selected case events, with ‘analytics’ style queries, such as ‘top 10
contacts’ or ‘top 10 cells’.

Each element is output to a different tab of a multi-tab Excel workbook. It's possible to
create customised Fast Time Report templates using the Template Builder.

Currently, there are three Fast Time Report templates, that have the following tabs:
»>  Wanted Missing Person report:
o Coversheet -request details
o LinkedIMEIs &IMSIs
o Last 20 contacted numbers
o Top 20 contacted numbers
o Last20billing records
o Wideareamap
o Last10celllocations map & data
o Last4celllocations map & data
o CallDistribution over Time
o Mostusedcells
o Glossary
»>  Multi phone report:
o Coversheet -request details
o Top 20 contacted numbers
o Top20common numbers
o Eventcounts
o SIM Swapping
o Wideareamap
o Detailmap

o Location Detail maps
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o Time of Day activity
o Mostusedcells
o Billing file details
o Glossary
»> Single phone report:
o Coversheet -request details
o Linked IMEIs &IMSls
o Top 20 contacted numbers
o Top10landline numbers
o Wideareamap
o Top10Ocells
o Top10cellsites
o CallDistribution over Time
o Mostusedcells
o Glossary

Note: Using the Template Builder, you can build your own bespoke template; however,
we suggest you contact CSAS Support first for more information.

Why, When, Who

A? This function is necessary to create analytical reports for specific
subject phones.

@ This function is undertaken whenever you want to create an analytical
fast Timereportinacase.

ﬁf- This function is typically carried out by the following users:
» CSASUser

Stepped Proceadure

1. Fromthe sidebar, select Filters' then from the ‘Source data’ pane, select the file(s)
you want to exportin a Fast Time Report.

2. Fromthe Template’' panel, select the Fast Time tab and select the required Fast
Time template.

3. Inthe'Options’ panel, if you want a different filename to the one generated for you,
in the "Exhibit Output Filename’ text field, enter the necessary filename.

4. From the 'Options’ panel, if you have an exhibit reference number you want to add,
enter itin the 'Exhibit Ref" text field.

5. Togenerate your Fast Time Report, click the button. A "Please Wait" pop-
up message opens whilst your report is generating, then your report opens inthe
selected format:
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Fast Time Single Phone_Test Case 1_1_07700900177.sx + Exc I-nnw:hm. m

Addint  Help  Acobat Q  Tell me what you want to d

vedoper
— - A o

..... - AR X Al
) F .‘l : : [l e ﬁ/

1 |Request Details \

2

3 Subject Phone 247700900177 | Start Date Time |20/08/2012
4 Number of Files 1 |End Date Time _|05/09/2012
5 Network Provider  |UX_TMobile

6

7

8

9

10

1

12

13

14

15
16
17
18

_Request Detai ils_ Top 1 nbers 0 Landline Numbers 0 Celts 0 Cell Sites .., (¢ ‘
] (Fonplysenngs @@ W P - ——r

Inthe 'File List’ grid, your report is listed:

= | Case Outputs ©

Fast Time Single Ph. Single P. FastTl...  CallsSch. 07/12/2021 3.5.0.9..
6. IntheFile List' grid, at the end of the applicable row, you can Open or Delete a
report by clicking in the "Actions’ column and from the drop-down menu select the
necessary action:
= | CaseOutputs © Y
P
& 3 k)]
- e
Fast Ti. CallsSch, 07/12/2021.. 3 Upd\}mc

Fast Ti..  CallsSch 07/12/2021. Delete file

FastTi..  CallsSch 07/12/2021... | 3.5.0.9

7. Case Outputs are created in Excel by default, if you would prefer your report to be
saved in PDF format, find the reportin the File List, click on the Actions button and
select ‘Export file to PDF in Landscape’ or ‘Export file to PDF in Portrait’ as required.

15.4.3 Selecting User Templates

If, using the Template Builder, you edit an existing standard template or create a new
one, the bespoke template gets added in the User Templates list. Custom templates get
saved to your user profile and, in Server mode, should be available even if you log into
CSAS via a different machine.
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15.5 Deleting a Case Output
This function allows you to delete a case output.

Files listed in the file list grid can be deleted using the grid right-click menu or the
‘Actions’ menu, both of which have an option to ‘Delete file’.

The right-click menu has an additional option of ‘Deleted selected files’, which will work
with a multiselected set of files from the list.

Output file deletion cannot be undone.
Why, When, Who

&? This function is necessary to delete an existing case output.
@ This function is undertaken anytime you need to delete a case output.

This functionis typically carried out by the following users:
» CSASUser

Stepped Procedure

1. Beforeyou try and delete an output, make sure the file isn't open, for example, in
Excel.

2. Inthe grid, select the file you want to delete, right-click then select ‘Delete file'. A
pOp-up Message opens:

Delete case output?

o Are you sure you want to delete the selected case output?
This cannot be undone.

Mo

3. Todelete thefile, click onthe button. The selected file is removed from the
File list Grid. The record of the file will be deleted from the CSAS database and the
output file itself will be deleted from the Case folder.
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15.6 Template Builder

Selecting the 'Open Template’ or ‘New template’ options from any of the Templates panel
right-click menus opens the Template Builder:

Lawe Otpent Game otiom

The Template Builder is designed to make it simpler for users to create and edit CSAS
case outputs templates.

15.6.1 CSAS Templates

CSAS case outputs templates are created in Excel - the layout and design of each
template is achieved using standard Excel formatting and editing techniques, where the
column headers and other layout features are created using ordinary Excel text, fill
colours and formatting.

The CSAS-specific content is added using a set of field tags’.

Field tags are linked to specific data fields in the CSAS case database - the use of afield
tag essentially instructs CSAS to place the data from the relevant database filed ina
particular Excel cell.

4 A B C 0 ~ Sta ndard Excel text, fill
~ colours and formatting

Start Date Start Time End Date

2 | =@FIELD("Index") | =@FIELD("EventstartDateString") | =@FIELD("EventStartTimeString") | =@FIELD("EventEndDatestring").] ———— CSAS content ‘field tags’

In the above example, the column headers in Row 1 of a template spreadsheet have been
created using standard Excel text, filled in blue and had box lines placed around them.
Row 2 hosts the field tags - cell A2 has the tag ‘= @FIELD (“Index”)’, which instructs CSAS
to add the event index number for each row in that column; cell B2 has the tag

'=@FIELD (“EventStartDateString”)’, which instructs CSAS to add each event’s start date
in that column; and so on.

The Template Builder offers alist of relevant field tags that can be used for different
types of template, making it simpler to select the correct tag for the required type of
output.
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15.6.2 Template Builder Layout & Controls

The Template Builder consist of the following elements:

D IE_L:' @ ‘p E& Control menus

New Open Save AsUser Quick Print Print Encyptwith Document
Template Print Preview Password Properties

Template description

ease Select  Sheet type
Template sheets

Field List

x| None

14
15
16

Sheet names 4 » Field List

Add Formulas ?

Formula Formula Builder - Drop fields from field list to build the formula remember end |*
Select Formula - Add to Builder

Pick formula above to see an example Formula Builder

Add Example to Builder

»> Controlmenus - designed to mirror Excel controls to allow template files to
be saved and formatted.

»> Template sheets - sheet contents can be viewed and edited in the main
window.

»> Sheet names - in multi-sheet templates, each sheet has a tab, allowing you
to switch between sheets when editing.

»> Formula Builder - helps you to build and insert Excel formulas into your
template.

»> Template description - provides an opportunity to add text to describe a
template and its intended purpose.

”> Sheet type - the ‘'source’ menu allows you to define the use a sheet is
designed to support.

»> Field List - provides a pick list of the data fields that are available for each
source sheet type.
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File menu

The File menu offers options for managing the template file, including:

Home Page Layout

D Y oo @ » [
New Open Save AsUser Quick Print Print Encryptwith Document
Template Print Preview Password Properties

?> New - create abrand-new template.

» Open - open an existing template for editing.

»> Save as User Template - if you edit a prebuilt template, the edited version
gets saved to your user profile as a ‘user template’.

Home menu

The Home menu offers some basic formatting controls, including:

Page Layout

E{] Wrap Text =:% Conditional Formatting ~ _ Bad Good ==

Merge Cells ~ Number | 223 Format as Table ~ Neutra! Editing

, Clipboard Font

»> Font - select a font for highlighted text.
»> Alignment - set text justification and set word wrap and cell merging options.

Page Layout
The Page Layout menu offers further editing options:

B- File Home Page Layout
—
@ % ID Ilnl lnl v | Gridlines Gridlines
Margins Orientation Size Print Print v | Headings Headings
- v o Area =  Titles

»> Margins - set page margins.

»> Orientation - select portrait or landscape.

»> Size - select page size - case outputs templates are often formatted as A3
size.
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15.6.3 Template Formatting

The Template Builder grid works in exactly the same way as an Excel spreadsheet
(indeed, the output of the Template Builder /san Excel spreadsheet ), so before you add
fields, you may want to create the column layout and column headers for your worksheet
the same as you would in a ‘normal’ spreadsheet.

Tx cu The template grid supports aright-click menu with
(3 Copy aset of options that includes the Format Cells
B Paste control, whichin turn supports a number of useful
Clear Contents formatting options.
Insert Comment
] Format Cells...
Hyperlink...

Number - as in the Excel equivalent, allows you to
— o specify the format of a cell or column. It is useful to
i, s e set the column type in a CSAS template, especial
™ for date, time and numerical columns, to ensure
that datais displayed correctly.

I B Alignment - these options are useful for
- formatting text in column header rows, especially
if there is arequirement for text to shownin
vertical alignment.

= [ | o oo [ | e 7 Font - this allows you to set the required font, font
: colour and text size, again, this is especially useful
for formatting column header rows.

AagbCcvyZz
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Border - this option provides control of the

_____ 0+ formatting of any boxing or borders applied in the
—=||z template.
I
Fill - this option allows you to set in fill colour for
= o cells, which is also useful for formatting the
template’s column header row.
=
15.6.4 Headers & Footers

CSAS case outputs templates often have specific header and footer data added to their
layout. Headers can be used to show the case name or exhibit reference or to give each
sheetinareport a title and footers are often used to show page numbers and security
markings.

The Headers & Footers control is accessed via the Page Layout ribbon - click on the
‘expand’ button at the bottom right of the Page Setup section in the ribbon, the open the
Headers & Footers tab in resulting popup.

[ roocsew x| The Excel header and footer each have three
A zones (left/middle/right), click on the zone you
wish to edit.

Use the Header dropdown to select predefined
"'4'-5 LT T S— fields, such as ‘page number’ and ‘produced on
) - date’ or click ‘Custom Header/Footer’ to
manually add text to a zone.

[ The header & footer details must be set
— separately for each sheet in the template.
A subset of field tags (see below) from the Case Details source sheet type can be used

toinsert case specific information in the Excel sheet headers or footers, including

» =FIELD(“CaseName”) to display the case name
»> =FIELD(“ExhibitRef") to display any reference you've set for the output
»> =FIELD("OrganisationName”) to display your organisation’s name as aftitle

15.6.5 Repeat Column Header Row

Sheets that contain data grids can be set so that the column header row is repeated on
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each new page.

This option is accessed via the Page Layout
ribbon - click onthe ‘expand’ button at the
i bottom right of the Page Setup sectionin the
ribbon, the open the Sheet tab in resulting
: popup.
Clickontheicononthe right of the rows to
repeat at top’ option and the select the rows in
o i the sheet that you wish to see repeated on
each new page.

“ This must be repeated for each individual
- sheetinthe template.

15.6.6 Sheet Types

CSAS templates can support a variety of different types of Excel worksheet and one
template file can consist of multiple sheets.

Template 2 The CSAS Template Builder lists the various
supported types of sheet in the ‘Source’
dropdown.

When you create a new worksheet for a

: template, you need to select the required

ource| Case Locations : source sheet type, which will then prime the
‘field list’ with the correct set of field tag options
for you to choose from.

Field List 1

Case Locations
12| Azmuth

12| Centroid Easting
12| Centroid Easting

Excel call schedule templates can support the following source sheet types:

»> Attributions - lists the subject identifiers in a case along with their assigned
attributions and any validity period dates.

»> Case Details - lists details such as case name, organisation name, exhibit
reference, etc.

»> Case Locations - lists the unique cells and cell IDs found in the case.

»>  Multirow Case Events - lists cellular events for all selected subject phones in
a 'multirow’ format, where each call record s listed on a separate row.

»>  Multirow Case Events by Target - creates a separate multirow output sheet
for each individual selected subject phone.

»> Singlerow Case Events - - lists cellular events for all selected subject phones
in a ‘singlerow’ format, where the outgoing and incoming records for each
event are merged on to a single row in the output.

»> Request Details - lists details of the source files that were selected for the
output.
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Fast Time report templates can support a number of analytical query types - these can
be placed on a separate sheet per by selecting the appropriate ‘source’ option per sheet.
The set of support Fast Time queries includes:

Coversheet - request details 0 Mostusedcells

o Billing file details o SIM Swapping

o Call Distribution over Time o Time of Day activity

0 Detail map o Top 10cell sites

o Eventcounts o Top10cells

o Last10cell locations map &data o Top 10landline numbers
o Last20billing records o Top 20 common numbers
o0 Last20contacted numbers o0 Top 20 contacted numbers
0 Last 4 cell locations map &data o Wide areamap

0 LinkedIMEls & IMSIs o Glossary

0 Location Detail maps

15.6.7 Template Description

When you create a new template, you can add a description to inform other users about
the features available in the template or its intended use.

The description panelis inthe toprightof  .piate s
the Template Builder - simply enter the
required description text in the panel and
it will be saved with the template and
displayed within Case Outputs.

source| Case Locations

Field List 2

Case Locations
12| Azimuth

12| Centroid Easting
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15.6.8 Field Lists

Each source sheet type supports alimited set of field tags - each tag represents a CSAS
case database field that is relevant to the source sheet.

The field tag names generally reflect in plain language the type of data the field
represents, for example:

=@FIELD(“CaseName”) inserts the case name
= @FIELD (“AttributionA”) inserts the A or calling number’s assigned attribution

Some fields are available to be infilled with attribution colours - phone numbers,
attributions, IMEls, etc. These field tags have a version with a suffix of ‘WithColour’ added
them, ‘= @FIELD (“AttributionAWithColour”), for example.

Some fields that contain date or time data have tag versions that are suffixed with the
word ‘String’ - ‘=@FIELD (“DurationTimeString”)’, for example. The ‘string’ versions of
these fields are designed to overcome Excel’s occasional desire to format dates or times
in a numerical format (e.g. converting the date 04/01/2024 to the number 45295).
Specifying that the date or time is written as ‘string’ should prevent unwanted
conversions.

Note - if afield tag for arequired type of data doesn’t exist, please contact CSAS Support
torequestit - it might be available to be added in a later release.

Once the correct’ source’ sheet type has been selected, the Field List displays the set of
available tags.

Touse atag inatemplate, clickand hold on the tag in the field list and drag it to the
required column and row in the template, then release the mouse button. The name of
the tag will be shown in the selected Excel cell.

; s : In this example, the user wishes to
vee | e ; i ot s iy i - populate a column in their template
] Tk called ‘Receiving Number Attribution’ and
* REWSER they wish the column to show the
] attribution colour associated with each
‘e i identifier.
- — The user selects the ‘Attribution B with
Colour’ option from the Field list and
drags it to cell K2 in the template.

v.

The resulting output using that template
Number looks like this, with the appropriate
Attribution attribution name for the B number for

07700900177 Unknown 4 h dsh . | K
07700900177 Unknown 4 eacnhrecordshownin columnK.

Receiving

ling

Receivin
nber €

. Number
yution

07700900177 Unknown 4
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15.6.9 Excel Formula Field Tags

The Field Lists available for each source sheet type support many of the most commonly
used CSAS data fields, but the list is not exhaustive - there may be fields or other
content thatisn't directly catered for with a field tag. CSAS templates support a limited
number of Excel formula fields, that can be used to combine or separate data found in
other fields. For example, if you wanted to have one column in a template that combined
arecord's cell ID, site name and azimuth in one column (rather than having three
separate columns), the Template Builder allows the use of the Excel ‘Concatenate’
formula to merge several fields together. Alternatively, if for some reason you wished to
only show the last 10 (least significant) digits of a phone number in a template, you could
the Excel ‘Right’ formula.

The ‘Formula’ dropdown lists the available formula types:

»>  =CONCAT - concatenates or merges two or more fields together

» =IF-builds an if/then statement

» =LEFT -displays just the leftmost N characters from a field

»> =RIGHT - displays just the rightmost characters from a field

»> =MID - displays N characters starting from character M in a field

»>  =VLOOKUP - performs alookup on a list somewhere in the spreadsheet
» =FILL - adds specific text to an Excel cell

The formulas are designed to work with the existing set of field tags or with specific text
and you can also include separators in text fields.

For example, the CONCAT formula can be constructed using field tags like this:
=CONCAT (field1,field2,field3)

Or with separators, like this, with spaces and a comma between the merged fields:
=CONCAT (field1,”, “,field2,”, *, field3)

If you wished to view the start cell ID, site name and site postcode for a record merged
into the same column, you would use the CONCAT formula as follows:

=CONCAT(FIELD(“StartCGlI"),”, “,FIELD("StartSite”),”, “,Field (StartPostcode”))

Which would result in a merged field First Cell ID Last Cell Location
. . 23a-TU-12048-380 38 £3a-TU-TLUe8-280 30
that looked like this when populated: CANONBURY CANONBURY
Z34-30-01153-14431 YATES 234-30-01153-14431 YATES
fiousE 2o —House E2e_
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Alternatively, if wanted to show only the last 10 digits of the calling number ina column,
you could use the RIGHT formula like this:

=RIGHT (FIELD(“IdentityA”),10)

Which wouldresult in a truncated filed Calling

like this when populated: Number

7700900621
7700900621

7700900621

Representative examples of each formula type are as follows:

CONCAT (fields) =CONCAT(FIELD(“StartCGI”),”, “,FIELD(“StartSite”),”,
“ Field (StartPostcode”))

CONCAT (text) =CONCAT(“Calls starting at “,FIELD (“EventStartTime”),” was made
by “,FIELD (“IdentityA”),” and lasted “,FIELD (“DurationTime”))

IF (fields) =|F(FIELD(“IdentityA”) =FIELD (“Targetldentifier”),"Target”,"Other”)

IF (text) =|F(FIELD (“IdentityA”) ="447700900123","Target”,"Other”)

LEFT =LEFT(FIELD (“CommunicationType”),3)

RIGHT —RIGHT(FIELD(*StartPostcode’), 4)

MID =MID(FIELD (“StartSite”),3,4)

VLOOKUP =VLOOKUP(FIELD ("Postcode"),Postcodes!A:D,4,FALSE)),"")

FILL (empty cell) =@FILL(*")

FILL (specific text) | =@FILL(“*CDR”)

It is also possible to create formulas that combine two or more formula types, for
example:

=IF(FIELD("Postcode") < >"", (VLOOKUP(LEFT (FIELD("Postcode"), LEN(FIELD ("Postcode”))
-2),Postcodes!A:D,4,FALSE)),"")

Which combines an IF and a VLOOKUP formula.
15.6.10 Add Formulas Panel

The Add Formulas panel in the Template Builder helps you to organise the elements that
comprise an Excel formula.
E Add Formulas o W

i Formula Formula Builder - Drop fields from field list to build the formula remember end bracket Reset

11| Select Formula - Add to Builder
t Apply to Selected Cell
! Pick formula above to see an example

i
1| Add Example to Builder
|

Select the formula type to be used from the dropdown.
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If you're confident that you understand the format or the required format, click ‘Add to
Builder’ to add the basic version of the formula to the builder window - e.g. for the IF
formula this would add just ‘=IF (" to the builder, ready for you to add the rest of the text.

For users who are less familiar Formula
with Excel formulas, when you =RIGHT(

Pick formula above to |
select aformulatype, the TR SR e A s
=RIGHT{FIELD("StartSite™), 2)

template builder adds an example :
Add Example to Builder
of acomplete formula to the

examples box:

- Add to Builder

Clicking ‘Add Example to Builder’ copies the entire example version to the builder box, you
canthen adapt it to your requirements by following the example provided.

Note - the example version of the formula may not contain the correct filed tag(s) or
other values for your specific requirement, so it will usually need to be edited before
being used.

The "builder box’ is where you can construct and edit the full formula before sending it to
the template.

Formula Builder - Drop fields from field list to build the formula remember end bracket Reset
=RIGHT(FIELD{"Start5ite”), 2)
Apply to Selected Cell

As it says at the top of the builder box - do not forget to add the end bracket on the
formula or the template will fail to run correctly, for example:

=MID(FIELD (“StartSite”),3,4)
=CONCAT (FIELD(“StartCGlI"),”, “,FIELD(“StartSite"),”, “,Field (StartPostcode”))

Unlike Excel, the Template Builder will not warn you if a formula is not correctly
constructed.

When your formula is complete, click on the template cell you wish it to populate and click
‘Apply to selected cell’.

Click Reset to clear the Formula Builder.
Why, When, Who

.&? This function is necessary to modify or create an output template
which accommodates your requirements.

@ This function is undertaken at any time you want to output a dataset
into a template not provided by Forensic Analytics Ltd.

38 This function s typically carried out by the following users:
”> CSASUser
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Stepped Proceadure

Create a New Template

To create anew template:

1.

10.

11.

In Case Outputs, right-click anywhere in the appropriate Templates panel tab (i.e.
if you wish to create a template, click in the Templates tab, if you wish to create a

Fast Time report template, click in the Fast Time tab) and select ‘New Template’ -

the Template Builder will open.

Select the required sheet type using the ‘source’ dropdown - if you are creating a
multi-sheet template you'll be asked to return to this point for each new sheet.

Use the Excel editing facilities in the Template Builder to set the column header
row text and formatting, including borders and fill colours. Also set the header &
footer content and the ‘rows to repeat’.

Use the Field List to select the required content for each column - select the field
tag, clickand hold, drag it to the appropriate column in the content row and
release.

Repeat for all columns in the sheet.

If any columns require formulas, use the Formula Builder to create and add the
required text.

If you need to create additional sheets in the template, return to step 2 for the
next sheet.

Once all sheets have been formatted, add a template description, if required.

Save the template - give it a meaningful name. It will be saved to your ‘User
Templates’ folder and will be available from that tab in Case Outputs.

Test the new template by selecting it in Case Outputs and outputting some case
data.

If you wish to share the new template with colleagues, right-click within the User
Templates tab and select View User Templates Folder’. Copy the Excel template
file ready and distribute it using your preferred method.

Edit an Existing Template

To edit an existing template:

1.

In Case Outputs, right-click on the template to be edited in the appropriate
Templates panel tab (i.e. if you wish to edit a standard template, click in the
Templates tab, if you wish to create a Fast Time report template, click in the Fast
Time tab, if you wish to edit an existing custom template, clickin the User
Templates tab) and select ‘Open Template’ - the Template Builder will open.

Select the required sheet to be edited - if you are creating a multi-sheet
template you'll be asked to return to this point for each new sheet.

If the sheet layout requires editing, use the Excel editing facilities in the Template
Builder to adjust the content, layout or formatting.
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Use the Field List to add or change select the required content for each column -
select the field tag, click and hold, drag it to the appropriate columnin the
content row andrelease.

Repeat for all columns in the sheet that need editing or adding.

If any columns require formulas, use the Formula Builder to create and add the
required text.

If you need to create or edit additional sheets in the template, return to step 2 for
the next sheet.

Edit the template description, if required.

Save the template - custom and edited templates are saved to the User
Templates folder and will be available from that tab in Case Outputs.

Test the updated template by selecting it in Case Outputs and outputting some
case data.

If you wish to share the updated template with colleagues, right-click within the
User Templates tab and select 'View User Templates Folder’. Copy the Excel
template file ready and distribute it using your preferred method.
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15.7 Exporting / Printing

This function allows you to Export or Print the contents of the output files grid. The
ribbon at the top of the output list grid offers options to export the grid to Excel and to
print the grid:

e A &
When you click on the [31 icon, the contents of the grid are exported to Excel.

Whenyou clickonthe © icon, a print ‘Preview’ pop-up window opens. Clicking on ‘File’,
‘View’ and ‘Background’ gives you various options for page setup, tool bar, status bar,
colour and watermark options.

The Export tab offers additional options for outputting the File List grid.
Why, When, Who

@ Thisfunctionis necessary to save alist of the output files createdin a

& case.

@ This function is undertaken at any time you need a list of the output
files createdin a case.

This functionis typically carried out by the following users:

»?> CSASUser

-

© ForensicAnalytics Ltd 2026 FA-487 v1.0 285



f‘\ CSAS CSAS User Guide

CSASV3.16

16 Using Case Cells

This function allows you to:

» View details of the cells that are included in the call data in a case, so you can
manage those cells in the event of data issues.

»? View details of other case locations, such as ANPR/ALPR cameras.

»> Manage Source Records and Override Records effectively and to manually
create Master Records.

»> Create aManual Cellrecord for a cell ID to replace the imported cell data in
the event that CSAS is provided with contradictory data.

»> Manage the settings used by the case cells control, so you can vary the way
that cell details are handled in different scenarios.

16.1 Hierarchical View of Cell Records

Case Cells comprise a three-layer structure:

CSAS
|

» Source Records - Each unique and
different set of cell address

."
——{ overideRecora | e ‘vem > details (even if the address details

are all blank) found for a cell ID
within the imported data for a
case has a Source Record created
foritinthe case cells database;
callrecords are linked to a Source
Record to add cell address details
to Case Hub and other screens.
Source Records foracell ID are
sequentially numbered inthe
order in which they were

Ovemde Record Created

¢~ Case Cells Database ™

_ﬁ‘\ Source Record: y
\

Cell ID:

Iiszing Cell Information / Given Time Pencd Added

~L

Cell /
N\ Address 4

Details .
/

Manually Add Cell Address Detallz or Gomect Contradictory Cell Data

(" Case Cells Database ™

N SR/ encountered in the source data
files.
\ = | » Override Records - When a new
Source record is created for a cell
~_ N ID, CSAS also creates an ‘Override’
record.

This is used to fillin any missing cell information in Source records for a given
time period, which is known as the override record’s ‘validity period’. If CSAS is
operating in ‘override’ mode and if a source record is to be used that has missing
details (e.g. missing postcode or azimuth), CSAS will attempt to fill in the missing
information from an Override record.

If, over time, the information provided for a cell ID changes, an Override record is
created for each distinct and different set of details. When applying override
data, CSAS will choose the override record that covers the period of timein
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which the associated call was made.

»> Manual Override - A Manual Override record can be created when you want
to manually override the imported details for a cell. This would only usually be
required if there were either no cell address details provided fora cellina
format that could be imported into CSAS or if the cell details that were
provided in different files or records were too fragmentary or contradictory to
be used automatically. The manual override process is also used for some
operator-specific purposes, for example, to add a specific cell ID in place of
an 02 3G SAC. If there is aManual Override record created for a cell it will
always be used in the viewing and analysis of event data and any Source or
Override records created for that cell ID will be ignored.

16.2 Layout

The Case Cells screenis a single window with two panes housing tabs, option boxes,
buttons and various right click filters:

Hb @ | CoseCells © filters ]

® Case Cells grid (O] I— ®

@ A
Source file selection

¥ o
10 . |
o o]
: [ o720...
. <o
O]

<+— Case Cells Det&il "™ )

Override - ® B -

... +— DetailTabs e -

® -

® -

® -

@

Manual Override button

»> Case Cells Window:
o ‘FlatView’ and ‘Hierarchical View’ radio buttons.
» Case Cells Grid.
»> Case Cell Details.
»> Detail Tabs
o BasicDetails tab
o ‘Validity Dates’ tab
o SAC Details tab

o Commentstab
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The content of Case Cells is controlled using the sidebar filters. Select the source files
for which you wish to see cell details from the Filters sidebar - if you wish to see details of
all case cells, select all case files.

Case Cells functions are available by clicking on the (ﬁ’) button from the Case Home
screen (or by other screen prompts). The ‘Case Cells’ screen opens:

16.3 Viewing and Updating Cell Records

Clickingonany row in the (upper) Case Cells Grid will change the cell details displayed in
the (lower) Case Cells Detail panel.

A subset of cell details shown in the Case Cells Detail panel can be edited or added if
required, butif a cellrecord is edited in this way it creates a Manual Cell record that
replaces allimported data for the cell.

16.4 Grids and Controls
16.4.1 Grid and Column Controls

The Case Cells grid shares acommon set of filtering and layout controls with the other
grids in CSAS. Details of how to apply filters, customise the column layout and other grid
control options are provided in Grid Filtering and Controls.

The grid can be filtered to show the details of a single cell ID or site name by using the
‘auto-filter’ bar at the top of the grid (and entering the name of the cell ID/site you wish to
view) or by using the column filter in each column (using the *filter’ icon and drop-down
menu in each column header).

16.4.2 Grid
The 'Case Cells’ grid contains the following columns:

»> CGl - lists the unique cell ID for each cell detected in the case data. This
forms the database ‘key’ for each record and cannot be edited.

”>  Network - shows the network the cell belongs to (if known).

»> Technology - shows the technology used by the cell - for example 2G, 3G,
4G, 5G (if known).

»> Cell Type - shows the cell record type Manual, Override or Source.
»> Postcode - shows the cell site postcode (if known).

»> Site Name - shows the name assigned to the cell site in the source data (if
known)

»  Azimuth - shows the cell azimuth for the current record (if known).

»> Latitude/Longitude/Easting/Northing - show the map coordinates for the
cell site.

»> Start Date/End Date - shows the ‘validity period’ for the record, especially
important for Override records.

»> Source - shows the file the record was captured in.
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16.4.3 Right-click and Actions menus

The Case Cells grid supports aright-click menu with one option:

234-10-04017-14719 02 Ltd. 2G Ovel

234-10-04017-14 710 02 Ld Hnknom Sayj)

234-10-04017-24 Send cell(s) ONLY to map 5
This options sends the location of the selected cell(s) to a CSAS map tab - this option
works as a multi-select, so details of multiple cells can be sentin one go.

As only details of the cell
locations (and no details of any

calls made via those cells) are
sent to the map, itis not
SOUTH . .
W00(234-10-04017-35416 (240°) [LavHaLL POSSible toinclude any
WOODFORD HIGH ROAD attribution colours in the map,
sothe cellsites are

represented using the Black
Triangle option.

Other usual map features, such as the cell coverage visualisation option, will work
normally.

16.4.4 Case Cells Detail panel

The lower half of the Case Cells screen displays detailed information for a selected cell
ID.

oF

Validity Dates SAC Details Comments

The details in the grid are usually greyed out and cannot be altered, unless you elect to
create aManual Override record, see below.

The top section of the Case Cells Detail panel provides general information for the
selected cell, including cell ID, and network and also details of the imported source file
from which the details were captured.

Below this, there are a set of tabs, each displaying a specific set of cell information:

»> Basic Details tab - displays the site name and any site location information
(address, map coordinates) along with the cell’s azimuth.
»> Validity Dates tab - shows the date period within which this set of details is
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valid.

»>  SAC Details - provides an opportunity to manually add cell IDs to be usedin
place of the SAC (Service Area Code) for some 3G cells.

»» Comments - provides an opportunity to add cell-specific notes.

16.4.5 Choosing Different Views
This function allows you to choose between:
» Flat View.
»> Hierarchical View.
The ‘Case Cells’ screen opens with the Case Cell Details grid in ‘Flat View':

Flat view shows all types of record (source, override and master) for all cell IDs in one list,
meaning that the same cell ID might be listed multiple times if there are multiple different
records and types of record for it. The list can be filtered to view only source or override
or master records if required. Flat View is generally more useful for comparing changing
address values for a cell over time.

Selecting ‘Hierarchical View’ changes the layout.

The Hierarchical View segments the cell records into their different types and shows only
Override records initially. An Override record can be opened (by clicking on the small +
symbol to the left of each cell ID). A ‘child’ menu opens to show the corresponding Source
records that are associated with each Override.

Hierarchical View shows you how the changing data for the same cell ID is related over
time.

16.4.6 Sidebars

Case Cells uses the same standard 'Filters’ sidebar as other screens. The cell details to
be viewed are selected via the ‘Source data’ tab using the File, Identifier or Case
Snapshot options.

You can choose to view the cell details from just one source file or from a set of source
files; you could choose to view the cell details associated with just one identifier or with
many/all identifiers, or you could choose to view the cell details associated with a Case
Snapshot (currently you can only select one Case Snapshot at a time to view).

You can also choose to use any of the other filters in the sidebar (date/time, timeslice,
location or event types) to edit the dataset before viewing the associated cell details. For
example, you may want to apply a date/time filter and view only details of the cells that
were used during that period, or you might apply a Location filter and view only details of
cells found within that area.

Note: The Cell Logic setting has no effect in this screen.

16.5 Editing Case Cell Records

Cellrecords can be edited, for example, to provide information that was missing from any
automatically imported data. The editing process for any cell record creates a Manual
Cellrecord that thenreplaces all other instances of cell data for that cell ID.
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16.6 Manual Override Records

A Manual Override record can be created when you want to manually update the details
ofacell.

This would only usually be required if there were either no cell address details provided
for acell inan importable format, or if the cell details that were provided in different files
or records were too contradictory to be used automatically. If there is a Manual Override
record created for a cell, it will always be used in the viewing and analysis of event data,
and any Source or Override records created for that cell ID will be ignored.

When aManualCell record is created, it is imposed on every call record that references
that cell ID in place of the original cell data. If used inappropriately, a ManualCell could be
classed as ‘'manufactured’ evidence. If a ManualCell is created and is used in a case that
goes to court, we strongly recommend detailing the reasons for the use of the
ManualCell in a statement to be submitted along with the call schedule.

You can select a cell to edit by highlighting it in the main grid and then clicking on the
(LManual Override ) pyytton, the stored details for that cell record are then shown in the lower
part of the control screen, you can then edit the information using the text fields and
drop-down menus to create a manually edited set of cell address details. If aManual
Override has been created it will override all Source and Override records for the
associated cell ID, only the Manual Override details will be displayed for that cell ID:

o -

Validity Dates SAC Details Comments

KINGS NORTOM WEST

Note: The 'CGI' (Cell Global Identifier) field cannot be edited as this is a database key’
field for the record.

You can also edit the information in the "Validity Dates’ tab by unchecking the box; the
fields become ‘live’ and you can then use the drop-down menus and calendars to amend
the dates:

To ensure any edits made are saved in the database, click on the button. Details
of any edits made will be captured in the Audit log.
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Why, When, Who

@ [hisfunctionis necessary to manually update details for cells that
& have been discovered as part of the case data.

This function is undertaken only if the automatically discovered

@ address data for a cell isincorrect or if there are contradictory sets of
address data for the same cell - we recommend speaking to CSAS
Support before using this feature for the first time.

This functionis typically carried out by the following users:
»> CSASUser

S

16.7 Defining 02 3G SAC Cells

This function allows you to deal with a specific issue experienced with O2 UK 3G cell data
-as 3G is inthe process of being decommissioned, this is unlikely to be an ongoing issue.
Uniquely, O2 UK originally decided to describe its 3G cells using a value called the SAC
(Service Area Code) and instead of capturing a cell ID for each 3G cell in their CDRs they
instead showed a shared SAC, which could generally relate to up to 3 individual cells. This
has meant that it is sometimes not possible to determine which 3G cell carried a call from
O2 CDRs. Itis possible to perform alookup on O2’s ‘sort cellar’ database and get the
details of the individual cell IDs that share each SAC and from that it is also possible to
manually select one of those specific cell IDs to display in CSAS, but this requires the
creation of aManual Cell record.

This issue is particularly pertinent if a user wishes to link O2 CDR records with RF Survey
data. The SAC is not broadcast on a cell’s control channels, only the cell ID gets
broadcast. If a CDR record only contains a SAC and not a cell ID, it is not possible to link RF
Survey data that includes that cell with CDR records for connections that used that cell.
By setting a specific cell ID for the ‘SAC-only’ cell, it gives CSAS an identifier it can use to
link to RF Survey data. Generally, cells that share the same SAC are transmitted from the
same site and the same antenna and can be expected to share acommon coverage area,
soif the correct cell IDs for the SAC are used, it generally doesn’t make a huge amount of
difference which of the cell IDs is selected in CSAS, the resulting plotted RF Survey
coverage area will be applicable to either cell ID.

An example of how this would be used:

»> A source CDR contains details of 3G calls made via a cell of the Broadgate
North cell site.

»> Theindividual cell ID wasn’'t captured, just the shared SAC assigned to both

cells on the same sector of that site. The SAC is 10261 and the cells’ LAC is
21001.

»> Initially, CSAS would create a CGl of 234-10-21001-00000-10261 - with the
cell ID portion blank (00000) and the SAC (10261) added to the end.
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End CGI End Site

BROADGATE NORTH ( OFFLOAD 1801_51)
234-10-21001-00000-10261 BROADGATE NORTH ( OFFLOAD 1801_51)
234-10-21001-00000-10261 BROADGATE NORTH ( OFFLOAD 1801_51)

234-10-21001-00000-10261 BROADGATE NORTH ( OFFLOAD 1801_51)

CSAS User Guide
CSASv3.16

234-10-21001-00000-10261 (90°)

BROADGATE NORTH ( OFFLOAD 1801S1) EC2A 41
Ref

Type S/E Date Time Calling | Called
4520 D (€) |31/07 | 18:22:52 JECIW Data |
4519 D (€) | 31/07 | 18:22:50 WS
4521 D | (8) |31/07]18:23:36 BECIM Data

If the user has searched in ‘'sort cellar’ and has determined that the two possible cell IDs
for that SAC are 10098 and 22098 and they want to use one of those cell IDs in their CSAS
data, in place of the supplied SAC, they can use the Manual Cell process to select it.

Who, When, Why

aF
&
-

‘shared’ 3G SAC.

»?> CSASUser.

This function is necessary to define a particular 3G cell ID rather than a

This function is undertaken at any time Case Cells is selected.

This functionis typically carried out by the following users:

The SAC Cell fields on the Case Cells screen allows you to add the ‘missing’ cell IDs to be

1. Foreach SAC cellthat needs to be updated, select the required cell from the Case

Stepped Procedure
associated with a SAC:
Cells grid.
CGI Network Tech.. T Cell Type
3G

234-10-09311-10001 02 Ltd. 3G SourceCell
234-10-21001-00000-10261 02 Ltd. 3G SourceCell
234-10-21001-00000-24491 02 Ltd. 3G SourceCell

Postcode

SEB 4AF
EC2A 4LB
EC2A 3QA

Site Nama AZim.

FEMTO 949511
BROADGATE NORTH ( OFFLOAD 1801_51)
CURTAIN RD (4523 REPL)

2. Clickon Manual Override to open the record for editing.

w

Open the SAC Details tab for the record.
Add the specific cell IDs to the 'SAC Cell’ fields for that cell.

LAC/TA 21001 RAC
Tech G
Basic Detalls | Validity Dates | SAC Details | Comments

SAC 10261
SAC cell1 | 10098
20098

SAC cell 2

SAC cell 3

5. Optionally, add comments to the Comments tab to indicate the source of the
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Basic Details Validity Dates SAC Details Comments

SAC details obatined from 02 SortCellar 03/06/2024

Save the Manual Override record.

Select the ManualCell record in the Case Cells Grid again and open the SAC Details
tab.

Select which cell ID(s) will be displayed for the cell by ticking the required SAC Cell
entries.

Basic Details Validity Dates SAC Details Comments

SAC 10261

SAC cell 1 10098 | Use cell 1 as part of CGI

SAC call 2 200398 Use cell 2 as part of CGI

SAC cell 3 Use cell 3 as part of CGI
Click CSave ) |

. The ManualCell record for that cell will be updated to show the selected cell ID

instead of the original SAC.

CGlI Mebwork Tech... T Cell Type Festcode  Site Name

A = 3G = . = BROADGATE NORTH [ OFFLOAD 1801_51)
234-10-21001-00000-10261 032 Lid. 3G SourceCell ECZA 4LB BROADGATE NORTH ( OFFLOAD 1801_51)
234-10-2100]% 02 Ltd. 3G ManualCell EC2A4LB BROADGATE NORTH ( OFFLOAD 1801_51)

View the cell’s data in Case Hub and confirm that the required cell ID is being
displayed in place of the original SAC.

End CGI End Site

BROADGATE NORTH ( OFFLOAD 1801_51) 234-10-21001-10098 (90°)

IBROADGATE NORTH ( OFFLOAD 1801S1) EC2A 41

234-10-21001-10098 BROADGATE NORTH ( OFFLOAD 1801_51) Ref Type S/E Date Time Calling | Called

234-10-21001-10098 BROADGATE NORTH ( OFFLOAD 1801_51) 4520 D (E) 31/07 | 18:22:52 el m
4519 D (€) | 31/07 | 18:22:50 QS

234-10-21001-10098 BROADGATE NORTH ( OFFLOAD 1801_51) 4521 D (E) 31/07 | 18:23:36 B Oata

If any RF Survey data for the associated cell has been imported, it should now be possible
to view that RF coverage data in Case Hub.

16.8

Printing and Exporting

Currently there is no Print/Export option available in this screen.
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17 Using Analytics

This function allows you to choose various Analytics functions and further filter the
selected source data displayed before running the query and getting analytical results.

In CSAS v2, Analytics queries were grouped by the scope of the source data - queries
were grouped into sets that related to Target Phone, Target Pair, Target Group, etc.

In CSAS v3, those distinctions have been removed and most queries are able to use any
mix of source data - a single file for one phone, all files for one phone, a mix of files for
several phones, all files for all phones.

There are some queries where it’s probably not sensible to mix data for multiple phones
(IMEI' Summary, for example, unless you're looking at data for different SIMs that all used
the same handset) and there are some queries that will ignore some kinds of data (First
Cell Last Cell only works with CDRs, for example, and will ignore ANPR or handset data).

CSAS can also work from previously saved Case Snapshots, allowing you to create
complex datasets in Case Hub before opening an Analytics query.

Finally, it is also possible to send selected data from Case Hub directly to a selected
Analytics query via the right-click menu.

CSAS Analytics queries are intended to offer answers to the most frequently asked
questions concerning digital forensics data, the current set of queries are:

» Activity Hotspot - This query provides a simple visual indication of the levels of
activity for the selected subject phones over time. The call activity grid is colour
coded in accordance with the frequency of calls, with periods with low call volumes
shownin light colours and periods with heavier usage shown in darker colours.

» Average Event Distribution - This function window displays an event distribution
graph, showing the average amount of activity recorded for the selected target
phone(s) in particular time periods. The graph is switchable between different units
of time - hour of day, day of week, month of year - which alters the data the graph
displays and shows, for example, what on average is the busiest hour of the day for
the selected subject phones.

» CellUsage - This query populates three panes:

o The 'Summary List’ pane lists the unique cell IDs found in the selected
dataset ordered by those that are most heavily used, to offer a view of
the cells used most often by the selected subject phone(s).

o The Top10Cells’ bar chart highlights the top ten cells with the
highest event counts.

o The 'Hotspot Chart’ pane contains a time-based grid (hours vs days)
that seeks to expose any patterns associated with the use of
particular cells - for example, the subject phone only ever uses Call 1
on Saturday afternoons.

Note: The data displayed in all three panes is selectable between cell ID

© ForensicAnalytics Ltd 2026 FA-487 v1.0 295



@ CSAS CSAS User Guide

»

»

»

»

»

»

»

»

CSASV3.16

(CGland Raw) and it can also be switched to aggregate the cell counts by
site and by sector (site + azimuth).

Concurrent Calls - This query provides details of times when two phones (or
members of two groups of phones) were in use concurrently and can be used as a
way of determining whether those phones could have been in use by the same
person (if there were few concurrent calls) or by different people (if there were many
concurrent calls).

Contact Summary - This query lists the set of other identifiers that have beenin
contact with the selected subject identifiers and itemises the details of those
contacts in the form of the total number of Outgoing and Incoming connections of
various types.

Contact Summary by Date Range - This query lists the ‘other’ contacted numbers
for the selected subject identifiers and summarises those contacts by time period -
hours/days/week/months - to expose any time-based patterns of contact, such as
‘who did the subject contact the most during this time period?’.

Contacts Between - This query provides details of the levels of contact (a count of
calls and texts) between different identifiers in the selected CDR files. The 'New
Details View' drill-down provides a detailed breakdown of the contacts between two
selected numbers - showing the number of incoming/outgoing contacts between
them for each date on which contact took place.

Correlation Query - this query is designed to search for common information across
alarge dataset, e.g. looking for phone numbers that appear in multiple cell dumps.

Drug Line Analysis - This query uses a methodology developed by UK narcotics
investigators to estimate the number of ‘deals’ being done and the resulting volumes
of drugs being distributed by a drugs gang based on an analysis of the cellular data
associated with the gang’'s mobile devices. The Drug Line Analysis window has two
main parts: a control ribbon where you can select different filter options and a report
grid.

First Cell Last Cell - This function window displays two panes:
o The'Activity’ pane displays a grid showing the ‘First Cell’ used in each

contiguous period of activity and the ‘Last Cell’ used in each period for
the selected subject phones.

o The 'Summary’ pane displays a grid that summarises the set of cells
used for first or last call during the period.

IMEI Summary - This function window displays three panes:

o The 'Summary List’ pane displays the detected International Mobile
Equipment Identity (IMEI) numbers that have been usedin
conjunctions with the selected target phone(s).

o The'Chronological List’ pane provides an indication of the time
periods and numbers of calls that were recorded whilst each pair of
IMEland MSISDN were in use together.
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o The'Unique List’ pane displays a simple list of the unique IMEIs that
were used by each target phone, listed by ‘First used’ and ‘Last used’
dates/times and a count of the number of events registered for each
pairing.

Note: The datadisplayedin all panes is selectable between being
focused on the IMEIs and being focused on the associated MSISDNs via
two radio buttons at the top of the window.

» Inactivity Chart - Understanding the periods of inactivity for a subject phone can
sometimes be as instructive as analysing their periods of activity. This query
highlights configurable periods of inactivity for the selected subject identifiers and
provides details of the last event for the selected phone(s) before the inactive period
and the first event after the inactive period ends.

»> Pivot Builder - This query allows you to build a variety of reports using a set of
prebuilt templates, each of which can be customised using the various fields and tab
filter drop-down menus. The queries include versions that deal with ANPR data, with
CDR data and with POl Location data and also include specialised queries such as the
Courier Fraud query.

»> Potential Colocation - This query detects times when two or more target identifiers
(phones or vehicles) could have been close to each other or to any case locations,
based on comparing the records in the selected dataset against two parameters:
‘Time (seconds)’ - which refers to the time difference between events for the subject
identifiers being considered by the query, and ‘Distance (km)' - which refers to the
geographical distance within which the comparison is made, based on the location of
cell site(s).

17.1 Layout

Each Analytics function opens in a separate tab and allows you to analyse the selected
source datafiles.

Each pane in agiven Analytics query opens in a separate window and allows you to
analyse the selected source data files.

Queries have one or more information panes, each of which can be exported, printed,
minimised and maximised. All Analytics queries can be accessed via the Case Home
navigation panel.

You can select each Analytics query by clicking on the relevant icon in the drop-down
menu. The selected function will openina new CSAS tab.

To populate the grid, you will need to open the Sidebar Filters tab and select the required
files, identifiers or Case Snapshots; it's also possible to send data directly from Case Hub
into a selected Analytics query, by using the grid right-click ‘Analytics’ option.
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17.2 Grids and Controls
17.2.1 Grid Columns and Layout Controls

The Analytics grids share acommon set of filtering and layout controls with the other
grids in CSAS. Details of how to apply filters, customise the column layout and other grid
control options are provided in Grid Filtering and Controls.

17.2.2 Controls

At the top right-hand side of each Analytics function window is a series of shortcut
buttons:

& @ A~ O
Each shortcut button allows you to:
»> Export - clickingonthe = button exports the query results into Excel.
»> Print - clickingon the 'Ei] button allows you to print the query results viathe
‘Print Preview’ pop-up window.

» Collapse - clicking on the 7 button closes the associated query pane to
allow other panes to be more easily viewed. Clicking on the 7 button again
unrolls and restores the pane.

» Maximise - clicking on the LJ button maximises the display so the query
occupies the whole window. Clicking on the L button again restores the
query to its original size.

17.2.3 Sidebar Tabs

The sidebar has 3 tabs. Selecting checkboxes and options in each tab changes what
information is displayed by the Grid. From the sidebar, you can select the following tabs:

»> Filterstab

»> Settings tab

»> Export tab.
Filters Tab

All Analytics queries use the same standard 'Filters' tab as other screens. The data you
want to query is selected using the ‘Source data’ panel using the File, Identifier or Case
Snapshot options:

»> You can choose to query the data from just one source file or from a set of
source files.

»> You could choose to query the data for one or more identifiers.

»> You could choose to query the data from a Case Snapshot (currently you can
only select one Snapshot at atime to query).

The Cell Logic setting governs whether ‘source’ cell details or the potentially more
comprehensive ‘override’ cell details will be included in the query.
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You can also choose to use any of the other filters in the sidebar (date/time, timeslice,
location or event types) to edit the dataset before querying it; this opens the possibility
of running ‘location specific’ queries, for example, by using ‘Location’ filters.

Settings Tab

The 'Matching'’ settings - duplicate matching, SMS concatenation and singlerow
matching - will be applied to all queries.

The 'Redaction’ settings will be applied to the displayed and exported data if you require
some or all personally identifiable details to be redacted.

Export Tab

Provides options to output the query results in a variety of formats.

File Export - -+

Outputs must be proofread and peer reviewed
before being submitted to court

export

This output method can be termed ‘what you see is what you get’ and provides no
additional formatting, it simply exports the selected datain the selected format. It's also
possible to export query results to Excel or print them using the controls in the top bar of
each query window.

Note: It isrecommended you first use the ‘Filters’ tab to select what data to load and
display.

17.2.4 Using Drilldowns

Most Analytics queries offer the opportunity to ‘drill down’ into the data behind the query
results. If a drilldown optionis available, you can open it from a right-click menuin the
main grid or chart of each query; it may be necessary to minimise other panelsinthe
query screen to bring the drill-down panel into view.

17.2.5 Report Grid Right-click Menus
Most query results and drilldown grids ™ om Drill Dovn '
SUppOFt a rlght_C“Ck menu fUﬂCtIOﬂ Wlth ! Send cell(s) and call(s) to map (with context)
two options - o «

You can select a single row or multiple rows to send to drilldown or to a map. When
selecting multiple rows you can either click & drag to highlight a contiguous set of
required rows or you can use the checkbox column to select non-contiguous rows to
send.
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New Drilldown

Most query results grids support a drilldown function, where any/all rows in the report
can be sent to a drilldown grid which provides access to the raw data events that are
summarised in the analysis.

You can open the drill down grid by selecting a single cell in a column, or clicking and
dragging to cover multiple cells, then right-clicking and selecting ‘New Drill Down':

- O

O e : a »
Once the drilldown pane has opened, you can right click
Close in the header and select to ‘Float’ which opens the "Drill
Float r down’ as a new window so all information can be
T
reviewed.
W In the same way, you can select to locate the floated
B window back into the main window by selecting ‘Dock’.
Llose i
. ok The ‘float & dock’ option also works for any other pane in

—— any CSAS window that has a dark blue border along the
top of the pane.

The Drilldown grid supports the usual CSAS in-column filtering options.

Send to Map

In most query results and drilldown grids, you can right-click in any row (multiselect a set
of rows) and send the data to a new Map Tab:

ndex Identity A Identity B Start Date Start Time End Date End Time Duration Event Type Start Cell ID Start Site Name Ed

o (07700800567 | -1 14/08/2012  15:58:13 14/08/2012  17:22:55 5082 Data 234-30-01153-60262

Once loaded, the new Map Tab opens, you can then review and process the data as
described in:

»” Using the New Map Button
»  Using Mapping
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Alternatively, you can send the whole data grid to a new Map Tab, which opens in the
same way with the same functions.

17.2.6 Selecting and resizing panes

Each pane can be Collapsed and Maximised using the buttons and controls at the top
right side of the window; you can also get more information about the window by clicking
the 7" hints &tipsicon:

You can show/hide individual panes using the 7 button in the pane header. It is often
useful to close the main pane after launching a drilldown grid, to ensure that drilldown
pane has the maximum amount of space to be viewed.

Panes can be resized as required by using the mouse and grabbing / dragging the edge of
the pane up / down:
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17.3 Using the Activity Hotspot query

The Activity Hotspot query displays activity levels over time for the selected data using a
colour code to represent the different levels of activity. You can use this function to
determine trends in activity for a subject and also to the levels of activity around the
times of significant events.

. Analytics
Case Hub @ Activity Hotspot °

Activity Hotspot
ide da ivity 5%
) hreshold for vents’ grouping

00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 1t

23/08/2012

24/08/2012

25/08/2012 1

26/08/2012

27/08/2012

28/08/2012

29/08/2012

30/08/2012 1 2

hur
Friday 31/08/2012 1 2
Saturday 01/09/2012 5 3 1 1
«

17.3.1 Supported Data Types

The Activity Hotspot query can be used with any imported data or file type that includes
time-ordered event data, including CDR, ANPR, handset download, telematics, tracker
and others.

17.3.2 Layout

The results grid displays days/dates in rows (with arow header showing date and day
name) and time periods across each day (defaulting to 24 one-hour periods) in columns
(with column headers showing the start time of each period). Each intersection of arow
and column represents an ‘analysis period’, a selectable period of time (one hour, for
example) inaday.

The count in each grid cell indicates the number of events that were active during each
analysis period. An analysis period will have its event count incremented for each
connection that is active during that period - this means that, of course, each new call,
text or data session that is set up during a period increments the count, but long duration
events that span across multiple periods will also increment the count.

For example, with the analysis period duration set to 60 minutes, imagine the subject
phone makes a call that starts at 15:50, the event count for the hour 15:00-15:59 on that
day will be incremented. If the call lasts for 30 minutes, the event count for the hour
16:00-16:59 will also be incremented, as the call was also active during that hour. The
same applies to long running GPRS/mobile data events.

The query follows this methodology as a way of detecting ongoing activity and to avoid
incorrectly assuming that the subject phone was ‘inactive’ when it was actually in use,
just with along-lasting connection.
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If you wish to concentrate on voice & SMS activity and avoid issues caused by long-
lasting GPRS sessions, you can elect to remove GPRS events form the analysis using the
right sidebar ‘Event Type' filter. If you do remove GPRS events from the dataset, please
remember to disable the event type filter again before moving on to undertake more
general analysis.

Key:

- Highest value 2nd highest 3rd highest 4th highest 5th highest
The results grid is colour-coded to ensure that periods with the highest event counts get
highlighted and are more easily visible. This employs a five-tier colour code system, with
red (hottest) indicating the periods with the highest event count, graduating down
through a cooler set of oranges and yellows to indicate periods with lower event counts.
Inactive periods, with no active connections, are coloured grey. The colours used for the
colour codes are not user selectable.

17.3.3 Filters & Controls

The datato be analysed is selected from the right sidebar ‘Source Data’ menuin the
normal way and is sent into the query when the ‘Apply’ buttonis clicked. Any filters or
options applied within the query take effect immediately, there is no separate ‘run’
button and the ‘Apply’ button only needs to be clicked if you change the set of selected
files or sidebar filters.

Hide days with activity l 5 -
10 mins 20 mins 30 mins 60 mins 120 mins Threshald for 'multiple events' grouping
| Hide days with no activity

The length of the ‘analysis period’ used by the query can be varied using the slider at the
top of the pane - this offers five options for period length of 10, 20, 30, 60 (default) and
120-minute intervals as required.

The colour-coding feature colours grid cells for analysis periods with the highest events
countinred. The scale for specifying what constitutes the ‘highest’ event count vales
can be customised using the ‘threshold for multiple events grouping’ option. The default
threshold for the highest (red coloured) grouping is 5 events, but this can be set to
higher values in steps of 5. Setting to a higher value, say ‘20’, means that only cells with
20 or more events in will be coloured red and the other groupings are evenly distributed
up to that value. So, with ared group threshold of 20, the other group thresholds are
yellow 1-4, light orange 5-9, mid orange 10-15, dark orange 15-19, red 20+.

It can be useful to adjust the threshold for ‘multiple events’ in cases with large amounts
of data, where each subject phone in an analysis is very busy at key times. If, for example,
you were interested in quickly identifying times when the selected subject phone(s)
engaged in more than 30 events in one hour, you could set the time slider to '60 minutes’
and the 'multiple events’ threshold to '30°. Analysis periods that had 30 or more events
would be coloured red and would stand out clearly in the results grid.

There are also two checkboxes for controlling visibility of ‘day’ rows: *hide days with
activity’ hides days that have at least one active event registered to them, leaving only
inactive days. This offers an alternative method for creating an inactivity report. ‘Hide
days with no activity’ does the opposite and hides days that have zero active events. This
is useful for condensing results grids that cover long periods of time, allowing the
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analysis to skip days with no activity. Obviously, if both tickboxes are checked, the results
grid will display no data, which isn't recommended.

The results grid supports the standard Analytics right click menu options of ‘drilldown’
and ‘send to map’, as outlined in the Grids and Controls section.

17.3.4 Understanding the results

The Activity Hotspot query offers a visual method for differentiating between less busy
and more busy periods. The colour codes allow the extremes (inactive is grey, highest
event count is red) and then the event counts in the individual analysis periods allow the
relative levels of busyness to be determined.

DayOfweek Date 2:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 13:00 14:00 15:00 16:00 17:00 18:00

12/08/2017

Sunday 13/08/2017 1 1 4 1 7 2 3 6
Monday 14/08/2017 1 1 3 8 4 3 1
Tuesday 15/08/2017 1 2 4 2 5 4

‘Wednesday 16/08/2017 5 3 4 2 5 1 1 3 1 5
Thursday 17/08/2017 1 2 1 3 6 3 4 5 2
Friday 18/08/2017 1 3 2 3 2 5
Saturday 19/08/2017 3 6 3 6 8 3 3 6 8
Sunday 20/08/2017 1 1 2 1

Monday 21/08/2017 1 4 3 2 6 1 2 2 5

In the above example, which happens to be analysing CDR data, the subject phone
wasn’t used at during 12*" August (the first date in the dataset). Other days have a
general level of activity, with occasional periods with higher levels of activity.

For example, the one-hour period starting 07:00 on 18/08 had one active event, whereas
the one-hour period starting 13:00 on 20/08 had an event count of 16.

The analysis period in the example was et to 60 minutes and the threshold for ‘multiple
events’was setto 10.

Why, When, Who

,&? This function is necessary to analyse event activity trends and to
determine the levels of activity at significant times.
@ This function is undertaken as required.

This functionis typically carried out by the following users:

» CSAS User.
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Stepped Proceadure

Tolaunch the Activity Hotspot query:

1.

10.

11.

12.

Select the required set of source data files for the subject identifier(s) you wish
toanalyse, apply any required right sidebar Filters. Due to the fact that long-
lasting GPRS session records may confuse the view of actual user-initiated
activity levels, you may wish to exclude GPRS/mobile Internet events using the
Filters > Event Types option.

Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

Click ‘Apply’ to send the selected dataset to the query.
The results chart will update to show the data for the selected source data.

If necessary, you can change the analysis period value to something other than
60 minutes. There is no need to click ‘Apply’ again after making changes to the
query controls or filters, the results will update automatically.

You can change the threshold value for applying the highest/hottest red colour
to analysis periods with the highest event counts.

You can hide days with activity and those with no activity by checking the
checkboxes.

Review the results grid to gain an understanding of the activity levels across the
analysed time span for the selected subject identifiers.

Sending the top few Summary List rows to a map may help to identify the general
area in which the subject was staying during the analysed period.

If you wish to drilldown into any of the results rows, to view the raw data that sits
behind the results, select the required row(s), right-click and select New
Drilldown.

If you wish to view any of the results in a map, select the required row(s), right-
click and select Send to Map.

If you filtered GPRS/data events from the dataset when launching this query,
remember to restore them to the dataset, by cancelling the Event Type filter,
before continuing with your analysis.
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17.4 Using the Average Event Distribution query

This query displays average event distribution data on a colour coded graph. Analytics
Average Event Distribution provides an indication of when the selected identifier is busy
oridle, by showing the average activity levels over a period of time thereby establishing
trends in activity.

This query is general and can be used to show activity levels for all types of identifiers,
not just phones.

17.4.1 Supported Data Types

The Average Event Distribution query can be used with any imported data or file type that
includes time-ordered event data, including CDR, ANPR, handset download, telematics,
tracker and others.

17.4.2 Layout

The query displays target identifier activity in terms of average number of events (the
bars) and average event duration (the line):

natytics
Case HUb @ | pverage Event Dist: °

17.4.3 Filters & Controls

The data to be analysed is selected from the right sidebar ‘Source Data’ menu in the
normal way and is sent into the query when the ‘Apply’ button is clicked. Any filters or
options applied within the query take effectimmediately, there is no separate ‘run’
button and the ‘Apply’ button only needs to be clicked if you change the set of selected
files or sidebar filters.

The graph can be set to show average event levels over a 24-hour period (highlighting
when the selected identifier of dataset is on average busiest), or over the days of the
week or the months of the year.
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In ‘hour of day’ mode, the scale
along the bottom of the chart
shows the 24-hour day.

The scale on the left side shows
percentage of overall events.

The scale on the right side shows
percentage of event duration.

In‘day of week’ mode, the scale
along the bottom of the chart
shows the 7-day week.

fﬁg The scale on the left side shows
~ percentage of overall events.

The scale on the right side shows
percentage of event duration.

In ‘month of year’ mode, the scale
along the bottom of the chart
shows the 12-month year.

The scale on the left side shows
percentage of overall events.

The scale on the right side shows
percentage of event duration.

Moving the cursor over the graph shows data
for each bar: I I

W Average events % : 6.86
Avesage duration minutes : 4.74

Data is colour-coded depending upon frequency, with higher event counts being
coloured a darker shade of blue. You can select the data to be displayed in the grid via the
sidebar prefilters.

Double-clicking on a bar in the chart launches the drill down view for that data.
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Understanding the results

The Average Event Distribution query provides information about the average number of
events that were active in each period (hour, day, month) in the selected dataset.

This can provide an indication of, for example, a suspect’s lifestyle, showing whether
they have a conventional lifestyle (sleep at night, awake during the day), aninverted
lifestyle (awake at night, asleep during the day) or a chaotic lifestyle with no fixed
patterns of activity or inactivity.

Why, When, Who

0

al
&
o

This function is necessary to summarise the average levels of activity
of a particular identifier.

This function is undertaken as required.
This functionis typically carried out by the following users:
» CSASUser

Stepped Procedure

To launch the Average Event Distribution query:

1.

Select the required set of source data files for the subject identifier(s) you wish
to analyse, apply any required right sidebar Filters.

Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

Click ‘Apply’ to send the selected dataset to the query.
The results chart will update to show the data for the selected source data.

You can switch the query mode by changing the ‘Time Unit’ setting, so show
average distribution per hour, day or month.

If you wish to drilldown into any of the results rows, to view the raw data that sits
behind the results, select the required bar in the bar chart and double click.
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17.5 Using the Cell Usage query

Cellular records, usually obtained in the form of CDR (Call Details Records) files, provide
details of the cells used to carry each call, text or data session.

Typically, SMS text message events are carried by just one cell, as there is no mechanism
that allows a handover to take place during a text transmission. Voice call records usually
contain details of two cells - the 'start’ cell used at the beginning of a call and the ‘end’
cell that was in use when the connection was closed. GPRS/mobile data sessions
typically include details of just one cell, either the start cell or end cell depending upon
the network, but it is possible that some networks might supply details of both start and
end cells for mobile data records. Voice calls that were handled using VoWIFI (Voice over
WIFI) techniques might capture details of the WIFl access point used for each call, but
this is uncommon. Some records, for a variety of reasons, don’'t capture any details of the
cells that were used.

When analysing cellular data, it can be useful to determine the overall cell or set of cells
that a subject phone uses most often, this can help to indicate the general geographic
areas the user of the phone frequents most often. Alternatively, it might be useful to
under the ‘top cells’ a phone used during a particular period of time.

The Cell Usage query attempts to aid this form of analysis by providing a list of the unique
set of cells found in the selected source data files, showing a usage count for each cell
and listing them in order of those that are used most often. This can be used to answer
the question ‘which cells or cell sites does this phone use most often?’

17.5.1 Supported Data Types
The Activity Hotspot query can be used with CDR and cellular data only.
17.5.2 Layout
Datais presented in three panes:
» Summary List pane
”» Top10Cells pane
» Hotspot Chart pane.

Summary List

Display by |Cell D > Cell 1D | CGI

Summary List (@) A 0O

Cell I Site Name Postcode Network Technology Azimuth Event Count Percentage (Call Count) Percentage (Usage Count) Phone Count
> + 234-30-01153-60263 YATES HOUSE E2 6NU EE 2G 240 158 19.41 14.98

+ 234-30-01153-14431 ' YATES HOUSE E2 6NU EE 26 240 131 16.09 12.42

+ 234-30-01153-60262  YATES HOUSE £2 6NU £E 26 120 99 12.16 0.38

+ 234-30-01153-14450 = YATES HOUSE E2 6NU EE 26 120 61 749 5.78

+ 234-30-02023-00569  YATES HOUSE £2 6NU EE 26 240 21 2.58 1.99

+ 234-30-01153-60235 BACTON TOWER E2 0LT EE 26 120 19 233 1.80

e

+  234-30-01078-00786 LONDON POST W1D 4PR EE 26 240 17 2.08 1.61

The 'Summary List’ displays key information for each unique cell or cell site such as Cell
ID, cell Site Name, cell Postcode and the Network the cell belongs to.

The main metrics computed by the query are the ‘event count’ per cell and two different
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values for the percentage of overall cellular activity that each count represents.
The grid can be sorted/resorted by any of these values by clicking on a column header.
Event Count

The compilation of the ‘Event Count’ value requires some explanation - this value is not
calculated as a simple count of the number of occasions on which the cell ID appears in
the source data as that could be misleading. Instead, it's a count of the number of
calls/connections in which the cell features - soif Call A uses Cell 123 as both the start
and end cell in acallrecord (which means that Cell ID 123 appears twice in the record),
the query will only count that as 1 call and Cell 123 will only have its count incremented by
1, whereas if arecord shows that Call B used Cell 123 as the start cell and Cell 234 as the
end cell, then both cells get a count of 1added to their totals.

The proportion of overall usage associates with each cell can also be calculated in two
different ways (or, more accurately, we have been asked to calculate it in two different
ways by CSAS users), hence the need for two ‘percentage’ columns.

Percentage (Call Count)

In this calculation, the event count for each cell is divided by the total number of events
(the total number of individual call/text/data records) in the analysed dataset:

cellevent count/event total * 7100.

This provides a value that shows the proportion of total cell usage that handled by each
cell.

Percentage (Usage Count)

In this calculation, the event or usage count for each cell is divided by the sum of all the
event usage counts for all cells in the analysis:

cellevent count/sum of all cell event counts * 100.

This provides a value that shows the proportion of total calls/connections that handled
by each cell.

Top 10 Cells

Data for the top 10 rows in the ‘Summary List’ are displayed in a graphical form, to make
the proportions of usage between those top 10 cells/sites more immediately obvious:

Top 10 Cells

1000

Event count

234-10-12049-33417  234-30-01153-60263 234-30-01153-60262 234-30-01153-14431 234-30-01153-14450 234-10-12049-06804 234-30-02023-00568 234-30-02023-00569 234-30-01153-61657 234-10-12049-63417
Cell ID
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Top 10 Cells Hovering over any bar will
display the data represented by
that bar over the top of the

graph:

1000

800

600 [l 234-10-12049-33417 : 1055

Event count

400
200

0
234-10-12049-33417 234-30-01153-60263 234-30-01153-60262

Hotspot Chart

Hotspot Chart

fide days with activity
(e s Wit gt 1 2 1 Indivicual cells

Hide days witl ®) Group cells

Date 00:00 01:00 02:00 03:00 04:00 05:00 06:00 07:00 08:00 09:00 10:00 11:00 12:00 None
- 1

140872012 --- 2

15/08/2012 2

16/08/2012

18/08/2012 1
19/08/2012 1
-I

20/08/2012

_umw—.—

The Summary List shows how often each cell/site/sector was used, which is useful for
understanding where a phone might have been most commonly located, but the Hotspot
Chart can show ‘when'’ each cell was used. It can also show details of the other numbers
that were involved in those calls. Both of these pieces of information could be useful, as
they could show that there is a specific pattern to the usage of a particular cell site,
which may be relevant to an investigation. For example, the Hotspot Chart could show
that a subject phone only uses a particular cell on Saturday afternoons, or it could show
that the cell was only used to contact a specific other number.

You can elect to show details for individual or multiple cells on the ‘Hotspot Chart’ by
navigating to the ‘Summary List’ and selecting an individual row, clicking and dragging to
select a contiguous set of rows, or using ‘control &click’ to select a set of non-
contiguous rows, thenright-clicking and selecting 'Show in Hotspot Usage Chart’.

The Hotspot Chart displays a date/time grid, with each row representing a day and each
columnrepresenting a selectable time period across each day. The intersection of arow
and a column provides information for one time period of one day.

The Hotspot Chart has two modes:

»> Individual Cells - where the populated intersections in the hotspot grid
represent a time period in which connections were made that used the
selected cell(s).

© ForensicAnalytics Ltd 2026 FA-487 v1.0 3N



f‘\ CSAS CSAS User Guide

CSASVv3.16

o 1o 12:00 1 gwnne The detail in each intersection box shows the

[ =+20990 07700900177 : ,

B oo other' numbers that were contacted. If more

pEre— 07700900597 . H

=EZE§§§§$§ than one other n.umber wasin gontact !durln.g a |

Il o7roosocen time period, the intersection will show ‘multiple’.

L W 07700000730
_ [ c7o0so0ss A legend beside the grid shows the colour

B 077000004

QDTTM coding applied to the other numbers.
Multiple

»> Group Cells - where the populated intersections show the time distribution
of the events that used the selected cell(s) during that time period.

Lil Gl ke L | %Tm The detail in each intersection box shows the
1 1 %3 event count for that time period.
‘ 2 : 9; A legend beside the grid shows the colour
: coding applied to the event counts, with the
- ;
: IS 3 highest counts being coloured red.
17.5.3 Filters & Controls

The datato be analysed is selected from the right sidebar ‘Source Data’ menuin the
normal way and is sent into the query when the ‘Apply’ button is clicked. Any filters or
options applied within the query take effect immediately, there is no separate ‘run’
button and the ‘Apply’ button only needs to be clicked if you change the set of selected
files or sidebar filters.

The Summary List and Hotspot Chart panes have a small set of controls:
Summary List
The '‘Display By’ drop-down optionally allows the datain the grid to be aggregated.

»” Ifsetto‘CellID’ the list shows one row and count for each individual cell ID
found in the selected data.

> If setto ‘site name’ there is one row for each site name and counts for all cells
onthat site are aggregated into that row.

” If setto ‘site name and azimuth/sector’ there is one row for each different
azimuth found on each site (so, for example, all of the cells with a 120
azimuth on the same site are aggregated together) and the counts for those
cells are aggregated into that row.

The ‘Cell ID’ drop-down allows the format of the cell IDs to be changed from the
standardised CGl format, to whatever the format the raw data was presented in.
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Hotspot Chart

The Hotspot Chart time period can be adjusted (with values of 10, 20, 30, 60 and 120
minutes) by sliding the bar at the top of the pane.

10 20 3 60 120 For example, when you slide the bar
to 30 [minutes] the time values
change to half-hour intervals:

00:30 01:00 01:30 02:00 02:30 03:00

& If you slide the bar to 60, the values
willchange to hourly intervals:

You can select to hide days with or
with no activity to compress the data
| Hide days with no activity as required.

Hide days with activity

Right-click menus

The Summary List supports an extended right-click menu, offering more than the usual
Analytics right-click options:

New Drill Down

Show in Hotspot Usage Chart

Send cell{s) ONLY to map

Send cell(s) and call(s) to map (with context)

Send cell(s) and call(s) to map (no context)
The New Drilldown option works in the usual way, as described in the Grids and Controls
section.

The ‘Show in Hotspot Usage Chart’ option sends data for the selected row(s) to the
Hotspot Chart.

There are three ‘'send to map’ options.

» If youselect to'Send cell(s) ONLY to map', a simplified Map Tab opens:

%]

0c®
+

As this only sends the cell locations and no event details to the map, the simplified
tab displays cell sites as black triangles and map labels will not show any event
details.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 313



(‘\ CSAS CSAS User Guide

CSASv3.16

» If youselect to'Send cell(s) and call(s) to map (with context)’, a standard Map
Tabis displayed:
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This option sends cell and call details to the map and includes all context. This
means that if any of the records sent to the map include other cells (that were
used as start and end cells in events along with a selected cell), then details of
the other ‘context’ cells are included in the map as well. This can provide a fuller
picture of the usage associated with the selected cells.

» If you select to'Send cell(s) and call(s) to map (no context)’, the following
new Map Tab opens:

<]
0
@

=

fRRREEELE

This option sends only the selected cells to the map, including call details, but
does not include details of any ‘context’ cells.

17.5.4 Understanding the results

The Cell Usage query is designed to answer the questions ‘which cells does this phone
use most often?’ and ‘which general areas does the user of this phone visit most often?’.

The data provided in the query results grid lists cells or cell sites in order of how heavily
they were used and also allows the data to be aggregated to show ‘top cells’, ‘top cell
Sites’ and ‘top sectors of cell sites’.
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Display by |Cell ID hd Cell Ip | CGI hd
Summary List A B &
=il d Site Name Postcode Network Technology Azimuth Event Count percentage (Call Count) percentage (Usage Count) Phone Count
234-30-01153-60263  YATES HOUSE E2 6HU EE 26 240 158 19.41 14.98 1
234-30-01153-14431  YATES HOUSE E2 6HU EE 26 240 131 16.00 12.42 1
234-30-01153-60262  YATES HOUSE E2 61U EE 26 120 99 12.16 9.38 1
234-30-01153-14450  YATES HOUSE E2 6HU EE 26 120 61 749 5.78 1
234-30-02023-00569  YATES HOUSE E2 6HU EE 26 240 21 2.58 1.99 1
234-30-01153-60235 BACTON TOWER E2 0LT EE 26 120 19 2.33 1.80 1
234-30-01078-00786  LONDON POST W1D 4PR EE 26 240 17 2.08 161 1
234-30-01153-61657  LUPIN HOUSE E2 OEA EE 26 240 17 2.00 1.61 1

Inthe above example, cell ID 234-30-01153-60263 (connected to the Yates House site in
the E2 area of London) was the most frequently used cell, with 158 events connecting via
that cell, which represents 19.41% of total call/connections and 14.98% of total cell
usage.

The next four top cells were also from the Yates House site, so switching the ‘Display By’
optionto ‘Site’:

Display by | Site - Cell ID | CGI -

Summary List [©)

Site Name Postcode Network Sector Count Cell Count Event Count Percentage (Call Count) Percentage (Usage Count) Phone Count
- +  YATES HOUSE E2 6NU EE 3 9 496 60.91 47.00 1
EE 3 65 97 11.83 8.96 1
+  LUFIN HOUSE E2 OEA EE 3 6 57 7.00 5.39 1
+  BACTON TOWER E2 0LT EE 3 8 42 5.15 3.96 1
+ LONDON POST ‘W1D 4FR EE 3 4 31 3.81 2.93 1

Reveals that over 60% of all connections were handled by Yates House and two more of
the top 5 sites were alsointhe E2 area.

The conclusion to draw from the is that the user of the subject phone lived or spent a lot
of time in the E2 area. Sending the data to a map confirms this assumption:

BETHNAL GREEN

GLOBE 1

V’_‘L.‘ ) (-2) :
¢ IYATES HOUSE _E2 6NU

-9
= |BACTON TOWER E2 OLT
|LUPIN HOUSE _E2 OEA 5 e N4

O

] Qo®

Sending data for one selected cell to the Hotspot Chart reveals that the subject phone’s
user only appears to use that particular cell in the early afternoon and not at other times.
This may or may not be significant.

DayOfiveek Date 10:00 11:00 12:00 13:00 14:00 15:00
Monday 30/08/2021
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Why, When, Who
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This function is necessary to display, at a glance, which cell has the
highest use during an analysed period.

This function is undertaken as required.
This function is typically carried out by the following users:

?> CSASUser.

Stepped Proceadure

To launch the Cell Usage query:

1.

Select the required set of source data files for the subject identifier(s) you wish
to analyse, apply any required right sidebar Filters.

Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

Click ‘Apply’ to send the selected dataset to the query.

The results default to being displayed with one row per unique cell ID, but you can
elect to aggregate the results by site or sector by changing the Display By option.

Review the results grid to gain an understanding of the cells or sites the subject
phone(s) visited most frequently and the cells used most often.

The Top 10 Sites bar chart will display data for the top 10 rows of the grid,
whatever format the grid is set to.

If you wish to view data for a specific cell or set of cells looking for time-based
usage patterns, you can select the required row(s), right-clickand 'send to
hotspot chart’.

If you wish to drilldown into any of the results rows, to view the raw data that sits
behind the results, select the required row(s), right-click and select New
Drilldown.

If you wish to view any of the results in a map, select the required row(s), right-
click and select the required Send to Map option.
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17.6 Using the Concurrent Calls query

The Concurrent Calls Query is designed to list instances where the selected subject
phones were both in use simultaneously with concurrent or overlapping calls.

This query is useful in scenarios where, for example, investigators are alleging that both
phones were being used by the same individual; assuming that one individual can
generally only use one phone at a time, a large number of concurrent calls could cast
doubt upon the allegation being made.

The contents of the Concurrent Calls are available for export to Excel via the Print/Export
menu and drilldown is available. When any cell in arow is double-clicked the drilldown
screen provides details of the set of concurrent calls made at that time.

It is also possible to select/multiselect rows in the grid, right-clickand send the datato a
map.

Concurrent Calls ® B & O
Group A COR Identifiers Group B CDR Identifiers Min. overlap (seconds)  Max. overiap (seconds)  [7] match events once [¥] Voice orlly

07700903852 ~|  [447700902421 e 5 - 20 < | [] Restrict Overlap Run Column chooser

Group A CDR Events Group B CDR Events

Overlap (seconds)  Start date Identifier Attribution Start time End time Event type Identifier Attribution Start time End time Event type

il
14/03/2024 07700903852 m 17:36:35 17:38:07 Outgoing Voice
15/03/2024 07700003852 m 21:48:14 21:48:32 Incoming Voice

il
17:37:50 17:41:05 Outgoing Voice
21:48:25 21:54:14 Incoming Voice

1

]

~

The query allows users to select a set of source data files from the right sidebar; those
files can then be assigned into two groups - Group A and Group B - the query will then
compare the Group A records against the Group B records and highlight pairs of records
that overlap.

Each group could contain just one phone (so the query would be comparing the records
for just two phones), or they could each contain data for multiple phones - for example, if
the intention of running the query was to look for overlapping events for two suspect
individuals who both used multiple phones, Group A could be set up to contain all phones
linked to Suspect A and Group B the same but for Suspect B. The query would then
highlight any overlapping calls for Suspect A and B across all of their devices.

17.6.1 Supported Data Types
The Concurrent Calls query can be used with CDR files only.
17.6.2 Layout

The Concurrent Calls query is divided into two panes, with an additional drilldown pane
that can be triggered if required.

e @ A o

roup A entifiers " dentfiers Min. overiap (seconds Max. overiap (seconds /] Match events once [v] voice only
07700903852 - 447700902421 - S s 20 2| [/] restrict Overiap Run Column chooser Filters & Controls

Overlap (seconds) ~ Start date Identifier Attribution Start time End time Event type Identiier Attributon Start time End time Event type

Results Grid

TR o oesss2 | vrivom s (R Va0 wraos Outging Voca
7 15/03/2024 07700903852 m 21:48:14 21:48:32 1: ncoming Vi

Filters & Controls

These are used to select the phones to compare against each other, set the parameters
and values used by the query that are outlined below. It also hosts the ‘Run’ button used
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to trigger or cancel the running of the query and the ‘column chooser’ button.
Results Grid

The results grid lists the results of the query - it lists details of the overlapping events for
‘Group A’ and ‘Group B’ phones that match the filter criteria.

The columns in the default layout are:

» Overlap (seconds) - which shows the amount of time the two events overlap for
» Group ACDR events
o Startdate
Identifier (phone number)
Attribution
Starttime
Endtime
o Eventtype
»>  Group B CDR events - columns match those for group A

O O O

Via the column chooser (which can be accessed by right clicking in the results grid
column header row) anumber of other column options are available, including details of
the cells used by the phones in each group.

17.6.3 Filters & Controls
The filters and controls section consists of the following elements:

»>  Group A CDR Identifiers - adropdown menu that lists the subject identifiers from
all selected source files and allows the user to indicate which of them should be
included in Group A

»> Group B CDR Identifiers - the same but for Group B

» Minoverlap (seconds) - sets the minimum amount of time a pair of events would
need to have overlapped for to be included in the results. This value defaults to 5
seconds but can be wound down to 0 seconds or increased to a higher value

» Max overlap (seconds) - sets the maximum amount of time a pair of events could
overlap for to appear in the results. This value defaults to 20 seconds but can be
adjusted up or down as required.

» Matchevents once - if enabled (the default) it only includes an individual event in
once intheresults. For example, if Phone A has a call at 12:00:10 that lasts for 2
minutes and Phone B has two calls at 12:00:10 and 12:01:15, the Phone A event will
only be shown once in the grid (associated with the Phone B event at 12:00:30), it
willnot also be listed for the event at 12:01:15. If the option is disabled, all
correlating pairs of events are shown.

» Restrict Overlap - if enabled the query takes the min and max overlap settings into
account; if disabled (the default), these settings are ignored.

» Voiceonly - if enabled (the default), the analysis is restricted to voice calls; if
disabled, all events in the selected CDRs (including SMS and data sessions) will be
included.

The Run button initiates the query and the Column Chooser button offers an alternative
method for opening the additional columns list.
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17.6.4 Understanding the results

The Concurrent Calls query offers a quick and simple method for determining whether
two phones (or members of two groups of phones) were regularly in use at the same time
- one of the main uses of the query to help to check for ‘clean phone/dirty phone’ usage.

The propositionis that an individual who is engaged in criminal activity and who is aware
that their phone records might be examined by the police, will use one phone (the ‘clean’
phone) for all of their legitimate activities and a different phone (the ‘dirty’ phone), which
will usually be an unregistered ‘burner’ phone, for all of their criminal activities.

The purpose of the analysis would be to see if the events captured for each phone could
be correlated - one option is to use the Potential Colocation query to see whether the
two phones could be seen to geolocated or moving together on aregular basis. Another
technique would be to see whether there are regular overlapping calls for the two phones
- based on the assumption that if they’'re both held by the same person, they will only be
engaged inone call at a time. A high level of overlapping calls might argue against the
idea that both phones were being used by the same individual.

The min/max overlap filters can be used to focus the query for different scenarios - for
example, setting a higher ‘min overlap’ value means that only pairs of calls where there is
a substantial overlap would be included in the results, which would filter out situations
where the suspect was on a call on their clean phone, answered a concurrent call on their
dirty phone, found out who it was, then ended the first call on the clean phone. Such a
short overlap would mean that the two calls were excluded from the results.

Group A CDR Events Group B CDR Events

Overlap (secon..  Start date Identifier Aftribution Start time End time Event type Identifier Aftribution Start time End time Event type

17 14/03/2024 m 17:36:35 17:38:07 Outgoing Voice
7 15/03/2024 07700903852 m 21:48:14 21:48:32 Incominy g Voice

17:37:50 17:41:05 Outgoing Voice

21:48:25 21:54:14 Incoming Voice

In the example results grid above, the first result shows an overlapping pair of call
records. The calls overlap by 17 seconds (the Phone B call started at 17:37:50 and the
Phone A call didn't end until 17:38:07).

Why, When, Who

This function identifies the number of concurrent calls between
ﬂ? selected phones and may help to indicate whether it is likely that those
phones were used by the same or different people

@ This function is undertaken as required.
38 This function is typically carried out by the following users:
» CSASUser.
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Stepped Proceadure

1.

10.

11.

Select the required set of source data files for the subject identifier(s) you wish
toanalyse, apply any required right sidebar Filters.

Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

Click ‘Apply’ to send the selected datasets into the query.

In the filters & control section, use the Group A CDR Identifiers to select the
phone (or phones) that comprise Group A, then do the same for Group B.

If the ‘Restrict Overlap’ setting is enabled, select the required ‘min overlap’ and
‘max overlap’ values to filter the results.

Check that the other settings (match events once, restrict overlap and voice
only) are set as required and when ready, click ‘Run’

The results grid will list the pairs of events that meet the criteria.

If you wish to drilldown into any of the results rows, to view the raw data that sits
behind the results, select the required row(s), right-click and select New
Drilldown.

If you wish to view any of the results in a map, select the required row(s), right-
click and select Send to Map.

If you wish to output the results grid, click on the export button in the query
header.

View the details provided in the results grid,
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17.7 Using the Contact Summary query

This query displays contact summary data for the selected target phone(s) ina
tabulated form that counts the total number of Outgoing and Incoming connection
events (calls, texts, data session, etc) for the selected date and time span:

Summary Ust ® @ =

~ Event Totals

1,158 Test 156

187 g 7} 1
531

07700900597 | Undknown 3

The Contact Summary screen summarises the set of ‘other’ numbers that were in
contact with the selected subject phone(s) during the selected period. This function can
provide aggregated results for multiple subject phones (selectable via the 'Filters’ tab)
however it is recommended that only one phone is selected at a time as the results for
multiple phones combined could be misleading. There are scenarios in which selecting
multiple subject phones might be beneficial, however, for example if a case has several
phone numbers that are attributed to the same individual or the same group, this query
can provide an idea of the overall pattern of contact that group of phones has with
others.

The selected phone(s) data is presented in a grid showing the number of outgoing and
incoming calls and percentages (of total events and of total connected time) for each
contacted identifier and the date and time of first and last contact.

The ‘outgoing’ columns summarise calls/texts outgoing from the target phone to the
listed contact; the ‘incoming’ columns summarise calls/texts incoming to the target from
the listed contact.

17.7.1 Supported Data Types

The Contact Summary query only works with CDR files.

17.7.2 Layout

The query results pane consists of two sections - a summary panel and a results grid.
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Summary Panel

The summary panel provides totals for the various main event types listed in the results

grid.

A  Event Totals

Total Events

Incaming Text
Incaming Voice

Outgoing Voice

1,158 Outgoing Text 156
140 Data 343
187  Outgoing Forward 1
331

There are nofilters, drilldowns or other features associated with the summary panel and
itis notincluded inthe Excel export for this query.

Results Grid

The results grid contains the following columns:

»

»

»

”

”

”

»

”

”

”

»”

Checkbox - used for the selecting a specific row or rows for drilldown or
sending toamap.

Number - an ‘other’ number the selected subject(s) have beenin contact
with - this also includes a count of any GPRS/mobile data activity grouped as
‘Data’.

Attribution - any Attributed nominal associated with the number.

Outgoing - total count of events (calls, texts, data, etc.) in the selected
dataset outgoing fromthe subject phone(s) tothe listed number.

Incoming - total count of events (calls, texts, etc. but not data) in the
selected dataset incoming tothe subject phone(s) fromthe listed number.
Total - total count of all events that included the listed number.

% of calls - percentage of total events in the dataset represented by the
total count for the listed contact. Highlights the other number contacted
most by the selected subject(s).

% of Time - percentage of total connected time for all events in the dataset
represented by the connected duration for the listed contact. Highlights the
other number the selected subject(s) spoke to for the longest amount of
time.

First Contact - date/time of the start of the first record in the dataset where
a subject number was in contact the listed number.

Last Contact - date/time of the end of the last record in the dataset where a
subject number was in contact with the listed number.

Individual event type columns - each column summarises the event count for
the specified type of event - e.g. Outgoing Voice counts the number of
records that show a subject phone calling the listed number.
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17.7.3 Filters & Controls

Filters

The Contact Summary grid has one filter option, ‘Display top rows only’ which is designed
to filter the number of results provided.

Display top rows only 50 If unchecked, the filter in inactivate and details of all
contacted numbers are listed.
v| Display top rows only 10 : If checked, the results grid is limited to the selected
number of rows - in the example, only to the top 10 results
will be listed.
Controls

The grid controls are as outlined in the Grids and Controls section.

The Contact Summary has an additional right-click option that opens an Attributions
popout to allow attribution names to be added and edited directly in the Analytic grid.

ﬂ 1
MNew Drill Down
Send cell(s) and call(s) to map (with context)

Add/Edit Attribution for: 07700900597

17.7.4 Understanding the results

The Contact Summary grid provides a simple count of the number of contacts between a
selected subject number and a listed ‘other’ number.

Number Attribution Outgoing Incoming Total % of Calls % of Time First Contact Last Contact

Data 343 0 343 29.65 92.00  29/08/2021 12:32:53 05/09/2021 17:01:45

07700900597 m 51 47 98 8.47 0.75  29/08/2021 12:21:34 05/09/2021 16:45:36

07700500938 41 30 71 6.14 0.99  29/08/2021 15:38:43 04/09/2021 17:57:23

07700900621 m 34 26 60 5.19 0.52 | 28/08/2021 11:26:22 05/09/2021 12:18:34

In the above example, which has a selected subject number of 07700900177, the most
frequently contacted ‘other’ is ‘data’, which means that Subject 177 connected to
GPRS/mobile Internet services 343 times in the analysed period. Looking at row 2, which
has details of contact with a ‘real’ other number:

» The ‘other’ number is 07700900597.

»> Ithas been attributed to a ‘dummy’ nominal of ‘Unknown 5.

»> Subject 177 made outgoing contacts (outgoing calls or texts) to 597 51 times.

»> Subject 177 received incoming contacts (incoming calls or texts) from 597 47
times.

»> The total number of contacts between 177 and 597 was 98.

» Thisrepresents 8.47% of all analysed contacts for Subject 177.

» Thisrepresents 0.75% of all connect time (e.g. talk time) for Subject 177.

»> Subject 177 was firstin contact (e.g. the start of the first phone call) with 597
on 29/08/2021at 12:21:34 and the last contact (e.g. the end of the last phone
call) between those numbers ended on 05/09/2021 at 16:45:36.

» Leaving data sessions aside, 597 is the number that Subject 177 was in

© ForensicAnalytics Ltd 2026 FA-487 v1.0 323



f‘\ CSAS CSAS User Guide

CSASv3.16
contact with the most during that analysed period.
Why, When, Who

A? This function is necessary to summarise top contacts for anidentifier.
@ This function is undertaken as required.
8 This function s typically carried out by the following users:
»> CSASUser

Stepped Procedure
To analyse data using the Contact Summary query:

1. Select the required set of source data files for the subject identifier(s) you wish
to analyse, apply any required right sidebar Filters. If your primary interestis in the
set of call and text contacts for the subject phones, you may wish to exclude
GPRS/mobile Internet events using the Filters > Event Types option.

2. Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

3. Click‘Apply’ to send the selected dataset to the query.
4. Filter the query results table, if required, to show only the “Top N’ results.

5. Theresults table will provide alist of the top N contacts for the selected subject
phone(s).

6. Theresults canbe sorted or resorted by clicking on the relevant column header
and can be filtered using the grid filtering features.

7. If youwishtodrilldown into any of the results rows, to view the raw data that sits
behind the results, select the required row(s), right-click and select New
Drilldown.

8. If youwish toview any of the results inamap, select the required row(s), right-
click and select Send to Map.

9. Ifyou filtered GPRS/data events from the dataset when launching this query,
remember to restore them to the dataset, by cancelling the Event Type filter,
before continuing with your analysis.
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17.8 Using the Contact Summary by Date Range query

The Contact Summary by Date Range query - which could also be called the ‘event
record count.’ query, as it deals with more than just call data, it also analyses SMS and
mobile Internet events as well - displays mobile phone activity (calls, SMS and data
sessions) for selected subject phones during a selected date and time range, the results
can be grouped into selectable time periods of hours, days, weeks, or months.

c Analytics
CaseHub @ | o Count by Date Range @

Activity

Highlight numbers | Hide zeros

14/08/2012  15/08/2012  16/08/2012  17/08/2012  18/08/2012  19/08/2012 20082012  21/08/2012  22/08/2012  23/08/2012 24
. Grand Total
Attribution Number Tuesday Wednesday Thursday Friday Saturday Sunday Manday Tuesday Wednesday Thursday Fric
Grand Tota 4105 150 102 12 191 95 90 159 157 141 119

Total 3624 131 o4 106 179 79 85 152 136 132 107

1029
0 5 1
1132079460841 2

12121

7
150 32 1 8 2 -
249 13 1 10
440770090006 1 1

440770090050 1

The data grid has the selected target phone(s)’s contacted numbers down the left side
for the rows and the selected time periods (hour, day, week or month) along the top for
the columns. The intersection for each row and column shows the count of connected
events between the selected subject phone(s) and the ‘other’ number represented in
that row during the time period represented by that column.

The purpose of this query is to summarise the levels of contact between the subject
phone and other numbers and to show the changes in connection levels per period of
time. This could show, for example, the number the subject was mostin contact withon a
day-by-day or week-by-week basis.

17.8.1 Supported Data Types
The Contact Summary by Date Range query can only be used with CDR data.
17.8.2 Layout
The query screen s divided into two main sections:
»> Filters & controls - in the top half of the screen.

»> Results grid - in the lower half of the screen.
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29/08/2021 30/08/2021 31/08/2021 01/09/2021 02/09/2021 03/09/2021 04/09/2021 05/09/2021
Grand Total

Attribution Number Y Sunday Monday Tuesday Wednesday Thursday Friday Saturday Sunday
Grand Total 504 81 128 45 41 61 54 50 44
Total 346 50 86 34 22 58 37 31 28
150 3 2 1
e I » : = 1 : 5 z

[ unkoowns | 07700000621 | ) 18 14 2 7 2 s 7 1
The top two rows of the results grid specify the time divisions used in the analysis:

” If setto ‘hours’ each column will show the hour of the 24 hours of the day and
will show an aggregate count for all events that took place in each hour
across all selected days. It is recommended that he *hour’s option is only
used with data from one day at atime.

» If setto‘days’, each column will show the date and day of the week and will
show a separate column for each individual date included in the analysis.

»” If setto ‘'weeks’, each column will show the date and the day name of the
start of the week. This query defaults to showing Monday as the start of the
week, but the first column will contain the name and date of the first day for
which data is included.

”> If setto‘'months’, each column will show the day and date of the first day in
each month, except the first column, which will show the day and date of the
first day for which data is included.

The event counts are summarised in totals rows (that summarise the contents of each
column) and totals columns (that summarise the contents of each row).

There are two totals rows at the top of the grid.

29/08/2021 30/08/2021 31/08/2021 01/09/2021 02/09/2021 03/09/2021 04/09/2021 05/09/2021
Grand Total

Attribution Number ¥ Sunday Monday Tuesday Wednesday Thursday Friday Saturday Sunday
Grand Total 504 81 128 45 41 61 54 50 44
Total 346 50 86 34 22 58 37 31 28
150 3 2 1
s e s = 5 . 7 : s : =

m 07700900621 60 18 14 2 7 2 9 7 1

The ‘Grand Total’ value shows the total count of all events in each column, including
those linked to both attributed and non-attributed identifiers. The ‘Total’ value shows the
event count only for non-attributed identifiers (e.g. only for the rows for identifiers ‘Data’
and 150’ in the example).

29/08/2021 30/08/2021 31/08/2021 01/09/2021 02/09/2021 03/09/2021 04/09/2021 05/09/2021
Attribution Number v R Sunday Monday Tuesday Wednesday Thursday Friday Saturday Sunday
Grand Total 504 81 128 45 41 61 54 50 44
Total 346 50 86 34 22 58 37 31 28
150 3 2 1
m 07700900597 98 13 28‘ 9 12 1 8 12 15
m 07700900621 60 18 14 2 7 2 9 7 1

The ‘Grand Total’ column shows the total number of events in each row - therefore it
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shows the total number of connections associated with each ‘other number.

Highest value ~ Colour coding is used to highlight the top five contacted numbers

2nd highest in each time period (column), with red equating to the highest
3rd highest count for the time period and shades of orange and yellow

4th highest denoting the next four highest counts.

5th highest

If multiple identifiers share the same event count, they will all be coloured with the same
infill. For example, if two identifiers had the highest call count for the same day, they
would both be coloured red.

17.8.3 Filters & Controls
Controls

The datato be analysed is selected from the right sidebar ‘Source Data’ menuin the
normal way and is sent into the query when the ‘Apply’ button is clicked. Any filters or
options applied within the query take effectimmediately, there is no separate ‘run’
button and the ‘Apply’ button only needs to be clicked if you change the set of selected
files or sidebar filters.

Highlight numbers | Hide zeros . Highest value

Hours :
04/09/2021 00:00:00 +| Hide periods with no activity D 2nd highest
D 3rd highest

i Group periods together D 4th highest
With activity only before date D Sth highest
ighe

With activity only after date

®) Days
Weeks

Months Only show highlighted numbers

The control area for the query allows you to vary the granularity of the analysis time
period. It defaults to ‘days’, but the radio buttons allow the time period to be changed to
hours, weeks or months, as required.

S Houre Detes If the scope is set to ‘hours’ thenyou are
/e . requiredto select the specific date you wish to
o : ?E?E view data for. Although it is possible to select
Weeks oesfz0z multiple dates, this Is not recommended, as in

02/09/2021
Months 03/09/2021

this mode, the results aggregate the count for
all selected days into the same 24 columns.

] BT The Highlight Numbers optionis designed to
14/08/2012 00:00:00 . provide so-called ‘dropped phones’ analysis
and instructs the query to indicate contacted
numbers that drop in or drop out of the
dataset over time.

®) With activity only before date
With activity only after date
Only show highiighted numbers
Dropped Phone analysis is sometimes used to analyse the data of suspects who may be
aware that they are the subject of an investigation. Such ‘forensically aware’ subjects are
known to use unregistered ‘pay as you go’ SIMs and cheap handsets that they ‘drop’ (or

stop using) at regular intervals and start using a new number. Ongoing analysis of such
subject is difficult until the investigators gain knowledge of the new number, which can
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sometimes be gained by analysing the call records for numbers the subject is known to
be inregular contact with -a friend, girlfriend or family member, for example.

The ’highlight number’s feature allows an investigator to, for example, analyse the call
records for one of a suspect’s regular contacts looking for new numbers that have
started to contact them after the suspect was known to have dropped their old phone.
To use this feature, set the Highlighted numbers date value to the date (and time, if it is
known) that the suspect is assumed to have dropped their old phone and select the ‘with
activity only after date’ option.

ooty | L | 20/0872021 Aﬂy numbers that onIy started being
— e T sy oy listed in the data after the specified
e — = " date/time are shownin bold in the
contacted numbers list. One of these
numbers might be the new number being
used by the suspect, especially if it has a
high event count.

Total 989 137 163
00770090050
01623960686

02079460220

[ U

02079460800

The other option, ‘With activity only before date’, is used to highlight contacted numbers
that stopped being in contact with the selected subject phone(s) before the specified
date/time. This feature might be used to analyse, for example, a murder victim’s call
records, using the assumed date/time of the murder as the analysis date and looking to
see which regular contacts stopped calling them, possibly providing an indication of who
knew the victim had died before it became common knowledge.

The ‘only show highlighted numbers’ option hides any identifiers that don’t meet the
current ‘highlight numbers’ criteria - meaning that any non-highlighted numbers are
hidden.

The filters and control zone also hosts three further tickboxes:

»> Hide zeros - if enabled, any intersection cells with a zero event count will be
shown as empty cells, if disabled, the cell will contain a zero. Enabling this
feature may make cells with actual event counts easier to view.

»> Hide periods with no activity - if enabled, time period columns with no event
counts will be hidden. For example, if the grid shows results for five days, but
one of those had no events, the column for that day would be hidden.

»> Group periods together - reorders the results grid to group similar time
periods together. For example, in ‘days’ mode, this option would group all the
columns for Mondays together and provide a specific Grand Total column
just for events that happened on Mondays.

Right-click Menu

The results grid supports two right-click menus, depending on where you click:

L4 UL) LULL 1Djusf £us

Number Gand ol | mda | Sunday Right-clicking in the ‘number’ column
0770000000 , launches asset of sorting options, as
077008 v/ Sort "Time Period Value” by This Row Shown.

077001 Sort "Time Period Text" by This Row

07700 Remove All Sorting
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‘Sort Time Period value by this row’ resorts the grid, based on the selected row -the
columns are resorted based on the count values in that row, from lowest to highest.

For example, with no sorting applied, the data for the 157 phone, as shown below, is
ordered sequentially, in date order from left to right, starting on 14/08/2021.

14/08/2021 15/08/2021 16/08/2021 17/08/2021 18/08/2021 19/08/2021 20/08/2021 21/08f2021 22/08/2021 23/08/2021 24/08/2021
Grand Total
Humber Saturday Sunday Monday Tuesday Wednesday Thursday Friday Saturday Sunday Monday Tuesday

07700800157 - 6 4 1 1 = 6 12 9 9 10 -‘

After applying the sort function, however, the columns are now ordered based on the
various counts for the 157 phone, starting with 24/08/2021 and other dates on which the
event count was zero, then 16/08/2021 and other dates on which the event count was 1
and so on up to 29/08/2021, which had the highest event count for the row with 16
events.

24/08/2021 25/08/2021 26/08/2021 27/08/2021 16/08/2021 17/08/2021 01/09/2021 28/08/2021 31/08/2021 02/09/2021 15/08/2021
Grand Total
Number Tuesday Wednesday Thursday Friday Monday Tuesday Wednesday Saturday Tuesday Thursday Sunday

The 'Sort Time Period text by this row’ has no effect in this grid, as there is no text
content, only numbers.

The 'Remove all sorting’ option cancels the filter and returns the grid to date sequential
ordering.

The main results grid supports the usual Analytics right-click menu, with options to
drilldown and 'send to map’. See the Analytics Grids and Controls section for more
details.

17.8.4 Understanding the Results

The Contact Summary by Date Range query is designed to expand the ‘contact summary’
provided by the Contact Summary query, by breaking the data up into time periods,
allowing changes and patterns in contacts for the subject phone(s) to be viewed.

The colour coding applied to the results allows the contacts with the highest event
counts per period to be readily identified and any changes in highest contacts over time
can also be clearly tracked.

S 14/08/2021  15/08/2021  16/08/2021  17/08/2021 In this examp|e’ the
Attribution Mumber T aturda unda onda uesda .
Sy | Swdoy |Vondhy | Tvestay selected subject phone

Grand Total 882 37 29 19 108

Total — " - s . hasbeenincontactwith
249 1 four other numbers
i ot = (including 'Data’ which is

Landlinel 02079460677 2

s . @ anaggregateofall
GPRS/mobile Internet

sSessions.

On14/08/2021, the first data in the time span, the contact with the highest event count
was the 177 phone, with 19 connections. If you want to see details of those 19
connections, simply right-click in the event count cell and launch a drilldown.

The second highest contact on 14/08 was ‘data’.

On15/08 the roles were reversed, data was the highest contact (21) and 177 was the
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second highest (8), and so on.

If you want to exclude GPRS/mobile Internet records from this analysis, they can be
deselected using the right sidebar ‘Event Type’ filter.

Datasets for subjects with aregular pattern of contacts will generally show the same
small number of contacts vying to have the top contact count over time. Subjects with
complex or chaotic contact patterns may have a constantly changing set of top
contacts. This query is particularly useful in identifying periods of time when the subject
has an unusual contact pattern.

Forexample, if the subject’s data generally shows a consistent pattern of contact, with
the same numbers being contacted in roughly the same proportions over time, but then,
around the time of an incident that is under investigation, their contact patterns change
radically, that could be taken as evidence of their involvement in the incident.

Alternatively, a sudden change of top contact can be seen to be out of character for a
subject, by comparing that time period with the contact patterns in the rest of the period
under analysis.

Longer time period divisions (weeks, months) are useful for looking at long term
variations in contact patterns, whereas short term divisions (hours, days) are better
suited to looking at changing contact patterns as the events under investigation unfold.

Why, When, Who

@ Thisfunctionis necessary toidentify changing patterns of total
& contact activity (Contact Summary) across a period time.

@ This functionis undertaken as required.
58 This function is typically carried out by the following users:
» CSASUser.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 330



f‘\ CSAS CSAS User Guide

CSASV3.16

Stepped Proceadure

Torunthe Contact Summary by Date Range query:

1.

Select the required set of source data files for the subject identifier(s) you wish
toanalyse, apply any required right sidebar Filters. If your primary interestisin the
set of call and text contacts for the subject phones, you may wish to exclude
GPRS/mobile Internet events using the Filters > Event Types option.

Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

Click ‘Apply’ to send the selected dataset to the query.

Select the required time period type (hours, days, weeks, months) - if ‘hours’ are
selected then you'll also need to select the specific date(s) to be queried. It is
recommended to run the ‘hours’ query for a single date at a time.

If you are attempting to view numbers that only contact the subject before or
after a certain date, then select the ‘highlight numbers’ option, select the cut-off
date/time and select whether to highlight numbers that were only in contact
before or after the cut off.

The results will update automatically as filter/control options are selected, there
is no need to click ‘Apply’ again to run the query.

The results grid will provide an event count per contacted number per time
division. The five highest ranking event counts per time division will be
highlighted using a colour code.

If you wish to drilldown into any of the results rows, to view the raw data that sits
behind the results, select the required row(s), right-click and select New
Drilldown.

If you wish to view any of the results in a map, select the required row(s), right-
click and select Send to Map.
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17.9 Using the Contacts Between query

A common request to communications analysts is for them to examine data for two or
more phones and answer the questions ‘have these phones been in contact with each
other and if so when and how frequently?’.

The Contacts Between query summarises the set of contacts for each selected and
provides a count showing the number of contacts for each. For each ‘other’ number, it
also shows the date/times when that number was in contact with any of the selected
subject numbers, shows the total count of all contacts for the number with all subjects
and highlights the number of selected subject phones each ‘other’ number was in touch
with.

The query can also be filtered to, for example, only show details of the selected subjects
and their contacts with each other.

Further options allow you to select one or more specific pairs of identifiers (e.g. one
subject phone and one ‘other’ phone) and get a graphical view of the patterns of contact
and a detailed itemisation of exactly what types of contact were made (calls, texts, etc)
onwhich dates.

The query is useful for showing the level of contact between different numbers, but also
for highlighting ‘other’ numbers that have been in contact with more than one selected
subject number.

17.9.1 Supported Data Types

The Activity Hotspot query can be used with CDR and cellular data only.
17.9.2 Layout

The query has three sections, plus a drilldown grid.

Results Grid

Theresults gridis laid out in rows and columns.

Eachrow represents one of the ‘other’ numbers that were in contact with at least one of
the selected subject phones - if there has been contact between subject phones, then a
subject phone number could also appear as arow.

The columnsin the report o
are divided into two
sections.

The first section lists the selected subject phones - the intersection of rows and
columns in this section show a count of the number of contacts between the two phone
numbers. Looking down one column (which is dedicated to one selected subject number)
therefore provides details of the set of other numbers each subject number was in
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contact with in the selected dataset.
The second section provides a detailed summary of the events associated with each
row’s ‘other’ number, including:
»> Events: The overall number of contacts between this number and any of the
selected subject numbers.

»> Targets Contacted: The number of selected subject phones this number
has beenin contact with.

»> First Contact / Last Contact: These columns show the earliest contact and
the latest contact each ‘other’ number had with any of the selected subject
numbers.

Details View — Diagram

The Details View offers a deeper insight into the level and frequency of communication
between a selected set of identifiers.

From the results grid, select the intersection grid cells for the identifiers you wish to view
in more details, right-click and select New Details View.

(LI PR PP YAR Events Targets Contacted  First Contact

Other MSISDN T | Other Attribution

New Drill Down

New Details View

Send cell(s) and call(s) to map (with context)

In this example, the intersections between the subject numbers have been selected, to
provide a Details View highlighting the contacts between all subject phones.

The Details View diagram is based on a type of visualisation known as a ‘Sankey’ diagram,
which shows the connections between a set of elements as lines and indicates the
volume of connections by carrying the thickness of the line - e.g. the line between
identifiers that haven’t communicated very much will be thin, that between identifiers
that communicate a lot will be thicker.

Outgoing Voice: 10

— Incomin, Voice: 6

| 07700900621 : Unknown 6 — 07700900597 : Unknown 5|

The diagram separately identifies communications that travel in different directions. In
the example, outgoing communications travel left-right and incoming communications
travel right-left. This indicates that 597 contacted 177 (the larger blue line at the top of
the diagram) more often than 177 contacted 597 (the smaller purple line in the middle of
the diagram).

Click anywhere on the Sankey diagram to bring it into focus and then hover on any line to
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see more details.
Details View — Grid
The grid displays more details about the set of data that was sent into the Details View.

In this example, only the intersection between two subject phones has been selected.

[ vt | o unwem)
0 7 | 07700900597 | 07700900621 EEERIRET CRe Gl ch]
Other MSISDN T || Other Attribution
07700900177 Unknown 4 178 128 306 2

07700900597 m a8 17 115 2
07700900621 m 60 New Drill Down

New Details View

Send cell(s) and call(s) to map (with context)

The resulting Details View grid itemises the contacts that took place on each day inthe
selected date range on which contact occurred. Each different type of contact (incoming
voice, outgoing voice, incoming text, etc) is itemised separately and a Grand Total in
each row shows the total number of contacts for each day. Only communication types
that were found in the dataset are listed - in the example below, only incoming and
outgoing voice are listed as the selected dataset shows no text messages being
exchanged between the selected identifiers.

Call Type

StartDate Other MSISDN Other Attribution Target MSISDN Target Attribution Incoming Voice Outgoing Voice Grand Tatal
17.9.3 Filters & Controls
The results grid and Details View grid offer some basic controls.
Results Grid

| Target Phones /| Non-Target Phones V| Attributed | Unattributed

Minimum Numer Of Targets Contacted | All - Rank By Most Common Rank By Highest Count Reset

» Target Phones: select this checkbox to include only target/subject phonesin
the grid results.

»> Non-Target Phones: select this checkbox to include non-target (or ‘other’)
phones inthe grid results.

»> Attributed: select this checkbox to include attributed phone data in the grid
results.

»> Unattributed: select this checkbox to include non-attributed phone data in
the grid results.

2> Minimum Number of Targets Contacted: filters the grid to show only ‘other’
numbers that have been in contact with at least the selected minimum
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number of subject phones - e.g., in agrid showing data for 4 selected subject
phones, if this option was set to '2’, the grid would filter to only show other
numbers that had been in contact with two or more of the subject phones,
numbers that had only been in contact with one of the subject numbers
would be excluded. If this option was set to ‘4’ then the grid would consist
only of phones that had been in contact with all of the selected subject
phones.

»> Rank By Most Common: select this checkbox to order the grid results by the
other numbers that had beenin contact with the highest number of subject
phones.

»> Rank By Highest Count: select this checkbox to order the grid results by the
other numbers that had the highest event counts - e.g. those that were in
contact with one or more of the subject phones most frequently.

»> Reset button -reset the filters to their default settings by selecting the
button.

Just like the Pivot Builder query, the Contacts Between results grid offers the
opportunity to select additional criteria to add extra detail to the results grid. The set of
additional criteria that can be dragged into the results grid are listed below, see Prebuilt
Query Options for more details of how to use the additional criteria feature:

»> Start Date: afilter with checkboxes from which you can select / deselect
different start date periods.

»> Start Time: adrop-down menu from which you can select different call start
times given by the data set.

»> Call Type: afilter with checkboxes from which you can select / deselect
differentincoming and outgoing call types.

»> Hour: asliding filter to adjust the timespan between calls from 0-23 hours.

Right-click Menus

The results grid and Details View grid support right-click menus.

The results grid menu supports the ' New Drill Down
standard Analytics options plus an
option to send the selected datato a
New Details View.

New Details View

Send cell(s) and call(s) to map (with context)

The Details View grid supports just the standard Analytics right-click menu options, as
outlined in the Grids and Controls section.

17.9.4 Understanding the results

The Contacts Between query offers the opportunity to view the communications
relationships between selected subject phones and the other numbers they arein
contact with. Inthat sense it is similar to the results offered by the Call Summary query
but can also show that summary for multiple subject phones side by side.

When looking at the data for a single subject phone, the query can highlight the other
numbers the subject is in contact with most often.

When looking at the data for multiple subject phones, the query can provide an indication
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of the other numbers that were in contact with the greatest number of subject phones or
even highlight only the numbers that were in contact with a//subject phones or witha
minimum number of subject phones.

The results of this query generally relate to understanding the circles of association for
the selected subjects, who they are in contact with and how often. This can potentially
be used to, for example, detect phone numbers of previously unknown suspects or
associates.

Why, When, Who

0

aF
&
X

This function helps to find relationships between target and contacted
phones and how often contact has been made.

This function is undertaken as required.
This function is typically carried out by the following users:

» CSASUser.

Stepped Proceadure

1.

Select the required set of source data files for the subject identifier(s) you wish
toanalyse, apply any required right sidebar Filters.

Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

Click ‘Apply’ to send the selected dataset to the query results grid.

View the details provided in the results grid, using the various filters to ensure
that data for the required set of phones is displayed.

If you wish to see more details for a subset of phones in the Details View, from the
Contacts Between Contacts Grid', select the required data by clicking on the
intersection between the subject and contacted phones you wish to examine.
You can click onjust one intersection or click and drag a set of contiguous
intersections. Right-click and select ‘New Details View’ send the data to the view.

6.

BB

NI0TAREN1 55

uuuuuuuuu

The Sankey Diagram and Contacts Between Details Grid' open:
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7. Inthe Sankey diagram, you can hover the cursor over the any relationship
between target and other Identifiers for more information about that relationship.

8. The Details View grid provides further details about the mix of communication
types that made up the contact between the selected numbers on days on which
contact took place.

9. If you wishtodrilldown into any of the results rows, to view the raw data that sits
behind the results, select the required row(s), right-click and select New
Drilldown.

10. If you wish to view any of the results in amap, select the required row(s), right-
click and select Send to Map.
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1710  Usingthe Correlation query

The Correlation Query is designed to provide tools for searching for commonitemsin
large datasets - for example, looking for phones that appear in multiple cell/tower dumps
or looking for ‘contacted numbers’ that are common to multiple subject phones.

The initial release of the Correlation query supports two use cases:

»> Cell/tower dump - which searches for common numbers across multiple
files, also works with timing advance area dump and RTT files.

»> CDR Other phone - which searches for common ‘other’ numbers across
multiple files

17.10.1 Supported Data Types

The Correlation query can be used with CDRs, cell/tower dumps, timing advance area
dump, RTT and cellular data only.

17.10.2 Layout

The query has three sections, plus a drilldown grid.

Correlation Query @ A m]
~  Query Settings
Correlation Type Data to Correlate
Cell/Tower Dump - Phone Number

Data Sources Groups

File Name Time Rang( > Group Files
-» | 1h3anonymised_S-MEWCELLDUMP_J000545324_3..csv 23/08/2 ~
1h3anonymised_S-MEWCELLDUMP_1000545328_3..csv 23/08/2 <
1h3anonymised_S-NEWCELLDUMP_J000545329_3..csv 23/08/2
1h3anonymised_S-NEWCELLDUMP_J000545330_3..csv 23/08/2
1h3anonymised_S-NEWCELLDUMP_1000545331_3..csv 23/08/2
1h3anonymised_S-MEWCELLDUMP_1000545332_3..csv 23/08/2 «

4 Results Details

Number of groups Common Identifiers

Data Sources

The Data Sources section automatically lists all qualifying imported files in the case,
without them needing to be selected from the right-sidebar - this is different to all other
CSAS Analytics queries, where files need to be explicitly selected in the right-sidebar
menu before the query can run, and was implemented as a time-saving measure. Cases
that involve cell/tower dumps often import large numbers of source files (one file for
each serving cell at each significant location) and all imported files are usually included in
the analysis, so imposing a step where all required files had to be separately selected
before the analysis could be performed would be an unnecessary additional step.

The underlying assumption for the Correlation query options is that the imported files
relate to different offences, incidents or locations and that the files need to be grouped
torepresent those that relate to each separate offence, incident or location.

Files are selected for analysis by first assigning them to a group.
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For example, imagine that a cell/tower dump has been undertaken to search for phones
that were in use in the area of three linked offences - three robberies that took place on
different days at different locations, for example. The investigators have requested
cell/tower dumps for the cells that are expected to provide coverage at the three offence
locations for the periods that cover each offence.

All of the source files that relate to cells that cover offence location 1 should be selected
as part of the same analysis group - to do this, select the files that relate to offence
location 1 from the file list in the Data Sources section. Use ‘click & shift’ to selecta
contiguous set of files or ‘click & cntrl’ to select non-contiguous files. Once all the files for

offence/location 1 have been selected, click on the right chevron button > tosend
those files to the Groups window as Group 1.

Data Sources Groups

File Name Time Rangs > Group
- 1h3anonymised_S-NEWCELLDUMP_.__ ..C5V 23/08/2 ~
.5V 23/08/2
.5V 23/08/2

3
1h3anonymised_S-NEWCELLDUMP_ 3
3
3..cav 23/08/2
3
3

1h3anonymised_S-NEWCELLDUMP_.
1h3anonymised_S-NEWCELLDUMP . ____.__
1h3anonymised_S-NEWCELLDUMP - .ouo ivao 2_3..05¢ 23/08/2
1h3anonymised_S-NEWCELLDUMP_. 2 3..cev 23/08/2 =

4 3

Perform the same action with the remaining files and assign them to Groups.

If you make a mistake and send a file to an incorrect Group, or you miss a file that should
have beenincluded in a Group, you can click and rag files between the Data Sources list
and the Group List and you can drag a file from the Files list associated with a Group and
dropitin adifferent Group or drag it back to the Data Sources list.

Data Sources Groups

File Name Time Range Group Files

IMEI_4791323 2908.csv 20/04/2024, 15: + up 1 1_cell_dump_query_6841.xlsx

IMEL_4791417 2908.csv 14/04/2024, 04:( < Groug 2 1_cell_dum ery_8437.xsx
IMEL_4791418 2908.csv 29/04/2024, 16 2. coll_cuph_query, sl e
IMEI_290743 CDQ 2908.c5v 04/ . ¢

fo4/ THA

calls_between_447700901111.x5x

calls_between_447700902222.x1sx 01/04/2024, 05:*

PR W L. YT P amInnIAnna naLr

4 »

It may be an idea to edit the source file names before the files are imported into CSAS to
include the intended group number in the filename - for example, all files that are
intended to be included in Group 1 could have ‘1" added to the front of the file name.
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Groups

The Groups window lists the set of file groups that have been created - clickingon a
name in the Group column causes the files that have been selected as part of that group
to be displayed in the Files window.

“  Query Settings
Correlation Type Data to Correlate
Cell/Tower Dump - Phone Number -
Data Sources Groups
Mo data sources available > o Files
_ 1h3anonymised_S-NEWCELLDUMP T 3.cov
< Group 2 1h3anonymised_S-NEWCELLDUMP. © _3..csv
Group 3 1h3anonymised_S-NEWCELLDUMP._. _3.08v
1h3anonymised_S-NEWCELLDUMP_" 1_3..cav
1h3anonymised_S-NEWCELLDUMP_ 3w T
Run

Once all groups have been correctly selected, click the ‘Run’ button to run the
Correlation query.

Results Details

The Results Details window lists identifiers that have been found in multiple Groups.

~  Results Details
Number of groups Common Identifiers Identifier Attribution Group 1 Group 2 Group 3
3 5 || 23/08/2017 18:30:27 - 18:45:58 23/08/2017 18:45:10 23/08/2017 18:32:20 - 18:34:37
2 54 3 23/08/2017 18:30:42 - 18:34:50  23/08/2017 18:30:16 - 18:46:57  23/08/2017 18:42:32 - 19:13:49
1 361 23/08/2017 18:32:47 - 18:33:51  23/08/2017 18:30:36 - 18:31:07 | 23/08/2017 18:41:00
23/08/2017 18:30:36 - 18:47:11  23/08/2017 18:44:31 23/08/2017 18:41:18 - 18:42:44
23/08/2017 18:35:17 23/08/2017 18:33:21 - 18:43:31  23/08/2017 18:36:20 - 18:42:37

In this example, three Groups were created relating to cell/tower dumps captured for
three different offence locations.

The ‘'number of groups’ and ‘common identifiers’ columns summarise the common
identifiers that have been detected - in this example, there were 361 identifiers that
appeared in only one location, there were 54 identifiers that appeared at two locations
and there were 5 identifiers that appeared at all three locations.

Clicking ona row in that table causes the details of the correlating identifiers to be shown
in the results window. The results grid lists the correlating identifiers and summarises the
date/time span during which each was detected as being active at each Group location.

Right-clicking on any row in the results grid and selecting ‘New drilldown’ causes the full
details of the events summarised in that row to be shown in the Drilldown window.
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17.10.3 Filters & Controls

The Correlation query offers two query options via the Correlation Type dropdown menu
and those query types can be set to display three types of identifier - phone number,
IMEl or IMSI:

Correlation Type Data to Correlate Correlation Type Data to Correlate

Cell/Tower Dump - Phone Number - Cell/Tower Dump - Imei -

Correlation Type
CDR Other Phone -

»> Cell/Tower Dump - searches for common identifiers across different cell
dump Groups - it can be set to search for phone numbers, IMEIs or IMSIs

»> CDR Other Phone - looks for common contacted numbers across different
celldump Groups -i.e. do any of the phones that are active during different
cell dumps contact the same ‘other’ number? This analysis is performed only
on phone numbers.

The Correlation query is able to also make use of the standard right-sidebar filters, such
as Date/Time, Location and Event type.

17.10.4 Understanding the results

The Correlation query offers a quick and simple method for determining whether any
identifiers appear in multiple sets of data - for example, if the same phone appearsin
multiple cell dumps.

The query results list all numbers found in the source data and summarise them based on
how many Groups each number appears in - it then lists the set of numbers that appear
in one Group, two Groups, etc up to all Groups.

In this example, there was only one number that appeared in the data for all three cell
dumps. Whilst that isn’t proof that the holder of that phone was involved in the incidents
that occurred at each cell dump location, it does offer a viable line of enquiry for further
investigations, either for phones that were active in the area of each incident or for
‘other’ numbers that were contacted at around the time of each incident.

7.1 Using the Drug Line Analysis query

Many drugs gangs run a significant part of their business via mobile phones, in fact, many
drugs gangs use a well-known phone number to advertise their product and take orders
from their customers - this is commonly known as a ‘drugs line’ and the associated phone
number can be a valuable asset for an established drugs gang.

The drugs line number is often used to send out ‘bursts’ of text message adverts to
customers; a proportion of those customers respond to the SMS adverts by texting or
calling the drugs line number to place an order, which is known as a ‘deal’.

The Drug Line Analysis query supports a method that has been developed for estimating
the volume of drug deals handled via a drugs line phone by analysing the pattern of
outgoing SMS ‘burst’ adverts and incoming voice or text responses from the recipients of
those adverts. The query tabulates the number of qualifying responses and offers an
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estimate for the number of deals arranged through the drugs line over a period of time.

Separately, a drugs expert witness can the use the output of the query to estimate the
volume of product and the associated amount of cash those deals represent.

Note: The process that this function has automated was originally developed by
specialist drugs officers in the UK. The methodology that the query is acomponent of has
been approved for use as a part of a prosecution by the Crown Prosecution Service and
the overall methodology, including the use of CSAS and the drug line query, has been
upheld as being valid and reasonable by the UK Court of Appeal (in R v Akrofi-Daniels).

One of the benefits of this methodology is that is has enabled the prosecution of
‘drugless’ cases - cases where the defendants did not need to be caught in possession
of drugs or even be observed physically selling any drugs. As long as the individual (s) can
be shown to be in control of the analysed drug line phone line, they can be prosecuted for
the deals that are alleged to have been arranged via that phone line.

How the query works

The query works through a dataset in a series of stages, outlined below. The query
generally works best when analysing data for just one phone, a drugs line phone, that has
pbeen used for sending burst SMS adverts and receiving calls and texts to place orders for
drugs. It can also work well in cases where different phone numbers are used
consecutively -i.e. the original number is used for a period of time but then switchto a
different number. In scenarios in which the process is split between two phones - e.g.
one phone sends out the SMS adverts but a different number receives the orders -
please contact CSAS Support to discuss other forms of analysis that could be performed.

The basic process is as follows:

1. The selected subject datais divided into weeks - meaning that the events are
grouped by the week in which the event timestamp falls. This is done so that a
weekly running total of qualifying events can be calculated.

2. Theevent data for each week is analysed looking for ‘bursts’ of outgoing SMS
records. Filtering can be used to vary the definition of what constitutes a ‘burst’,
but the default definitionis if 10 or more outgoing SMS were sent to different
recipients within a 60 second period.

3. Ifaburstis detected, the query captures details of the recipients of the SMS
messages and adds them to alist of overall recipients. The process ignores
incoming calls or messages from numbers that haven’t been detected as
recipients of aburst SMS, so the list of recipients is an important component in
the analysis.

4. The process then checks to see if any of the recipients of a burst SMS responded
by calling or texting the subject phone in the period after a burst was sent. Any
recipient that responds is added to the list of respondents.

5. Attheend of each week’s worth of data, the query will have compiled a list of SMS
burst recipients and another list showing the subset of recipients who
responded.
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6. Thelist of respondents is then further filtered to remove those that responded
less than a minimum number of times. This is done to remove people who, for
example, only responded to say, ‘please take me off of this list, |don’t wish to
receive these messages anymore’. This just leaves responders who have
contacted the drugs line multiple times - these are classed as being ‘qualified

respondents’.

7. The query then counts the number of days during the week that each qualified
respondent contacted the drugs line - it doesn’t count the number of individual
contacts, it just counts the number of days on which there was a contact. Each
contact is assumed to represent a ‘deal’ but the process is deliberately
conservative inthat it only counts one assumed deal per day per qualified

respondent.

8. Foreachanalysed week, the query therefore ends up with a count of ‘deal days’
(e.g. days on which a deal was done) per qualified respondent which, following
the assumption the method is based on, gives a count of the number of deals
arranged via the drugs lines in each week.

9. The process is repeated for each further week covered by the selected data and
provides an overall count of suspected deals across the analysed period.

10.

The output of the query should then be passed to a drugs expert witness, who

can provide evidence of the average volume and value of a ‘deal’, allowing them to
comment on the estimated volume of business arranged via the drugs line.

17.11.1 Supported Data Types

The Drug Line Analysis query can only be used with CDR data that has been obtained for a

phone used by adrug line.

17.11.2 Layout

The Drug Line Analysis window has two main parts:

»> Controls ribbon you can select different options and filters from.

»  Aresults grid:

Drug Line Analysis

Use Manual Burst V| Use Auto Burst Detection Excluds SMS reply

Min. Message # w0 3 Exclude AUTO reply

Duration (secs) 60 % Min. Responses

Total bulk event
recipients (over entire
period) in this week

Humber of bulk

Week
commencing
date

Count of outgoing
messages included in
a bulk event

Total # ofg
Siis responded

3 54 50 10
03/04/2023 140 130 10
10/04/2023 143 130 10
17/04/2023 112 90 10
24/04/2023 153 140 10
01/05/2023 152 140 10
08/05/2023 142 130 10
15/05/2023 129 110 10
22/05/2023 136 120 10
20/05/2023 130 130 10
05/06/2023 131 120 10
12/06/2023 156 140 10

3612 SMS 3240 Bulk Msgs 270

msg recipients that

e @ N NN NN NN NN

159

Calculate across period

Y1 Show footers v
2 2 =
Min. Call Duration 4 -

Number of
qualifying repeat
respondents

Count of days on which
each qualifying
respondent responded

[ T N N )

822 Days

A separate Drilldown grid can be opened from the results grid, if required.
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The results grid displays arow for each analysed week - with the date of the start of the
week shown. It also displays the following columns, which show the steps of the query
process:

» Total # 0/g SMS - this is the total number of outgoing SMS events during
that week, irrespective of whether the messages were in a burst or not.

»> Count of outgoing messages included in a bulk event - the subset of
outgoing SMS that were assumed to be included in one or more SMS bursts.

»> Total bulk event recipients (over entire period) in this week - the number of
unique recipients of burst SMS messages during the week.

»> Number of bulk msg recipients that responded - the subset of recipients that
responded to the analysed phone during the week.

»> Number of qualifying repeat respondents - the subset of respondents who
responded at or above the minimum number of qualifying responses
threshold.

»> Count of days on which each qualifying respondent responded - count of
‘deal days per respondent’, which provides an estimate for the number of
assumed deals arranged that week.

Each column has an overall total at the foot of the query:

178 SMS 178 Bulk Msgs 31 23 23 66 Days

The ‘days’ count on the extreme right shows the overall number of assumed deals
arranged during the analysed period.

17.11.3 Filters & Controls

As with all analytics queries, using the Filters’ and 'Settings’ tabs located on the sidebar,
you can filter the case data, for example ‘From’ and ‘To’ dates and times, and therefore
control the output of the query.

Drug Line Analysis
Use Manual Burst v Use Auto Burst Detection Exclude SMS reply Calculate across period

Min. Message # 0 2 Exclude AUTO reply v Shaw footers v

Duration (secs) 60 - Min. Responses 2 . _ . -
Min. Call Duration -

In the Drug Line Analysis window, there are various options and filters you can select to
change what information is output in the results grid:

Using the checkboxes, you can select from two burst detection modes:

” 'Use Manual Burst' - using this mode, you can manually define the parameters
that constitute anindividual ‘burst SMS’ event - this may be based on
analysing the data for a specific drug line as the length of a burst will be
mainly determined by the number of recipients the messages are sent to
each time. If the bursts in the analysed data are reasonably uniform (e.g. sent
to a similar number of recipients with each burst taking a similar amount of
time to transmit), you could manually define the burst parameters.
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o 'MinMessage #' - selecting this option allows you to choose the
minimum number of outgoing SMS messages that can constitute a
burst.

o ‘'Duration (secs)’ - selecting this option allows you to choose the
maximum time period over which the SMS messages must have been
sent to be part of the same burst.

Use Manual Burst v Use Auto Burst Detection

-

Min. Message # 10 .

-

Duration (secs) 60

» 'Use Auto Burst Detection’ - this mode is designed to be used if the
parameters of the SMS bursts in the data vary over time - for example, if
initially there are 10 recipients and a burst takes 15 seconds to transmit, but
later in the period there are 100 recipients and the burst takes 2 minutes to
transmit. Fixed manual burst definitions don’t work well if the data varies, but
automatic burst detection can be used instead. Using this mode, you enter
the minimum number of messages a burst must contain and the maximum
time interval between each message (5 seconds is default). Using these
settings, the query will detect the end of each burst if the interval between
messages exceeds the maximum interval.

o 'MinMessages' - selecting this option allows you to choose the
minimum number of outgoing SMS messages that can constitute a
burst.

o 'MaxInterval (secs)' - selecting this option allows you to choose the
maximum time period allowed between messages before the current
burstis deemed to have ended.

Another set of filters handle the ways in which responses are interpreted or how the data
is displayed:

Exclude SMS reply Calculate across period

Exclude AUTO reply v Show footers ¥,

Min. Responses 2 2 -
Min. Call Duration 4 .

» 'Exclude SMSreply' - selecting this option ensures that only respondent
phone calls are counted.

» 'Exclude AUTOreply' - if SMS responses are permitted, selecting this option
will look for responses that arrive within 1or 2 seconds of the outgoing text
being sent, on the assumption that they are automated responses and
shouldn’t be counted.

” 'Min.Responses' - selecting this option sets the threshold for a ‘qualifying’
respondent. This option defaults to '2’, meaning that a recipient must
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respond twice (on different days) within the week to qualify as a potential
customer.

» 'Calculate across period' - when disabled (the default), a number must have
received a burst SMS in each week to be considered as arecipient during that
week; if enabled (not recommended), if a number receives a burst SMSin any
week, they are considered to be avalid recipient in all weeks. The default
value for this setting ensures that the ‘burst SMS - response’ relationship
between the drug line and the recipient must be refreshed every weekiin
order for that recipient’s responses to be counted.

» 'Show footers' - selecting this option controls whether the totals are
displayed at the foot of the query grid.

»> 'MinCall Duration’ - this sets the minimum duration of arespondent’s phone
call to the drugs line to allow it to qualify as being long enough to carry the
conversation necessary to place an order. Calls shorter than this value are
assumed to have disconnected or gone to voicemail and won't be counted.

When you have selected all necessary options and filters, to start the query click the
button. The query runs and the results are shown in the grid.

Each of these options has a default value but can also be changed to some other value.
Changing filters values is often based on the specific nature of the data for a particular
drug line phone, the size of the ‘customer list’ the SMS adverts are sent toand the
contact preferences of the respondents, so the filters may need to be adapted for each
case based on the specifics of the analysed data for each case.

The results grid supports the standard Analytics right click menu options of ‘drilldown’
and ‘send to map’, as outlined in the Grids and Controls section.

7.1.4 Understanding the results

The form of analysis provided by this query is specifically designed to work with one
scenario, which involves call data obtained for a drug line phone, one that is involved in
sending out drug adverts via SMS and receiving orders for drugs from customers via calls
and texts.

Week Count of outgoing Total bulk event Number of bulk Number of Count of days on which

| # of
commencing ;:’tg g messages included in recipients (over entire msg recipients that qualifying repeat each qualifying
date = a bulk event period) in this week responded respondents respondent responded

04/09/2023 40 40 5 2 2

Looking in detail at the example results data provided above:

» The data covers the week beginning 04/09/2023.

»> There was atotal of 40 outgoing SMS for this phone in that week.

»> Al 40 SMS events were deemed to be part of one or more bulk SMS bursts -
meaning that the subject phone wasn’t used for any non-burst outgoing SMS
events.

?> The 40burst SMS messages were sent to 5 different recipients across all
bursts that week.

»>  Only 2 of those recipients responded.

»> Bothof those 2 recipients responded on more than one day, so both of them
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were classed as ‘qualified respondents’.

» The 2 qualified respondents responded on 8 different days between them -
this might mean that each respondent responded on four days each that
week or it might mean some other permutation of responses.

»> Theinference that can be drawn from this is that the drug line made 8 sales
or deals that week.

»> A drugs expert witness could now testify as to the average volume and value
of each deal and give an estimate for the amount of product moved by the
line inthat period.

It must be stressed that the CSAS Drug Line query is not attempting to estimate the
volume or value of the drugs that may have been sold via the analysed drug line phone,
that is ajob for a suitably qualified and experienced drugs expert witness. The CSAS
query is merely using the analysed data to provide evidence of the number of contacts
the analysed phone received that met certain criteria.

This query and its output can be used as part of a wider process that follows a
methodology developed by UK police. If you would like further information about the
wider methodology or are considering using the query and would like details of a drugs
expert witness or if you have any other questions relating to this query, please contact
CSAS Support or your Forensic Analytics account manager.
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Why, When, Who

L7

a
)
-

This function is necessary to help estimate the number of deals
arranged via adrug line phone.

This function is undertaken as required.
This functionis typically carried out by the following users:
» CSASUser.

Stepped Procedure

To launch the Drug Line Analysis query:

1.

10.

Manually analyse the required dataset first to determine aspects such as the
number of recipients and time taken to send the largest SMS burst, the average
duration of respondents’ calls. Also determine your preference for the day that
each week starts and the minimum number of responses that constitute a
qualified respondent. If you are unsure about the values to use, run the query
with default values and then examine the results to see if they provide a
reasonable interpretation of the data.

Select the required set of source data files for the subject identifier (s) you wish
to analyse, apply any required right sidebar Filters. GPRS/data events are ignored
by the query, so there is no need to filter those events from the dataset.

Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

Click ‘Apply’ to send the selected dataset to the query.

If necessary, you can change any of the filter and control settings. If you change
any of the filters you must click ‘Apply’ again to rerun the query.

. Click the query specific ‘Apply’ button to run the analysis. You’ll only need to click

the right sidebar ‘Apply’ button again after making changes to the sidebar
controls or filters and the results chart will update to show the data for the
selected source data.

Review the results grid to gain an understanding of the weekly and overall
numbers of ‘deal days’ handled by the drug line.

If you wish to drilldown into any of the results rows, to view the raw data that sits
behind the results, select the required row(s), right-click and select New
Drilldown.

If you wish to view any of the results in a map, select the required row(s), right-
click and select Send to Map.

The results should be provided to a drugs expert witness, who can use them as
the basis for an estimate of the volume and value associated with the deals
indicated by the query.
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1712 Using the First Cell Last Cell query

This query, often known as ‘bed & breakfast’, 'bedding calls’ or ‘heads up heads down’
analysis, displays the cells used by the selected subject phone(s) which were recorded
as being used to carry the first connection and last connection for each contiguous
period of activity during a selected time period.

The ‘First Cell Last Cell’ screen summarises the selected source data files into a chart
showing the cells used for the first and last cellular connections (e.g. calls, SMS, data
sessions, etc) for each period of continuous activity. This is usually employed as a form of
‘lifestyle analysis’ and is a method of potentially attributing a phone to a suspect by
determining whether the cells primarily used for that phone’s first and last calls are
located close to a known home address or other significant address. The technique can
also be used to identify possible locations of unknown significant addresses fora
subject.

This type of analysis is based on two fundamental assumptions: first, that periods of
inactivity equate to periods of sleep; second, that the subject always or generally sleeps
at the same address. If either of those assumptions is incorrect, this form of analysis will
not necessarily provide usable intelligence.

It is generally recommended that this analysis is performed on the data for one subject at
atime - data for multiple phones could be analysed together, if those phones were all
attributed to the same subject. The results could become very confusing if data for
several subjects was analysed together.

17.12.1 Supported Data Types
The First Cell Last Cell query can only be used CDR data.
17.12.2 Layout
This Analytics function comprises of two panes:
»”  Activity
»”  Summary

Activity Pane

234:30-01153-14450

07:00 234-30-01153-60262 234-30-01 2 1.00 0.24
234-30-01153-14450

E 234-30-01153-60262 2 234-30-01153-14450 0 234-30-01153-14450

10:00  234-30-01153-60262 7 u 234-30-01153-60262 2 15 £ 6 914 7.74

12:00 |8 1 2
14:00 |36 14 8

5
2

2 3 10

o 5 L]
“
3
z

SEIEEIE LB EBEIENLS

1
19:00 |8 10 o
4
1

The Activity pane is designed to highlight call usage activity patterns, which are
organised into ‘contiguous periods of activity’.
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The results grid is laid out with each column representing a day (with a column header
showing the date) and each row representing an hour (with the row header showing the
time) - the intersection of a column and a row therefore represents one hour of one day.
The grid s filled as follows:

»> Hours during which the selected subject phone(s) had no active
connections are blank and uncoloured.

»> Hours during which anew connection is established after a period inactivity
are coloured green and details of the first used cell during that period are
displayed.

»> Hours during a period of activity are coloured orange and a count of the
number of connections that were active during that hour is provided.

»> Hours during which the last connection for a period of activity was made are
coloured red and details of the last used cell during that period are displayed.

»” Ifthefirst and last event for a period time occur in the same one-hour period,
the cell will show the details of the first cell only and will be coloured green.
Activating a drilldown can provide details of the last cell used during that
hour.

An hour within a period of activity will have its event count incremented for each
connection that is active during that hour - this means that, of course, each new call,
text or data session that is set up increments the count, but long duration events that
span across multiple hours will also increment the count.

For example, imagine the subject phone makes a call that starts at 15:50, the event count
for the hour 15:00-15:59 on that day will be incremented. If the call lasts for 30 minutes,
the event count for the hour 16:00-16:59 will also be incremented, as the call was also
active during that hour. The same applies to long running GPRS/mobile data events.

The query follows this methodology as a way of detecting ongoing activity and to avoid
incorrectly assuming that the subject phone was ‘inactive’ when it was actually in use,
just with along-lasting connection.

If you wish to concentrate on voice & SMS activity and avoid issues caused by long-
lasting GPRS sessions, you can elect to remove GPRS events form the analysis using the
right sidebar ‘Event Type' filter. If you do remove GPRS events from the dataset, please
remember to disable the event type filter again before moving on to undertake more
general analysis.

The rightmost three columns provide a set of totals for each row, summarising:

»> Hourly total - the total number of events registered for the selected subject
phone(s) in each hour across the whole analysed period.

»> Hourly average - the average number of events per hour, averaged across
the whole analysis period.

»> Hourly percentage - the percentage of overall events that took place during
each hour.
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Summary Pane

Summary & A O

Cell ID

Cell Identifier Inactivity Hours

Index Cell Identifier First Last Total
234-10-12049-33417
234-30-01153-60262
234-10-04017-55416
234-10-12049-18036

W N
-~ o w o
-

S
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The Summary pane is designed to give a simple summary of the information provided in
the "Activity’ grid. The Summary grid displays a simple list of the unique set of cells that
were detected as being used as a First and/or Last cell in the main Activity grid.

Each individual detected first/last cell is listed, along with a count of the number of times
each cell was detected as afirst cell and a last cell, along with an overall total of number
of times the cell was detected as either. The list initially sorted by the ‘total’ column.

The summary can make it easier to understand the area (or areas) in which a subject
phone is most likely to be used at the start and at the end of each period of activity,
which may in turn provide an insight into the where the user of the phone might have
been living or staying during the analysed period.

Note: This information is also shown in the ‘General Investigation’ Dashboard.

17.12.3 Filters & Controls

The datato be analysed is selected from the right sidebar ‘Source Data’ menuin the
normal way and is sent into the query when the ‘Apply’ button is clicked. Any filters or
options applied within the query take effect immediately, there is no separate run’
button and the ‘Apply’ button only needs to be clicked if you change the set of selected
files or sidebar filters.

Both Activity and Summary panes have a set of filter and control options:

Activity Pane

cell Identifier Cell D > Inactivity Hours 32 | Hide Days With No Activity
Cell ID
Hour SiteName L 01/09/2021 02/09/2021 03

04:00 Postcode
0s:00 | Count

The ‘Cell Identifier’ control allows you to select the information shown in the *first cell’
(green) and ‘last cell’ (red) grid cells. It defaults to showing the CGl cell ID of each first or
last cell but can also be set to display the first/last sitename or site postcode and there is
also an option to display an hourly event count instead of first/last cell details.

The length of a qualifying ‘period of inactivity’ can be set using the ‘Inactivity Hours’ spin
box (1-24 hours). This setting defaults to 4 hours, meaning that a ‘period of contiguous
activity’ can still be regarded as being ‘contiguous’ (i.e. continuous) even if there are
gaps in activity of up to 4 hours. The value of this filter can be changed depending on the
perceived lifestyle of the subject. When analysing a subject who follows a fixed routine
and has a regular wake/sleep cycle, it might be useful to set a longer inactivity period or 6
oreven 8 hours, to ensure that you capture the real first and last cells for that subject.
Conversely, for subjects who lead chaotic lifestyles, who maybe snatch short bursts of
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sleep atirregular intervals, shorter inactivity periods might be needed to narrow down
the set of cells that provide coverage in the area where they were staying during the
period being analysed. The ‘Inactivity Hours’ values in the Activity and Summary panels
are linked, changing the value in one spin box automatically changes the value in the
otherone.

The 'Hide days with no activity’ checkbox can be used to, as the filter name suggests,
hide columns that represent days on which there was no activity for the selected subject
phone(s). It is recommended to use this setting for datasets that cover along period of
time and where there are frequent long periods of inactivity.

The Activity pane supports a standard Analytics right-click menu, which operates as
outlined in the Grids and Controls section.

Summary Pane

Cell Identifier Cell ID s Inactivity Hours 43
Cell ID
Index SiteName Total

= Postcode =

The Summary Pane controls allow you to set the type of information that is displayed in
the ‘cell identifier’ column - with options of cell ID (CGl), sitename and site postcode.
There is also an opportunity to set the qualifying value for the ‘inactive hours’ filter
separately to the filter used by the main grid.

The Summary pane supports a standard Analytics right-click menu, which operates as
outlined in the Grids and Controls section.

17.12.4 Understanding the results

The 'First Cell Last Cell’ query is designed to help narrow down or confirm that area in
which the user of a subject phone was staying by highlighting the cell used by the phone
last thing at night and first thing in the morning (or at whatever other time intervals the
subject sleeps).

The Activity pane provides a graphical overview of the subject phone’s daily activities
over the analysed period and can be used to help spot repeating patterns of usage. The
activity chart can help to show if the subject has a fixed routine and if they sleep
regularly. It can also be used to highlight subjects who have chaotic lifestyles.

Hour 1 30/08/2021 31/08/2021 01/08/2021 02/09/2021 03/09/2021 04/09/2021 05/09/2021

01:00 0 1

03:00

04:00

05:00

06:00 234-30-01153-14450

07:00 234-30-01153-60262 234-30-01153-14450

08:00 0 234-30-01153-14450

09:00 234-30-01153-60262 2 234-30-01153-14450 0 234-30-01153-14450
10:00 153-60262 7 11 234-30-01153-60262 2 15 20

11:00 10 8 5 3 8 234-30-01153-14431
12:00 1
13:00 o

14:00 14

= 1) = 12 22
8 10 o 9 8
2 13 10 20 22

® o N oW

The subject in the above example seems to lead a relatively conventional lifestyle (based
on the underlying assumption that periods of inactivity equate to periods of sleep),
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where they regularly wake up mid-morning and go to bed in the early hours of the
following day.

Index Cell Identifier First Last Total

1 234-30-01153-60952 2 2
2 234-30-01153-1 New Drill Down

3 | 234-30-011534 Send cell(s) and call(s) to map (with context)

4 | 234-30-01153-60235 u I I
5 | 234-30-03609-61156 0 1 1

The Summary pane offers the opportunity to determine the cells the subject phone uses
most often for first/last events. If the assumptions stated at the start of this section are
valid for the selected subject (e.g. that periods of inactivity equate to periods of sleep
and that the subject generally sleeps at the same location most days), then the top one
or two results in the Summary list should relate to cells that provide serving coverage at
the subject’s home address. The right-click ‘send to map’ function can be used to provide
avisual indication of the area a subject may have been stayingin.

Why, When, Who

This function is necessary to summarise imported source data files
@ intoatable showing the cells used for the first and last calls for a
& specific day or period of activity to develop usage/location/lifestyle
patterns for anominal.

@ This function is undertaken as required.
38e This function s typically carried out by the following users:
» CSASUser.

Stepped Procedure
To launch the First Cell Last Cell query:

1. Select the required set of source data files for the subject identifier(s) you wish
to analyse, apply any required right sidebar Filters. Due to the fact that long-
lasting GPRS session records may obscure some inactivity periods, you may wish
to exclude GPRS/mobile Internet events using the Filters > Event Types option.

2. Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

3. Click ‘Apply’ to send the selected dataset to the query.
4. Theresults chart will update to show the data for the selected source data.

5. If necessary, you can change the inactivity period value for both the Activity and
Summary panels. There is no need to click ‘Apply’ again after making changes to
the query controls or filters, the results will update automatically.

6. Youcan change the value displayed in the ‘hour’ grids and in the Summary List for
first and last cells using the Cell Identifier dropdown menus.

7. You can hide days with no activity by checking the checkbox.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 353



f‘\ CSAS CSAS User Guide

CSASV3.16

8. Review the Activity and Summary panes to gain an understanding of the lifestyle
and calling patterns displayed for the selected subject phone(s) and to see alist
of cells that were used for first and last connections.

9. Sending the top few Summary List rows to a map may help to identify the general
area in which the subject was staying during the analysed period.

10. If you wish to drilldown into any of the results rows, to view the raw data that sits
behind the results, select the required row(s), right-click and select New
Drilldown.

11. If you wish to view any of the results in amap, select the required row(s), right-
click and select Send to Map.

12. If you filtered GPRS/data events from the dataset when launching this query,
remember to restore them to the dataset, by cancelling the Event Type filter,
before continuing with your analysis.
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1713 Using the IMEI Summary query

CDR data generally captures details of the subscriber and mobile number (IMSl and
MSISDN) for the subject account and often also provide details of the handset (IMEI)
used for each contact. It is possible to swap physical SIM cards between handsets, soa
dataset in which this kind of SIM swapping has taken place will link different IMEIs to the
IMSI/MSISDN over time.

Analysis of when SIM swaps have taken place and which handsets the SIM has been used
with can be investigatively significant. For example, the fact that a suspect swaps their
SIM out of an expensive smartphone into a cheap feature phone just before each
burglary that suspect is accused of could be significant. Or the fact that the same
handset IME| appears in the data for a group of phone numbers alleged to belong to
members of the same gang, could be used as proof of association between those
individuals.

This IMEI Summary query provides a set of results grids that highlight and summarised
the set of IMEIs associated with the selected subject data files and provides event count
totals and association periods for each of them, with the objective of indicating whether
SIM swapping and/or handset sharing has taken place.

17.13.1 Supported Data Types

The IMEI Summary query can only be used with CDR data.
17.13.2 Layout

The IMEI Summary query supports three results grids:

»> Summary List - provides a pivot table listing the set of detected IMEls against
the set of associated subject phone numbers.

»> Chronological List - if multiple IMEls are detected and SIM swapping has
taken place, this list shows the time span that each IMEl and MSISDN were
paired for, plus a count of events that took place during each period.

»> Unique List - provides a simple list of the unique IMEIs found in the dataset.

Summary List

The Summary List results grid shows detected IMEIs in rows and associated subject
phone numbers in column. The count shown at the intersection of a row (IMEI) and
column (MSISDN) indicates the number of events that were recorded in the selected
dataset when that IMEI was paired with that phone number.

Case Hub @ o

Analytics
IMET Summary

Focus on ) IMET MSISDN

Summary List =

Highlight Top 4

447700900177 447700900597 447700900621
= Grand Total
IMEL Suspect A Suspect B Suspect C
ran

Same SIM has been used in multiple handsets
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Chronological List

Chronological List

IMEI Nominal MSISDN Start Date End Date Event Co...

l Al Al
+  35160212345604 447700900177 29/08/2012 10:04:04 | 29/08/2012 16:00:04 52
+  35160212345699 47 00 29/08/2012 15:05:23 | 29/08/2012 21:02:10 a1

= +  35412412345691 447700900177 29/08/2012 21:02:09  30/08/2012 10:24:37 37

The ‘Chronological List’ results grid displays a different view of the same data; in this
report the results are grouped to show the time periods covered by each IMEl and
MSISDN pairing plus the event count. In the example above, the subject phone number
(ending 177) has been used with three different IMEIs during the period under analysis.

If the same IMEI has been used multiple times with a phone number and/or if the same
phone number has been used with multiple handsets, each separate period of
association between the subject number and an IMEI will have its own row listingin the
results.

The columns in the results grid provide details of the set of IMEIs, the attribution and
phone number for each associated subject identifier, the start and end dates of each
period of association, the event count for each period of association.

Double-clicking on arow launches the drill down view for that data.

The Chronological List often works best if data for only one subject phone at a time is
selected, results for multiple subject phones, where each period of association between
each pair of IMEland MSISDN is listed separately, can be confusing when multiple subject
phones are viewed together.

Unique List

Unique List

IMET Nominal MSISDN First used Last used Event...

S |+ 358267. 14/08/2012...  11/09/2012... 1498
+ 351602... 14/08/2012...  02/09/2012... 1314
+ 351602 29/08/2012...  05/09/2012... 1167
+ 351602 20/08/2012...  30/08/2012.. 61
+ 350432... 20/08/2012...  29/08/2012... 1

The ‘Unique List’ grid displays a list of all unique IMEIs that were found in the data and
shows the overall period within which the IMEl was in use with each target number, even
if that overall period is non-contiguous, and the overall number of events that were
captured for each pairing.

17.13.3 Filters & Controls

The data to be analysed is selected from the right sidebar ‘Source Data’ menuin the
normal way and is sent into the query when the ‘Apply’ buttonis clicked. Any filters or
options applied within the query take effectimmediately, there is no separate ‘run’
button and the ‘Apply’ button only needs to be clicked if you change the set of selected
files or sidebar filters.

The Summary List results can have their focus switched between IMEI focus and MSISDN
focus using the radio buttons at the top of the results pane. When switching between
IMEI and MSISDN the configuration of the grid in the panel changes.
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In IMEI focus mode, the grid is focusing on the set of selected target numbers (shown
along the top) that each unigue IMEI (shown along the side) has been paired with in the
current dataset - it answers the question ‘which phone numbers have each IMEI been

used with?’
7700900177 447700900597 MSISDH Nominal Grand Total 35160212345604  35160212345609  35412412345691
Grand Total
IMEI Grand Total 350 113 112 37
Grand Total 262 170 92 7700900177 170 52 81 37
35160212345604 113 52 61 447700900597 92 61 31
35160212345699 112 3 31
35412412345691 37 37

Whereas, in MSISDN focus mode, the grid is focusing on the set of IMEIs (shown along the
top) that each selected target number (shown along the side) has been paired with in
the current dataset - it answers the question ‘which IMEIs have each target phone
number been used with?":

The Summary List also has a control option to ‘Highlight top 4’ count values. This is useful
in very busy results grids, where there are lots of IMEIs and subject phone numbers and
evidence of lots of SIM swapping or phone swapping. When enabled, the top 4 highest
event counts in the grid are highlighted (highest count is red, next highest is orange, etc)
to ensure that the highest values are immediately visible.

The main results grid supports the usual Analytics right-click menu, with options to
drilldown and ‘'send to map’. See the Analytics Grids and Controls section for more
details. Double-clicking on arow or grid cell also launches the drill down view for that
data.

17.13.4 Understanding the Results

Single phone number analysis

If data for a single subject phone number is analysed, possibly looking for evidence of SIM
swapping, the results could be interpreted as follows:

The Summary List provides an overview of the set of IMEIs with which the subject number

was associated.
o [N this example, there are clearly multiple IMEIs listed, each with
el a significant event count, which can be seen as evidence of SIM
Grand Total 170 Swapplng

35160212345604 52
35160212345699 81

35412412345691 37

Evidence of SIM swapping isn't necessarily evidence of criminal intent, of course, so it
may be useful to understand when each instance of SIM swapping took, to see if those
times match up to the times of significant eventsin a case.

The Chronological List provides details of when any instances of SIM swapping took
place. The example results grid below, for a subject phone number ending 177, shows the
following information:
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Chronological List

IMEI Nominal MSISDN Start Date End Date Event Co...

e | |
b 35160212345604 PYEE T e Al 2:/08/2012 10:04:04 | 28/08/2012 16:00:04 52
b 35160212345639 770080017 29/08/2012 15:05:23 | 29/08/2012 21:02:10 81

— |+ 35412412345691 447700900177 29/08/2012 21:02:09  30/08/2012 10:24:37 37

This can be interpreted as follows:

» 177 was used with IMEl ending 604 for 52 events between 10:04:04 (start
of first paired event) and 16:00:04 (end of last paired event).

» 177 was used with IMEl ending 699 between 15:05:23 and 21:02:10.

»” 177 was used with IMEl ending 691 between 21:02:09 and 10:24:37 the next
day.

»> SIM swapping has clearly taken place, with the SIM linked to the 177-phone
number being swapped in and out of three different handsets over a 24-
hour period.

In very complex cases, where there are multiple and repeated instances of SIM swapping,
it can be useful to compile a simple list of each unique IMEI that has been paired with a
subject phone, rather than focusing in detail on each individual time period during which
they were associated. The Unique List provides this simplified set of information.

Complex Multiple phone number analysis

A more complex analysis might include data for multiple phones - often, this form of
analysis is used to see if there is evidence of the SIM/phone numbers associated with a
group of individuals have been used in any common handsets. Even if those individuals
deny knowing each other, evidence that they have regular shared the same handsets
over a period of time could be used to refute those denials.

In this example, the users of the 177 and 597 phones are suspected of being associated
with each other for criminal purposes but have so far denied knowing each other.

447700900177 The IMEI Summary List for the two
Grand Total _

MET Unknown 2 phones clearly shows that have both
Grand Total 262 170 2 usedthe same two handsets (with
35160212345604 113 52 61 IMEIS endlng 604 and 699) .

35160212345699 112 81 31

35412412345691 37 37

The suspects may claim that this is coincidental, that maybe one of them bought an old
handset on eBay that just happened to have been used by the other suspect.

The Chronological List can be used to show that the usage of the handsets by the two
phone numbers overlapped and interleaved across a period of time, with a pattern of
usage that doesn't fit with the content they’ve put forward.
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Chronological List

IMET

35160212345604

Nominal MSISDN Start Date End Date Event Count

#e #e = = =

EEyFp(LLIlOwrl 70/08/2012 10:04:04 | 29/08/2012 16:00:04 52

35160212345699 EerpllliGEyl 29/08/2012 10:19:03  29/08/2012 15:01:10 31
35160212345604 EEypLEIERrl 20/08/2012 15:01:06 = 30/08/2012 10:37:52 61

own 1
b +  35160212345699
+ wn 1

35412412345601 QILLOLY

EEZP(IEINErS 29/08/2012 15:05:23  29/08/2012 21:02:10 81
Eayp IVl 20/08/2012 21:02:09  30/08/2012 10:24:37 37

The Unique list can be used to provide a simple list of the three IMEIs found in the case
data and their overall set of associations with the two subject numbers.

IMET

iDc

35160212345604 EIRLOG]

Nominal MSISDN First used Last used Event Count

alic allc — — —

ESyFLLELI Pl 20/08/2012 10:04:04  29/08/2012 16:00:04 52

+ own 1
e + 35160212345699 29/08/2012 10:19:03  29/08/2012 15:01:10 3l
+  35160212345604 29/08/2012 15:01:06  30/08/2012 10:37:52 61
35160212345699 eyl 20/08/2012 15:05:23  29/08/2012 21:02:10 81
35412412345691 Eaypiawrl 20/08/2012 21:02:09  30/08/2012 10:24:37 37
Why, When, Who
Ie This function is necessary to analyse a dataset to see if SIM swapping

&
-

or handset sharing has taken place.

This function is undertaken as required.

This function is typically carried out by the following users:
» CSASUser.

Stepped Proceadure

Torunthe IMEISummary query:

1.

Select the required set of source data files for the subject identifier(s) you wish
toanalyse, apply any required right sidebar Filters.

Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

Click ‘Apply’ to send the selected dataset to the query.
The results grids will update to show the data for the selected source data.

You can switch the Summary List view from ‘IMEI focus’ to ‘MSISDN focus’ if
required and also active the ‘highlight top 4’ feature in complex datasets.

If you wish to drilldown into any of the results rows, to view the raw data that sits
behind the results, select the required row(s), right-click and select New
Drilldown.

If you wish to view any of the results in a map, select the required row(s), right-
click and select Send to Map.
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1714 Using the Inactivity Chart query

For some forms of digital forensics analysis, it can be as important to understand when a
phone or other device is not being used as it is to understand when it is being used. As
criminals become more forensically aware, for example, there is a growing understanding
that they should leave their phones at home or switch them off when they plan to
undertake activities at locations, they may not wish the authorities to be able to track
them to. This type of obfuscation leaves periods of inactivity in a subject’s datarecords.
Analysis of those records can indicate whether any periods of inactivity coincide with
significant events in a case and whether such inactivity is usual or unusual in the context
of the subject’s normal levels of activity.

The Inactivity Chart query is designed to highlight periods of inactivity for a phone or
vehicle, with the option to specify the qualifying minimum period of inactivity. The results
grid then adds context by displaying details of the last event captured before the period
of inactivity started and of the first event captured after each period of inactivity ended.

If you wish to concentrate on voice & SMS activity and avoid issues caused by long-
lasting GPRS sessions, you can elect to remove GPRS events form the analysis using the
right sidebar ‘Event Type’ filter. If you do remove GPRS events from the dataset, please
remember to disable the event type filter again before moving on to undertake more
general analysis.

The analysis can be performed using data for just one subject, if you're interested in
whether that one individual has periods of inactivity, or it can be performed on the data
for a group of subjects, if you're interested in whether there were periods of time where
some or all of the group went inactive at the same time.

17.14.1 Supported Data Types

The Inactivity Chart query can currently be only used with CDR and ANPR data, other data
types could possibly be added to the set if required.

17.14.2 Layout

The Inactivity Chart results grid is laid out in three sections:

» Left side - shows details of the last event before a period of inactivity.
»> Centre section - shows the length of each qualifying period of inactivity.
»> Right side - shows details of the first event after a period of inactivity.

The left (before) and right (after) sections display basic information about the events:

Last event before inactivity

EventType Calling CallingaAttribution Called CalledAttribution EventStart EventEnd StartPostcode

First event after inactivity

Event Start Event End Calling Calling Attribution Called Called Attribution Start Postcode Event Type

For CDR data, the ‘Calling’ and ‘Calling Attribution’ column columns display details of the
calling (A) phone and the ‘Called’ and ‘Called Attribution’ columns details the called (B)
phone; for ANPR data, the ‘Calling’ columns contain details about the vehicle capturedin
each event and the Called’ columns are left blank.
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InactivityDuration The Duration value shows the time difference between the end of
= the ‘before’ event and the start of the ‘after’ event. The Duration
e0:56:04 columnis usually formatted to show Hours:Minutes:Seconds, but
00:24:16 if you select ‘Days’ as the inactivity period, then the format is
00:32:01 expanded to show ‘Days.Hours:Minutes:Seconds’.

00:31:08

17.14.3 Filters & Controls

The datato be analysed is selected from the right sidebar ‘Source Data’ menuin the
normal way and is sent into the query when the ‘Apply’ buttonis clicked. Unlike most
other queries, the Inactivity Chart query has an additional ‘Apply’ buttonin the query
window. After selecting the source data files to view and licking the right sidebar ‘Apply’
button, you can set the required value for the qualifying inactivity period and hit the
specific ‘Apply’ button to run the query.

Inactivity Trigger Time 20 . Reset Apply
Days Hours &) Minutes .

You can adjust the inactivity duration by selecting from the Days, Hours or Minutes check

boxes and by adjusting the ‘Inactivity Trigger Time’ then clicking on the query-specific
button.

You can exclude certain types of event (for example, GPRS/mobile data events) in the
‘Filters’ sidebar, using the 'Event Types' filter.

You can clear the grid by clicking on the button.

The results grid supports the standard Analytics right click menu options of ‘drilldown’
and ‘send to map’, as outlined in the Grids and Controls section.

1714 .4 Understand the results

The Inactivity Chart query is designed to quickly highlight periods of time when the
selected subjects were inactive for more than a minimum duration and is especially
useful in investigating suspects who are forensically aware enough to switch their
phones off when they are doing some illegal.

The results grid shows details of the events that bookend each qualifying period of
inactivity. For example, if you select an ‘Inactivity Trigger Time’ of 25, tick the ‘Minutes’
checkbox and click on the query-specific button, each row in the results grid will
show details of the last event before and the first event after each period where the
selected data has an inactive gap in records of 25 minutes or more:

It might be that an inactivity duration of 25 minutes isn’t particularly uncommon or
significant for the subject(s) being investigated, so the ‘trigger period’ duration could be
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varied to see if there are inactive periods that are either of unusually long duration or that
coincide with the date/time of any of the significant events that are under investigation.

As afurther example, imagine that the data for a burglary suspect shows that their phone
is usually used almost continuously through the day and evening across the analysed
days, even having excluded GPRS/data from the analysis using the Event Type filter.
However, the Inactivity Chart indicates that there were two qualifying periods of
inactivity of over 2 hours each that coincided with two of the burglaries that were under
investigation. This analysis doesn’t provide proof, onits own, that the suspect was
involved in those burglaries, but it does highlight that the periods of inactivity were out of
character and the coincident timing of the inactivity and the burglaries adds weight to
the contention that the suspect may have beeninvolved.

Why, When, Who

&? This function is necessary to develop detect significant periods of
inactivity in analysed data.

@ This function is undertaken as required.
’3‘ This function is typically carried out by the following users:
» CSASUser.

Stepped Procedure
To launch the Inactivity Chart query:

1. Select the required set of source data files for the subject identifier (s) you wish
to analyse, apply any required right sidebar Filters. Due to the fact that long-
lasting GPRS session records may confuse the view of actual user-initiated
activity levels, you may wish to exclude GPRS/mobile Internet events using the
Filters > Event Types option.

2. Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

3. Click ‘Apply’ to send the selected dataset to the query.

4. If necessary, you can change the inactivity trigger period value to something
other than 20 minutes.

5. Click the query specific ‘Apply’ button to run the analysis. You’ll only need to click
the right sidebar "‘Apply’ button again after making changes to the sidebar
controls or filters.

6. Theresults chart willupdate to show the data for the selected source data.

7. Review theresults grid to gain an understanding of any qualifying periods of
inactivity across the analysed time span for the selected subject identifiers.

8. If youwishto drilldown into any of the results rows, to view the raw data that sits
behind the results, select the required row(s), right-click and select New
Drilldown.

9. If youwishtoview any of the results in amap, select the required row(s), right-
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click and select Send to Map.

10. If you filtered GPRS/data events from the dataset when launching this query,
remember to restore them to the dataset, by cancelling the Event Type filter,
before continuing with your analysis.

17.15  Using the Pivot Builder query

The are multiple forms of analysis covering many different formats of source data
available to digital forensics investigations, but many of these types of data can be
adequately analysed using a simple pivot chart.

The Pivot Builder query provides a set of prebuilt pivot templates that are dedicated to
particular data types and/or forms of analysis, which you can optionally customise using
the various fields and tab filter drop-down menus.

Pivot Tables

A pivot table offers a form of analysis that contrasts two sets of criteria and performs an
action for each interaction.

The selected criteria are displayed in row and columns - one set of criteria make up the
rows and the other set make up the columns.

At eachintersection of row and column, an action will be performed on the data from that
row and that column. Typical actions include showing a count of the instances where the
row contents are found in each instance of the column data.

A simple example of a pivot table could be like this:

Day Date Employee

Sunday  01/12/2023 Dave Count of Employee |Column | ~

Monday  02/12/2023 Phil Row Labels - |Dave Phil |Rosie |Sharon |(blank) |Grand Total
Tuesday  03/12/2023 Rosie Monday 2 2
Wednesd: 04/12/2023 Phil Tuesday 1 1 2
Thursday 05/12/2023 Dave Wednesday 1 1 2
Friday 06/12/2023 Dave Thursday 1 1 2
Saturday 07/12/2023 Sharon Friday 1 1
Sunday  08/12/2023 Rosie Saturday ] 1 1 3
Monday  09/12/2023 Phil Sunday 1 1 2
Tuesday  10/12/2023 Dave (blank)

Wednesd: 11/12/2023 Sharon Grand Total 5 4 3 2 14

Thursday 12/12/2023 Rosie
Saturday 13/12/2023 Dave
Saturday 14/12/2023 Phil

The source data shows which employee performed a certain task on each of the daysina
two-week period. The pivot table has columns for each ‘employee’ and ‘day of week’ for
eachrow.

The intersection of each row and column shows the count of the number of times each
employee performed the task on each day of the week.

Form this we can see that Dave performed the task most often and Sharon the least.

The CSAS Pivot Builder offers a set of prebuilt pivots, based on the selected source files,
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where the contents of the rows and columns have been preselected, but where
additional criteria could be added to expand or add more depth to the query.

Prebuilt Query Options

You start the query by selecti
clickonthe button:

I}
£

Rank By Most C¢ COR Events by Date
COR Events: Daily Summary by Hour

Attribution Cell Postcode

Cell Usage N
ery A

ng the Source Data you want to include in your report, and

Filters

- 2
+
v oMl

Identifier Type
07700900177 (DR

1

You can then choose the type of prebuilt query you want to build:

Type of Prebuilt Query Function of Prebuilt Query

ANPR Cameras by Date A pivot table of dates vs ANPR cameras showing the count of
ANPR captures for each camera on each date.
ANPR Events by Date A pivot table of dates vs vehicle registrations showing the

number of ANPR captures for each registration on each date.

ANPR: Day of Week

A pivot table of ANPR cameras vs day of the week showing the
count of ANPR captures per camera per day. This may help to
identify the camera that a given vehicle might be expected to
close to on a given day of the week.

ANPR: Postcode

A pivot table of ANPR camera postcode vs vehicle registrations
showing the count of ANPR captures per postcode. This query
has additional controls that allow the size of the area over which
the count is made to be altered by adding/ removing parts of the
postcode to aggregate areas together.

ANPR: Time of Day

A pivot table of ANPR Cameras vs hours of the day showing a
count of the ANPR captures per camera per hour of the day. This
may help to identify the camera that a given vehicle might be
expected to close to on a given hour of the day.

ANPR: Vehicles

A pivot table of ANPR cameras vs vehicle registrations showing a
count of the times each vehicle has been captured by each
camera. This may help to identify the camera that a given vehicle
is captured by most often.

Call Summary by Attribution

A pivot table of case subject attributions vs other numbers,
allowing the most frequent contacts for each subject to be
determined.

Call Summary

A pivot table of case subject phone numbers vs other numbers,
allowing the most frequent contacts for each subject to be
determined.

Calls Between

A pivot table of case subject numbers vs each other, allowing the

frequency of contacts between subjects to be determined. To
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avoid double-counting target-target events, this query only
counts outgoing voice/call records.

CDR Events by Date A pivot table of dates vs subject numbers, showing a count of the

number of events recorded for each subject number per date.

CDR Events: Daily Summary
by Hour

A pivot table of dates vs hours of the day showing a count of the
number of events recorded for the selected set of files per hour
of each date.

Cell Postcode

A pivot table of cell postcode vs subject phone showing a count

of the number of times an identifier used a cell in each postcode.
This query has additional controls that allow the size of the area

over which the count is made to be altered by adding / removing

parts of the postcode to aggregate areas together.

CellUsage

A pivot table of cell ID / cell site vs subject identifier showing a
count of the number of times each identifier used each cell.

Courier Fraud Query

A pivot table of subject identifiers vs other numbers, showing the
total duration of calls made between each subject identifier and
the other numbers they contacted. This query is designed to
work with call data from phones suspected of being involvedin
courier fraud, where victims are persuaded to hand money over to
bogus police officers or bank officials. In theory, other numbers
that the suspects speak to for the longest are likely to have been
drawn further through the fraud process, so this query can
provide evidence of the fraudulent contact and may be helpful in
identifying victims who haven’t previously come forward.

IMEI by Attribution

A pivot table of case IMEIs vs subject attributions showing a
count of the number of events where each attribution used the
device associated with each IMEI.

IMEI by IMSI A pivot table of case IMEIs vs case IMSIs showing a count of the
number of events where each IMS| used the devices associated
with each IMEL.

IMSI by MSISDN A pivot table of case IMSIs vs subject identifiers showing a count

of the number of events where each subject identifier used the
SIM account associated with each IMSI.

IMSI by Attribution

A pivot table of case IMSIs vs subject attribution showing a count
of the number of events where each subject attribution was
associated with each IMSI.

IMSI vs MSISDN

A pivot table of case IMSIs vs subject identifiers showing a count
of the number of events where each subject identifier was
associated with each IMSI.

Locations by Date

A pivot table of case location vs dates showing a count of the

case eventsrecorded at each location on each date.
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17.15.1 Supported Data Types

The Pivot Builder query can be used with any imported data or file type, including CDR,
ANPR, handset download, telematics, tracker and others, although particular queries are
more suited to some data types than others and some queries may not produce results
for some combinations of source data.

17.15.2 Layout

The pivot queries all share the same fundamental layout but might each have differences
suited to the type of data or form of analysis provided. Generic features include:

Prebuilt Queries | Call Summary = | || Column Totals |v| Row Totals
Key
Rank By Most Common  Minimum Value 0 2| Maximum value 21474 2 . Highest value 2nd highest 3rd highest 4th highest Sth highest

Target Attribution Other Attribution IMSI IMEI Start Date Start Time Hour

Events T Target MSISDN

Other MSISDN 07700900177 [Rechtugl
00770090050 1 1

01623960686 1 1

02079460220 1 1
02079460677 10 10

»> The 'Prebuilt Queries’ dropdown menu lists the available set of pivot queries,
select the required query type from the list.

»> There are several basic filter and control options, which are described below.

»> Theresult pivot grid displays the results for the required query.

»> EachPrebuilt Query has a default results grid, with a selected set of column
and row criteria and a selected action.

In this example, the pivot is contrasting ‘Target MSISDN’ (in columns) against ‘Other
MSISDN’ (in rows) with an action of ‘count of events’.

Target Attribution Other Attribution IMSI
Pre_selected Events T Target MSISDN Preselected column
action contents
Preselected row Other MSISDN Y r vzl Grand Total
contents
00770090050 1 1
01623960686 1 1

Resulting in a pivot table that counts the number of contacts between each specific pair
of phone numbers - e.g. the 177 phone was in contact with the 050 phone 1time, with the
686 phone 1time, and so on.

Most CSAS pivot queries have a set of additional criteria that can be dragged into the
pivot by adding them to the rows or columns or by replacing the current ‘action’ criteria.

Target Attribution Other Attribution IMSI IMEI Start Date Start Time Hour
Events T Target MSISDN Additional criteria

Other MSISDN (sl Grand Total

00770090050 1 1
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For example, the “Target MSISDN vs Other MSISDN'’ pivot could be expanded by dragging
the ‘Start Date’ criteria into the column definition, which has the effect of breaking the
count for each Target MSISDN up into separate columns per date. Like this:

Target Attribution Other Attribution IMSI IMEI Start Time Hour |

— il N
Events Y Target MSISDN — Frlterlon‘drag.g?qm
‘columns’ definition
07700900177
- Grand Total
Other MSISDN 29/08/2021 30/08/2021 31/08/2021 01/09/2021 02/09/2021 03/09/2021 04/09/2021 05/09/2021
00770090050 1 1
01623960686 1 1

Resulting ina grid that now has a set of sub-columns for the Target MSISDN, one for each
date on which there were call records. This turns a simple aggregated call count query
into a more complex call count by date’ query.

The order in which the criteria are placed controls the order in which the criteria are
applied. In the example above, the “Target MSISDN' criterion is applied first, creating a
separate section foe each selected subject number, the ‘Start Date’ criterion is applied
next, creating sub-sections for each date.

Target Attribution Other Attribution IMSI IMEI Start Time Hour
Events T Start Date Target MSISDN
~ 29/08/2021 ~ 30/08/2021

Other MSISDN 07700900177 | 07700000587 | 07700900621 | 07700900177 | 07700900597 | 07700900621 ‘

0

00770090006

If more than one Target MSISDN was selected, there would be a separate set of date
columns for each additional subject number. If the ‘Start Date’ criterion had been placed
first, there would be a separate section for each date, each of which had its own set of
sub-sections for each subject number.

Any of the available additional criteria can be dragged in to and out of the pivot builder, as
can any default criteria that were included in the query originally. This allows a wide
degree of variation to be applied to the prebuilt query selections.
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17.15.3 Filters & Controls

There are ageneric set of filters and controls used by all pivot builder queries and some
queries have their own specific additional controls.

Prebuilt Queries | ANPR Cameras by Date = | || Column Totals |v| Row Totals
Key
ANPR
Rank By Most Common  Minimum Value 0 2| Maximum Value |21474 > ||Select.. X ~ . Highest value 2nd highest 3rd highest 4th highest sth highest

The generic controls are as follows:

»> 'ColumnTotals' - this
checkbox adds a'Grand e
Total column to the pivot e e \
builder results grid. = R —

» 'Row Totals' - this
checkbox adds a'Grand
Total row at the bottom of
the pivot table:

» 'Rank by Most Common' -
this checkbox filters the
column so the most
common used cell tower is

at the top of the pivot T S —
table:

» 'Minimum Value'/ Minimum Value 0 o | Maximum Value |21474
‘Maximum Value'- these
fields allow you to set the
minimum / maximum
number of results shownin
each column.

»”>  Most query results grids .’Highma.ue 2nd ighest i ghes ah hghes st ighest
alsoinclude colour coding
to highlight the top 5

values in each grid
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Some queries have additional specific filters or controls.

»” 'Select targetidentifiers' - some prebuilt queries such as 'ANPR..." include a drop-
down menu from which you can select which Identifiers you want to include in the
pivot table:

100 © _Seledt target ideqtifier

0 o 0 0 0
I\ AA123CAR VAUXHALL CORSA SXI TWINPORT Sliver

» Postcode Matching - queries that deal with location data organised by postcode
can be filtered to use all or just some of the postcode (this is a UK-specific
feature). UK postcodes consist of 4 sections (Area, District, Sector, Unit, with
unit being the smallest division).

Postcode Matching

Area District Sector |+ Unit

The Postcode Matching filter works from smallest upwards and instructs the
query to aggregate smaller areas together. For example, with the ‘unit’ option
selected, CSAS would see the two postcodes E2 2NU and E2 2FD as being
different areas, but with the ‘unit’ option deselected it would regard them as
aggregated into the same 'E2 2’ area.

In Grid Filtering
The boxes for each selected criterion offer sorting and filtering options of their own.

The ordering of the columns can be

changed by clicking the ‘sort’ icon in the Events T Locat"’fl:l Y
column criterion box and the order of

the rows can be changed by clicking the Start Datel:l BRIDGEWATER SLIF
iconinthe row criterion box.

Rows and columns can be filtered to gons T wocen o [7]

show only specific values using the apues  emoswar 7 TR 7
‘filter’ icons that appear when the e o . I
criterion box is moused over. FRDGENATER L

DURSLEY GANTRY

M5 NTH BRISTOL BRADLEY STOKE
M5 NTH BROMSGROVE M42

M5 NTH EDINGWORTH

M5 NTH HINDLIP

M5 STH BRISTOL AVONMOUTH

Close
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The "action’ box also supports afiltering
option, allowing you to filter the results
to only show results that a fall within a
specific range of values.

Events D

Other MS

0

00770090C

00770090C

01623960¢

020794600

02079460

020794601

020794602

020794607
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Start Date Target MSISDN

Isho;: values from | 0.00

to | 214748364

III. _____________ PR - -
1.00 96.00
M Visible Hidden
Apply to specific level
Clear oK Cancel

If any filters are applied, details of the filter will be shown at the bottom of the Pivot
Builder panel. On the right side of the filter bar there is an 'Edit Filter' button which when
clicked, opens the 'Filter Editor' pop-up window:

= Analytics
CaseHub @ | oot Buider ©

Pivot Builder

Prebuilt Queries Cell Usage

Rank By Most Common  Minimum Value 0 7 Maximum Value |214748364.
Attribution IMEI Start Date Start Time Hour Aizmuth
Events Y
And
Cell 1d Site Name

Column Totals

Row Totals

Filter Editor X

Postcode Isanyof E11JG E11LN E12EN

v 234-30-01153-13167 + MISTER DEE

v 234-30-01153-23783 v Dependent Site for 22267
v 234-33-03609-09328 + MISTER DEE INTERNATIONAL PLC
v 234-33-03609-60614 ~ MISTER DEE INTERNATIONAL PLC

v 234-33-03609-61502 v SB] INSURANCE

x V| Postcode E11JG E11LN E12EN

From the 'Filter Editor’ pop-up window, you can edit the filter, changing the selected
values or adding additional clauses as required.

Postcode Isanyof E11JG E11LN E12EN
i 7

> Ts greater than or equal to

or equal to

Cancel

And And

I’o:lwdt‘“‘"ls anyof E11)G E11LN E12EN
| A \
Aizmuth = Equals
Attribution # Does not equal
Case Event Id > Is greater than
Cell 1d
Hour < Is less than
IMEL ;

< Ts less than

£ Is between
Site Name

£ Is not between
Start Date
ST Cancel < Contains

Target MSISDN
[ Begins with

n@ Ends with
wicls like

#%eIs not like

A8 Does not contain

Right-click menus

Edit Filter

Cancel

Filter Editor x

And

E1 116}
E11)G

Postcode Is any of * EL1IN E12EN

E1 2By
E15LP
E15RY
E16))
E16PD

Cancel

The results grid supports the standard Analytics right click menu options of ‘drilldown’
and ‘send to map’, as outlined in the Grids and Controls section.
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17.15.4 Understanding the results

There are multiple pivot queries in the Pivot Builder feature, meaning that it’s not possible
to provide one description of how to understand the results. All pivot tables share a
common set of features, however, so all of the CSAS pivot query examples can be
interpreted in roughly the same way.

A pivot table contrasts a set of datain rows and against data in columns - the
intersection between each row and column provides information about the
correspondence between the value for the row and the value for the column. Most often
a pivot table provides a count of the number of events shared by the pair of identifiers
thatintersect at each square in the results grid.

Why, When, Who

@ [hisfunctionis necessary to analyse case data using one of the
& methods supported by the Pivot Builder.

@ This function is undertaken whenever you want to analyse data using
one of the supported methods.

This function is typically carried out by the following users:
» CSASUser.

Stepped Procedure

Each pivot query is different, but the procedure to use any of them is similar - this
example will use the Call Summary pivot option.

1. Select the required set of source data files for the subject identifier(s) you wish to
analyse, apply any required right sidebar Filters.

2. Remember that right sidebar Settings apply to Analytics queries, meaning that
duplicate matching, SMS concatenation and redaction will be applied if enabled.

3. Click ‘Apply’ to send the selected dataset to the query.

4. From the 'Pivot Builder' screen, go to ‘Prebuilt Queries’ and select from the drop-
down menu the type of query you want to build.

5. Tocustomise your pivot table, go to the row of additional criteria boxes above the
pivot table and drag and drop any required additional criteria into the pivot table,
remembering that the order in which the criteria are positioned affects the orderin
which they are applied.

6. Inthe pivot table, use theicons in the row, column and action criteria boxes to filter
and sort the data as necessary.

7. If youwish todrilldown into any of the results rows, to view the raw data that sits
behind the results, select the required row(s), right-click and select New Drilldown.

8. If youwish to view any of the results in a map, select the required row(s), right-click
and select Send to Map.
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1716 Using the Potential Colocation query

The Potential Colocation query identifies points in time when subject devices could have
been in the approximate area as each other. As the source data for this analysis is often
cellular billing records, which generally provide alocation for the cell tower a phone was
connected to, rather than providing a location for the phone itself, there exists the
potential for alarge degree of uncertainty in any results obtained. Use of the Potential
Colocation query therefore has the following caveats associated withiit:

WARNING: THE POTENTIAL COLOCATION QUERY PROVIDES AN INDICATION OF TIMES
WHEN DIFFERENT DEVICES WERE LINKED TO LOCATIONS (CELL MASTS, ANPR CAMERAS,
ETC) THAT ARE WITHIN A SELECTED DISTANCE OF EACH OTHER AND THAT WERE USED
WITHIN ASELECTED TIME PERIOD - THE RESULTS OF THE QUERY DO NOT PROVIDE
EVIDENCE THAT THE DEVICES WERE TOGETHER, ONLY THAT THE PROXIMITY OF THE
LOCATIONS LINKED TO THEM RAISES THE POSSIBILITY THAT THEY COULD HAVE BEEN
TOGETHER AT APOINT IN TIME.

THE UNCERTAINTY ASSOCIATED WITH THE QUERY INCREASES IF CELL DATA FOR
GPRS/MOBILE DATAEVENTS OR ANPR DATA WHERE THE CAMERA IS LOCATED ONLY BY
POSTCODE IS USED, AS THE CORRELATION BETWEEN EVENT START TIMES AND START
LOCATION IS LESS CERTAIN, OR THE ACCURACY WITH WHICH THE LOCATION CAN BE
DETERMINED IS LIMITED.

Whenever you open the Potential Colocation screen, you will see the following warning
message:

0 Potential Colocation - Warning

< Colocation queries provide indications of times when mobile devices and other entities were recorded as having been used within an area or within a selected
radius of a location - the results of the query DO NOT provide evidence that devices WERE together or that devices WERE at a particular location, only that
their approximate locations were within a specified area or radius. 1
In the case of mobile phone colocations, the fact that two or more phones used masts that were within a selected radius of each other for connections that

| were made for connections that were within a selected time of each other, DOES NOT provide proof that those devices were together, only that they could
potentially have been together.

| An indication of a potential colocation (or conversely of a potential non-colocation) in a CSAS Analytics query SHOULD NOT be taken as proof, on its own,
that the selected devices were together.

{ Any report or statement that includes the results of a CSAS Analytics colocation query should include a caveat to this effect to
1 prevent a jury being misled into believing that an indication of a potential colocation is proof that devices were together or that
devices were located at a particular address.

Click here to view a basic training package that explains the workings of the colocation queries and View potential 3
outlines the ways in which the results of the query should be understood and the caveats that should be colocation training |
employed when they are presented in evidence. ‘ | T

I confirm that I have read and understood this warning and that I have viewed and understand the colocation training Close
material and that T will ensure that the caveats associated with the use of colocation results are adequately presented in my evidence.

To close the warning message, you must select the checkbox to confirm you have read
and understand the warning - a record of your acceptance is saved to the Case Audit.
The window will close and the Potential Colocation screenis fully displayed.

The warning popup includes a link to a basic training package that outlines the benefits
of the colocation query and also the caveats within which its results should be viewed. To
getinformation about further training for this type of query, see Where to Get Help.
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17.16.1 Potential Colocation

This query allows you to look for times when two or more subject phones or vehicles
could have been located near to each other or near to a case location, based on
comparing the selected datasets against two parameters:

» 'Time (seconds)’ - refers to the time difference between events for the
subject devices being considered by the query.

» ‘Distance (km)' - refers to the geographical distance within which the
comparison is made, based on the location of cell site(s), cameras or case
locations associated with each event.

Potential Colocation Events

A colocation event is when two or more groups of vehicles, target phones or POl events
can be identified as potentially being near to one another at around the same time. For
example, when you look for a colocation event, you might ask yourself the following
question:

»> "Does an event for Phone A match with any events for Phone B that were
active within Time (T) seconds of each other and if so, were the masts used
by the two calls within Distance (D) of each other?".

For a potential colocation event to be indicated, the answers to both questions must be
YES.

Comparison In this example, Phone A and
Time < 5 minutes Phone B were both in use within 2
Distance < 500m minutes of each other, whichiis
((‘ ,)) ((‘ ,)) within the comparison time (T) of
A 200m A 5 minutes, and the towers used
™ > by the two phones are 300m
Cell tower used by Cell tower used by~ @part, whichis within the
Phone A at 12:00 Phone B at 12:02 comparison distance (D) of
500m.

Phone A and Phone B could be said to be potentially colocating at this time. They are only
‘potentially’ colocating however - cell towers provide coverage across a wide area, as
shown below, Phone A could have been at one extreme of the coverage area of its cell,
whilst Phone B could have been at the extreme edge of its cell, meaning that the phones
themselves could have been much further then 300m apart.

ﬁ 300m g

> .
< >

il 0

Phone A at 12:00 Phone B at 12:02
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As, from cellular billing data alone, it is not generally possible to determine exactly where
each subject phone was located, the analysis must be performed based on knowledge of
the locations of the towers the subject phones used, which introduces the uncertainty
that requires us to label this as a ‘potential’ colocation.

The reverse calculation is called a non-colocation event.
Non-colocation Events

A non-colocation event is when you look for points in time when the phones couldn’t
have been together. This is not as simple as thinking "I can calculate the colocating
events and then show all the other events as non-colocating events”.

To be classed as a colocating event, two events must be within the D distance and within
the T time but to be classed as anon-colocating event, the events must be greater than
D distance apart but still within T time; events that are less than D distance but more
than T time are classed as non-qualifying events (or ‘All other events’):

Comparison In this example, Phone A
Time < 5 minutes and Phone Bwere both in
Distance > 500m use within 2 minutes of
() () each other, which is within
A 600m A the comparison time (T) of
< > 5 minutes, but the towers
Cell tower used by Cell tower used by used by the two phones are
Phone A at 12:00 Phone B at 12:02

600m apart, which is
outside the comparison
distance (D) of 500m.

CSAS only outputs a non-colocation event if the distance between the cell site(s) is
greater than the comparison distance and the time between the event(s) is within the
time parameter; events where the time difference is greater than the time parameter are
ignored because the comparison the query is attempting to show is whether the subject
phones can be shown to be apart at a particular point in time. The query does not look for
all occasions when the phones cannot be shown to be together but instead shows times
when the phones must have been apart.

The uncertainties associated with using cellular billing data and tower locations for the
comparison, means that it is also possible that the phones themselves could have been
closer than the comparison distance, even if the towers they were using were further
away.

600m

Q) - — S&
“ | I 100m D |

Phone A at 12:00 Phone B at 12:02

For this reason, non-colocation queries are usually run with much larger comparison
distances than colocation queries use. A typical distance value for a colocation query
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would be 500-1500m in urban areas, whereas a non-colocation query in the same area
might be set to look for towers that 2500-5000m or more apart.

Non-Qualifying Events

Events where the time difference is greater than the time parameter are ignored because
the comparison the query is attempting to show is whether the subject phones can be
shown to be apart at a particular point in time. These events are known as ‘non-
qualifying’ as they don't meet the basic requirements for either colocation or non-
colocation.

Comparison In this example, although the cell towers
Time > 5 minutes used by the phones are within the
Distance = 500m
distance value, the calls made by the
(EA? % phones are outside of the time

« 200m K comparison - there is a nearly two-hour
Cell tower used by Cell tower used by time difference, soit’'s not possible to
Phone Aat12:00 Phone 8at1%:10  show that the phones were in the same

area at the same time.

To ensure that CSAS offers a complete picture of potential colocation, the query can be
set to count and report on the number of non-qualifying events in a dataset, to offer the
ability to view the proportion of colocation/non-colocating events against the proportion
of non-qualifying events.

The table below summarises the comparison that are made for the three classifications
of events:

Time<=T
Potential colocation
Distance <=D

Time<«<=T
Non-colocation
Distance > D

Time>T

Distance <=>D
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17.16.2 Use Cases

The CSAS Potential Colocation query currently works with three types of case data -
CDRs, ANPR and POl locations. CSAS therefore supports the following basic forms of

analysis:
»> CDRvsCDR
?> CDRvs ANPR.
»> CDRvs Layer
»> ANPRvs ANPR
»> ANPRvs Layer

CDRvs CDR

This optionis used to look for potential colocations between mobile devices, with the
intention of seeing if there are times when two or more mobile devices can be seen to be
operating in the same general area at around the same time. Remember, thisis not
evidence that the two phones WERE together, only that they could potentially have
been. This query allows you to select the mobile devices you want to compare against
the configurable distance (D) and time (T) parameters. The question being asked by the
query in this configurationis:

»> "Were any of the selected phones using cell masts within D distance of each
other whilst making calls/texts/data connections that were active within T

time of each other?":

Time/Distance scenarios Time (seconds) Distance (km) ] Fotential Colocating events
Train (high speed) - 60 = 0.50 2
Non-colocating events
Prebuilt queries
A
CDR vs CDR - Use end cells/locations
Mode ®) AvsB Allv Al
Data type A Data type B Grid layout
CDR v CDR - Abbreviated
Group A Group B
07700903852 h 447700902421 h
Run Column chooser
Group A Group B
Time (secon...  Distance (km)  Identifier Other identifier ~ Start date Start time Event type Identifier Other identifier ~ Start date Start time Event type
— — - - = = a
14 0.00 WipFhliiktby) 07700903719 13/03/2024 13:08:39 Incoming Text EEEFEULTIFEEYE 07700905186 13/03/2024 13:08:25 Outgoing Text

9 LIS 07700903852 07700903719 13/03/2024 13:08:39 Incoming Text JEEFEUIFEVINE 07700905186 13/03/2024 13:08:30 Incoming Text

CDR vs ANPR

This optionis used to look for potential colocations between mobile devices and vehicles,
with the intention of seeing if there are times when one or more mobile devices can be
seento be operating in the same general area at around the same time as a vehicle that
was captured by an ANPR camera. This query allows you to select the mobile devices and
the ANPR data files to be compared against distance (D) and time (T) parameters. The
question being asked by the query in this configurationiis:

» "Were any of the selected phones using cell masts within D distance of any
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of the ANPR cameras that captured details of any of the selected vehicles
and were any of those devices active within T time of the captures taking

place?":
Time/Distance scenarios Time (seconds) Distance (km) /] Potential Colocating events
Train (high speed) - 60 - 0.50
Non-colocating events
Prebuilt queries
S
CDR vs ANPR - Use end cells/locations
Mode ®) AvsB All v All
Data type A Data type 8 Grid layout
CDR - ANFR hd Abbreviated hd
Group A Group B
447700902421 e BS79PTA -
Run Column chooser
Group A Group B
Time (seconds) Distance (km) Identifier Other identifier ~ Start date Start time Event type Identifier Other identifier ~ Start date Start time Event type
= = A A = = A alc A = = A
30 07700900963 19/03/2024 09:19:22 Incoming Voice _ 19/03/2024 09:18:52 ANPR
2 07700000063 | 19/03/2024 | 14:01:59 Incoming Voice | BSZOPTANIIN 19/03/2024 14:02:38 ANFR

This optionis used to look for potential colocations between mobile devices and case
events/locations (which are saved as POl ‘layers’in the case database), with the
intention of seeing if there are times when one or more mobile devices can be seen to be
operating in the same general area at around the same time as a case event that took
place at a specific location. This query allows you to select the mobile devices and the
case event/location layers to be compared against distance (D) and time (T) parameters.
The question being asked by the query in this configuration is:

»> "Were any of the selected phones using cell masts within D distance of any

of the locations at which case events took place and were any of those
devices active within T time of any of the case events?”:

Time/Distance scenarios Time (seconds) Distance (km) | Potential Colocating events @

Train (high speed) - 240 7 2.50 ¢
Non-colocating events

Prebuilt queries

A
CDR vs Layer - Use end cells/locations

Mode ®) AvsB Allv All
Data type A Data type B Grid layout

CDR - Layer - Abbreviated ~
Group A Group B

447700902421 - Shooting (1) - aun Column chooser

Group A Group B
Time (seconds) = Distance (km) Identifier Other identifier = Start date Start time Event type Identifier Other identifier ~ Start date Start time Event type
— _ allc bc _ _ ol Al alc _ _ d
141 0.69 Eaye(iiElirEy Nl 07700900963 19/03/2024 12:52:21 Outgoing Voice  Shooting (1) Shaoting (1} 19/03/2024 12:50:00 Event

ANPR vs ANPR

This optionis used to look for potential colocations between significant vehicles, with
the intention of seeing if there are times when one or more vehicles can be seentobein
the same general area at around the same time as each other. This query allows you to
select the ANPR data files to be compared against the distance (D) and time (T)
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parameters. The question being asked by the query in this configuration is:

»> "Were any of the vehicles detailed in the ANPR files captured by ANPR
cameras that were within D distance of each other and did any of those
captures take place within T time of each other?".

Total Records Read : 12 All AvB Matches : 1

Potential Colocations : 1

First Group : 11 Having Locations : 11 .
) ) Non Colocations : 0
Second Group : 1 Having Locations : 1
Potential Colocation @ E A& o
Time/Distance scenarios Time (seconds) Distance (km) | Potential Colocating events
Train (high speed) - 130 2 250 2
Mon-colocating events
Prebuilt queries
~
ANPR vs ANPR M Use end cells/locations
Group A Group B
BS79PTA - AAZBHHD - Run Column chooser
Group A Group B
Time (seconds) Distance (km) Identifier Other identifier  Start date Start time Event type Identifier Other identifier = Start date Start time Event type
_ _ Al ofc _ _ olc olc . _ _ ol
20 0.00 W:krelary 19/03/2024 15:00:02 ANPR AA2BHHD 19/03/2024 15:00:22 ANPR

This optionis used to look for potential colocations between significant vehicles and
case events/locations (which are saved as POl ‘layers’ in the case database), with the
intention of seeing if there are times when one or more vehicles can be seen to be
operating in the same general area at around the same time as a case event that took
place at a specific location. This query allows you to select the ANPR files and the case
event/location layers to be compared against the distance (D) and time (T) parameters.
The question being asked by the query in this configuration is:

»> "Were any of the significant vehicles captured by ANPR cameras within D
distance of any of the locations at which case events took place and were
any of those captures within T time of any of the case events?”.

Time/Distance scenarios Time (seconds) Distance (km) ] Fotential Colocating events
Train (high speed) - 6000 - 20.00
Non-colocating events
Prebuilt queries
>
ANPR vs Layer i Use end cells/locations
Group A Group B
BS79PTA - Shoating - Run Column chooser
Group A Group B
Time (seconds) Distance (km) Identifier Other identifier ~ Start date Start time Event type Identifier Other identifier ~ Start date Start time Event type
= = 4| A = = A 4| | = =
4645 11.80 W:E¥lavy 19/03/2024 11:32:35 ANFR. Shooting Shooting 19/03/2024 12:50:00 Event
1177 11.74 W:Lrilary 19/03/2024 12:30:23 ANPR Shoating Shoating 19/03/2024 12:50:00 Event

Using the controls available in the query, it's possible to build bespoke queries that
compare amix of CDR, ANPR and Location data against each other. For example, if you
wanted to compare the mobile phone and the vehicle attributed to an individual against a
case event/location (to see if that individual can be placed near to that location at a
significant time), you could configure the query so that ‘Group A’ consisted of the phone
and vehicle and ‘Group B' was the location layer. This would then show if either the phone
or the vehicle could be placed near the location at the time of the event:
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Time/Distance scenarios Time (seconds) Distance (km) | Potential Colocating events ®

Train (high speed) d 240 2.00 2
Non-colocating events

Prebuilt queries

ANPR vs Layer e Use end cells/locations

Mode ®) AvsB Allv Al

Data type A Data type B Grid layout

CDR, ANPR - Layer - Abbreviated -

Group A Group B

447700002421, BSTIFTA hd Shooting v Run Column chooser

Group A Group B

Time (seconds) = Distance (km) Identifier Other identifier = Start date Start time Event type Identifier Other identifier = Start date Start time Event type

141 0.69 EEFFAlilIiPEyARE 07700900963 19/03/2024 12:52:21 Outgoing Voice  Shooting Shooting 19/03/2024 12:50:00 Event

17.16.3 Supported Data Types

The Potential Colocation query can only be used with CDR, ANPR and POl event & location
data.

17.16.4 Layout

The Potential Colocation query is divided into three panes, with an additional drilldown
pane that can be triggered if required.

Potential Colocation Summary B A

Total Records Read : 1801 ALAYE Motches : 61
Potential Colocations : 61 .

First Group : 1314 Having Locations : 1314 Colocation Summary
Non Colocations : 0

Second Group : 487 Having Locations : 487

Potential Colocation

Time/Distance scenarios Time (seconds) Distance (km) | Potential Colocating evente
Train (high speed) - 60 - 0.50 -

Filters & Controls

Non-colocating events

Prebuilt queries

COR vs COR = Use end cells/locations
Group A Group B
07700903852 - 447700902421
Run Column chooser
Group A Group B
Time (se... Distance (... Identifier Other ide... Start date Start time Event type Identifier Other ide... Start date Start time Event type
Results Grid
14 0.00 MrgOLELEReY 07700903... 13/03/2024 13:08:39 Incoming... 07700905... 13/03/2024 13:08:25 Outgoing...
9 0.00 MrgOLELERNY 07700903... 13/03/2024 13:08:39 Incoming.. Bl 07700905... 13/03/2024 13:08:30 Incoming...
32 0.00 Nzl 13/03/2024 13:08:57 Outgoing. 07700905. 13/03/2024 13:08:25 Outgoing.

nnnnnnnnnnnnnnnnnnnn 1 74 19:n0.90 Tnmnenina

This potential colocation query indication of times when dufferent dewce': were linked to locations (cell masts, ANPR camera: ) that are within a selected distance of
each other - the results of the query DO NOT provide evidence that the devices WERE together, only that the proximity of the locations linked to them raises the possibility that they Warning Text

COULD have been together...

Colocation Summary

This provides context for the analysis by showing the counts for the total number of
compared events, the numbers of events for ‘group A’ and ‘group B’ identifiers and also
indicates the number of each that were excluded from the analysis for having no
associated location data. The main purpose of the summary table to show the counts for
each comparison type - colocating, non-colocating and non-qualifying.

The purpose of providing the summary is to show the results in context - for example, if
an analysis shows that out of 10,000 events, there were two potential colocations, that
puts the potentially colocating events into perspective and may mean that the two
phone were not potential together regularly. If, instead, the summary showed that out of

© ForensicAnalytics Ltd 2026 FA-487 v1.0 379



f‘\ CSAS CSAS User Guide

CSASV3.16

10,000 events there were 5,000 potential colocations, it could indicate that the phones
potentially spend lots of time together.

Filters & Controls

These are used to set the parameters and values used by the query and are outlined
below.

Results Grid

In Avs B mode, the results grid is divided into two sections - the left side shows events
for a Group A identifier and the right side shows any correlating events for a Group B
identifier. In All vs All mode, the grid can be interpreted as showing Phone A and Phone B
records oneach row.

There are three preloaded column layout options for the results grid - abbreviated,
standard, full - and also a set of user selectable additional columns that can be added to
the grid via the column chooser. For brevity, only the ‘abbreviated’ grid layout will be
explained in detail:

»> Comparison columns:
o Time (seconds) - shows the time difference between the measured
timestamp for each correlating record.
o Distance (km) - shows the geographical distance between the
compared locations for each correlating record.
»> Group A columns:
o lIdentifier - shows the Group A subject identifier used for this
comparison.
o Otheridentifier - shows the other number the subject identifier was in
contact with for this record.
o Startdate - start date for the record.
o Starttime - start time for the record.
o Eventtype - call, text, data session, ANPR capture, POl event, etc.
»>  Group B columns:
o ldentifier - shows the Group B subject identifier used for this
comparison.
o Otheridentifier - shows the other number the subject identifier was in
contact with for this record.
Start date - start date for the record.
Start time - start time for the record.
Event type - call, text, data session, ANPR capture, POl event, etc.

It cannot be stressed enough how important it is to remember that the Potential
Colocation query does not necessarily indicate that the analysed identifiers were
actually together - arepetition of the warning text is shown at the foot of the results
grid, just to reinforce the message.

17.16.5 Filters & Controls

The Potential Colocation query requires a complex set of filters and controls.
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Source Data selection

The source data - either from source files or from a case snapshot - to be analysedis
selected using the right sidebar Filters > Source Data control in the usual way.

As with most analytics queries, using the ‘Filters’ and ‘Settings’ tabs located on the right
sidebar, you can filter the overall dataset to be queried, for example ‘From’and ‘'To’ dates
and times, and therefore control the output of the colocation calculation.

Select the required source data and hit the Apply button to send the data into the query
- clicking Apply does not run the query, it merely passes the required data toit.

If you want to change the set of data being analysed, select a different set of source data
and again click ‘Apply’ to send it into the query.

For processing a colocation query, each event included in the dataset should be treated
as being the equivalent, irrespective of whether it's a call, a text, an ANPR hit or POI
event, as all events have:

» |dentifier
»> Starttime
» Start location (lat/long)
»” Endtime
» Endlocation (lat/long)

For most types of data, the end time/end location will be the same as the start time/start
location. You can choose to disable the comparison against end time/location so only the
start time/location would be considered by the query (this is the default).

Filters

In the 'Potential Colocation’ Filters & Controls section, there are various options and
filters you can select to change what information is output in the report grid:

Time/Distance scenarios Time (seconds Distance (k Patential Colocating events
Train (high speed) - 60 - 0.50

Prebuilt queries All other events
CDR vs CDR

»

Data type A Data type B Brid layout

CDR. - CDR : Abbreviated

Group B

07700900177 i 07700900597 -
R Column chooser

The filters section defaults to a minimised state, where the mode, data type and grid

¥

layout optiosn are hidden - click on the

" tohide them again. The screengrab above shows this section maximised.

button to view the additional options and on
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The elements in the filters section are:

»

»

”

»

»

”

”

”

”

”

‘Time/Distance scenarios’ - selectable using the drop-down menu. Each
scenario populates the ‘'Time (seconds)’ and ‘Distance (km)' fields with
different parameters to run the query against for different analytical
scenarios; for example, if you select ‘Pedestrian (low speed)’, these fields
will show a shorter comparison time and distance than if you select "Train
(high speed). You can also set the time/distance values manually by typing
inthe relevant boxes.

‘Time (seconds)' - selectable using the up/down arrows or by typing in the
box. Increasing or decreasing the time adjusts the time in which
comparisons are made. Shorter time spans produce more feasible potential
colocations - setting a time period of 5 minutes might find realistic potential
colocations, whereas setting a value of 12 hours would generally provide
few realistic results.

‘Distance (km)' - selectable using the up/down arrows or by typing in the
box. Increasing or decreasing the distance adjusts the range in which a
colocation might exist. Shorter distances (for colocation) and longer
distance (for non-colocation) produce more feasible potential colocations -
setting a colocation distance of 100km, where the entities could be 100km
or more apart, generally wouldn’t be accepted as evidence of the entities
potentially being together at a location.

‘Prebuilt queries’ - various standard 'data type vs data types' scenarios are
selectable from a drop-down menu and have built-in assumptions to make
outputting a query report quicker. For more information see Running a
Prebuilt Query

‘Use end cells/locations’ - selecting this option, which is only applicable for
CDR events, compares all cells used in each compared set of records (start-
start, start-end, end-end) to determine if any of those distances fall within
the comparison value. For more information, see Comparing using End Cells
/Locations.

‘Colocating events' - selecting this option displays only colocation events in
the report grid (coloured green).

‘Non-colocating events’ - selecting this option displays only non-colocation
events in the report grid (coloured red).

‘Mode -'Avs B'and ‘All vs All’ are available. For more information see
Selecting Different Modes.

‘Data type A’ and 'Data type B’ - selecting these options allows you to
choose the type(s) of data that will be analysed in ‘Group A" and ‘Group B’
(or just 'Group A’ for ‘All vs All'). A mix of data types - CDR and ANPR, for
example - can be selected for each group if required.

‘Group A"and 'Group B’ - from the drop-down menu you can select all
identifiers for each group you want to run a report against, in All vs Allmode
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there is only a Group A dropdown. For more information see Selecting Data
and Group Options.

»> 'Grid layout' - from the drop-down menu you can select from Abbreviated,
Standard or Full output layouts. For more information see Selecting View
Options.

» 'Run’-runs the query using the selected dataset and filter options.
Generates co-location datain the form of a grid, which displays any
‘Potential Colocating events' and/or 'Non-colocating events'. For more
information see Generating Co-location Data.

» ‘Column chooser' - clicking on the button opens the
‘Customization’ pop-up window. From the window you can select from two
tabs: 'Columns’ and 'Bands’ to customize the grid layout. For more
information see Customising the Grid Layout.

» o clicking this icon shows a pop-up message explaining about
colocations:

Colocation - Information x

This colocation query provides an indication of times when different devices
were linked to locations (cell masts, ANPR cameras, etc) that are within a
selected distance of each other — the results of the query DO NOT provide
evidence that the devices WERE together, only that the proximity of the
locations linked to them raises the possibility that they COULD have been
together.

The uncertainty associated with this query increases if cell data for GPRS/mobile
data events or ANPR data where the camera is located only by postcode is used,

as the correlation between event start times and start locations is less certain, or
the accuracy with which the location can be determined is limited.

Close

17.16.6 Comparing using End Cells / Locations

In A vs B mode, the Potential Colocation query compares the times and locations for
‘Group A’ events against the times and locations for ‘Group B events. In ‘All vs All’ mode,
the query compares data for all selected identifiers against each other.

Potential CoLocation [©] A
Tim

ime/Distance )
Train (high speed) v 60 = 050 *

Prebuilt queries 1
Y
CDR vs CDR -

Use end cells/locations

With the ‘'use end cells/locations’ checkbox unselected, for CDR data, CSAS only
compares the start time of one call with the start time of another call, meaning that there
will only be one ‘qualifying comparison’ (A start vs B start) for each pair of compared
events.

Phone A ‘start’ cell Phone B ‘start’ cell

() ()
A‘ A start vs B start R gAj
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When you select the 'Use end cells/locations’ checkbox, CSAS must compare all possible
permutations of time and distance for each pair of compared records (A-Start vs B-Start;
A-Start vs B-End; A-End vs B-Start; A-End vs B-End) - meaning that there could be up to
four qualifying comparisons for each pair of compared events.

Phone A ‘start’ cell Phone B ‘start’ cell
(2)
() ()
A start vs B start
< = 2
AstartvsBend ———___—  AendvsBstart

((‘é))) — JA end vs B end,k ((‘é’))

Phone A ‘end’ cell Phone B ‘end’ cell

This leads to a complex set of results from the comparisons for D distance and T time:

‘ Start/End Time ‘ Start/End Location
Potential Colocation
A start time vs B start time <=T A start location vs B start location <=D
A start time vs B end time <=T A start location vs B end location <=D
A end time vs B start time <=T A end location vs B start location <=D
A end time vs B end time <=T A end location vs B end location <=D
Potential Non-colocation
A start time vs B start time <=T A start location vs B start location >=D
A start time vs B end time <=T A start location vs B end location >=D
A end time vs B start time <=T A end location vs B start location >=D
A end time vs B end time <=T A end location vs B end location >=D

Multiple comparisons for each pair of compared events could potentially colocate or non-
colocate, so to keep the results table simple (and not show four rows of results for every
pair of compared records), the query chooses the ‘best comparison’ for each pair of
compared records, instead of showing up to four results for each compared pair of
records.

For potential colocation, the ‘qualifying comparisons’ will be those where time <=Tand
distanceis < =D, but the '‘best comparison’ will be the one with the shortest distance
(e.g. showing details of when the selected devices where potentially closest to each
other). If all four comparisons were potentially colocating, the best comparison will be
coloured green; if only some of the results were potentially colocation (e.g. if A-Start vs
B-Start was colocating but the other three comparisons weren't) then the best
comparison will be coloured orange.

For potential non-colocation, the ‘qualifying comparisons’ will be those where time <=T
and distance > D, but the 'best comparison’ will be the one with the largest distance (e.g.
showing details of when the devices were potentially furthest apart). If all four
comparisons were potentially non-colocating, the ‘best comparison’ will be coloured red,
if only some of the comparisons were non-colocating (e.g. if A-End vs B-Start was non-
colocating but the other three weren't) then the best comparison will be coloured
orange.
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17.16.7 Colouring

Query results in the report grid are coloured. Colouring helps to make the query results
easier to understand:

»> Colocating events are coloured green.

»> Non-colocating events are colour red.

»>  When end cell comparison is enabled, ‘partial’ events, where only some
comparisons associated with the events correlate, are coloured orange:

: e ©

There are multiple scenarios catered for in the query and the colouration is there to help
summarise the results. For example:

»> With ‘End cells/locations’ disabled and ‘Non-colocating events' selected: if
time < =T and distance > D then there will be one qualifying comparison (A
start vs B start) which will be coloured red.

»>  With ‘End cells/locations’ enabled and 'Potential Colocating events'
selected: there will be four possible comparisons, if all four comparisons
have time <= T and distance <= D, then there will be four qualifying
comparisons; the query will select the '‘best’ comparison (with the lowest
distance) to display and will colour it green.

»>  With ‘End cells/locations’ enabled and 'Potential Colocating events'
selected: there will be four possible comparisons, if only some but not all of
the comparisons have time <= T and distance < = D (e.qg. if the start cells are
<D apart but the end cells are >D apart), then there will be less than four
qualifying comparisons; the query will select the ‘best’ comparison (with the
lowest distance) to display and will colour it orange.

» With ‘End cells/locations’ enabled and 'Non-colocating events' selected:
there will be four possible comparisons, if all four comparisons have time <=
Tanddistance > D, then there will be four qualifying comparisons; the query
will select the ‘best’ comparison (with the largest distance) to display and
will colour it red.

2> With ‘End cells/locations’ enabled and 'Non-colocating events' selected:
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there will be four possible comparisons, if only some but not all of the
comparisons have time <= T and distance > D (e.qg. if the start cells are <D
apart but the end cells are >D apart), then there will be less than four
qualifying comparisons; the query will select the ‘best’ comparison (with the
largest distance) to display and will colour it orange.

Note: The choice of colours used is not user selectable.
17.16.8 Selecting Different Modes

CSAS supports two Potential Colocation modes - A vs B mode and All vs Allmode.

Time/Distance scenarios Time (seconds) Distance (km) | Potential Colocating evente
‘Train (high speed) ] 60 o 0.50 o
Non-colocating events
Prebuilt queries
A
CDR vs CDR - Use end cells/locations
Mode ®) AvsB All v All
Data type A Data type B Grid layout
CDR - CDR - Abbreviated -

This is selected in the expanded filters section.
AvsB

In this mode, you will select one or more identifiers to be in Group A (for example all of the
phones attributed to the same individual) and one or more identifiers to be in Group B.

The query then works sequentially through every record in the dataset and looks for pairs
of records (one record from Group A and one from Group B) where the compared
timestamps of the two records are withinthe T.

If time > T then the pair of records are classed as non-qualifying and the process moves
on, if time < =T the process checks the distances between the locations in the two
records.

If any distances are <= D the records are classed as potentially colocating, if any
distances are >D therecord are classed as non-colocating.

The Avs Bresults table lists the ‘best comparison’ for each individual pair of qualifying
records.

Allvs All
In this mode, there is only one group (Group A), that contains all selected identifiers.

The query then works sequentially through all events for all identifiers and compares
them. This means that the results will show all potential colocations for all identifiers
against all other identifiers, without filtering them by group. This mode may produce
many more records than A vs B mode, as it will also show potential colocations between
identifiers that might belong to the same group or individual.
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17.16.9 Selecting Data and Group Options
Potential Colocation Summary A ]
Total Records Read : 1801 All AvB Matches : 61
X Potential Colocations : 61
First Group : 1314 Having Locations : 1314 Non Colocations : 0
Second Group : 487 Having Locations : 487 o olocations :

Potential Colocation

; ¢ 3 (km)
Time/Distance scenarios Time (seconds) Distance (km) v| Potential Colocating events
Train (high speed) - 60 - 0.50 =
Non-colocating events
Prebuilt queries
A
CDR vs CDR - Use end cells/locations
Mode ®) AvsB All v All
Data type A Data type B Grid layout
CDR - CDR - Abbreviated
Group A Group B
07700903852 - 447700902421
Run Column chooser

You can select different data types from the '‘Data type [X]" and 'Group [X]' drop-down
menus:

» From both 'Data type [X]' drop-down menus, you can select one or multiple
dataset types you have imported, for example 'CDR’, 'ANPR’, ‘Layers’ etc. to
run the query against.

» From both the ‘Group [X]' drop-down menus, you can select one or more
Identifiers to run the query against.

For information on how these options change the query, see Use Cases.

17.16.10 Running a Prebuilt Query

To make it easier and quicker to run a query, you can select to run a Prebuilt query. This
functionis intended to save you time, by having built-in assumptions and criteria and
automatically setting the 'Mode' and the 'Data type [X] options for you.

The Mode defaults to A vs B mode.

The Data Type options are outlined in the Use Cases above and offer various
permutations of CDR, ANPR and POI Layer analysis.

Selecting ‘CDR vs CDR’, for example, loads only phone numbers into Group A and Group B
selection dropdowns.

17.16.11 Customising the Grid Layout

The Grid Layout option offers three preloaded grid layout options. If you wish to
customise alayout or add more columns to it than are provided, you can use the Column
Chooser.

Clickingonthe button opens the ‘Customization’ pop-up window:
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Columns | Bands
Attribution -
Attribution
Azimuth
Azimuth
CGI
CGI

Colocation Correlation -

From this pop-up window, select the ‘Columns’ tab.

»> The'Columns' tab allows you to drag and drop different columns into the
grid. Select a column name, for example 'Event ID’, left click on the name and
hold the mouse button, then drag your selection up to the header row of the
grid to the position you want the column:

= e i i)

»> Toplace the column, let go of the left mouse button - the column docks in

the grid.
Note: You candrag columns in and out of the ‘Customization’ pop-up window as
necessary.
17.16.12 Generating Co-location Data

Clicking the button generates a grid which displays any ‘Potential Colocating
events'and/or ‘Non-colocating events’, as selected using the checkboxes in the controls
section of the window.

The grid is generated using the files selected from the 'Source data’ panel.
The grid opens in the 'Potential Colocation’ window:
17.16.13 Understanding the results

The Potential Colocation query is designed to provide an indication of events that show
that two identifiers could be together (for example, to try to support an allegation that
two suspects met up) or not together (for example, to undermine a suspect’s alibi
statement that he was with another individual at a certain time).

The key parameters for the query at the time (T) and distance (D) values.

A potential colocationis indicated if the difference in the timestamps of two compared

© ForensicAnalytics Ltd 2026 FA-487 v1.0 388



f‘\ CSAS CSAS User Guide

CSASV3.16

records is less than time T and he geographical distance between the locations in the
records is less than distance D.

A non-colocation is indicated if the time difference is less than T and geographical
distance is greater thanD.

Non-qualifying records have atime difference greater than T, which therefore means
that it doesn’t matter what the geographical difference is.

Potential Colocation Example

In this example, the 111 phone is being compared to the 222 phone with comparison
values of T=60s and D=500m and ‘compare end cells’ disabled.

Time (seconds Distance (km Identifier Start date Start ime Identifier Start date Start time Event type

20 LEYS 07700900111 02/04/2020 07:04:57 07700900222 02/04/2020 07:05:17 Incoming Voice

20 LEYS 07700900111 02/04/2020 09:04:57 07700900222

09:05:17 Incoming Voice

20 [l 07700900111 02/04/2020 15:04:57 15:05:17 Incoming Voice

20 LEYS 07700900111 02/04/2020 17:04:57

Incoming Voice

»> On02/04/2020 at 07:04:57 the 111-phone connected to the network - within
20 seconds the 222 connected using a cell tower that was 470m away.

»> Remember that the locations provided in the source data show the location
of the cell towers used by the phones, not the locations of the phones
themselves.

»> Afavourable interpretation of this results is that the phones were located
near their cell towers and may even have been closer together than 470m.

470m

(). - — »%

Phone 111 Phone 222

»> Aless favourable interpretationis that the phones could have been
anywhere in the coverage areas of the two cell and may have been much
further apart than 470m.

(EAg)g 470m g

>

n ;

Phone 111 Phone 222

»> Sinceitis not possible, with CDR data, to be any more definite about the
location of the phones, we accept that the data tells us the phone could
‘potentially’ have been colocating.

»> Theresults indicate that the two phones had several instances where they
were potentially colocating during the day on 02/04/2020. Multiple potential
colocations across multiple days strengthens support for an allegation that,
for example, the two phones are being carried by the same person (a ‘clean’
phone ad a 'dirty’ phone, possibly). Whereas comparisons that look at along
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period of time where there are only a few potential colocations might not
support an allegation of colocation and might be dismissed as mere
coincidence.

Non-Colocation Example

In this example, the 111 phone is being compared to the 222 phone with comparison
values of T=60s and D=500m and ‘compare end cells’ enabled.

Time (seconds) Distance (km) Identifier Start date Start time Identifier Start date Start time

01/04/2020 11:04:57 07700900222 01/04/2020 11:05:17
01/04/2020 13:04:57 07700900222 01/04/2020 13:05:17
01/04/2020 15:04:57 090022 01/04/2020 15:05:17
01/04/2020 17:04:57 01/04/2020 17:05:17
01/04/2020 19:04:57 07700900222 01/04/2020 19:05:17
01/04/2020 21:04:57 07700900222 01/04/2020 21:05:17
01/04/2020 23:04:57 07700900222 01/04/2020 23:05:17

?> On01/04/2020 at 11:04:57, the 111phone connected to the network, 50
seconds later the 222-phone connected to the network using a cell tower
that was 2630m away. Time was < T and distance was >D, so we can class
this as a non-colocation.

»> As‘compare end cells’ is enabled, for each of the correlating records
displayed in the grid, CSAS undertook eight separate calculations - for both
TandD it compared A start vs B start, Astart vs Bend, Aend vs B start, Aend
vs Bend.

»> Forthe first 5 rows in the grid, all four T calculations must have shown that
time was less than T and all four D calculations must have shown that
distance was less than D - we can tell this because those rows are coloured
red, which means that all 8 comparisons were ‘qualifying comparisons’. An

example of this might look like this:
Phone 111 end Phone 222 end

% ) 3000m } (%Ag)
A :

< >

Phone 111 start Phone 222 start

»> Forthe last two rows, at least of the comparisons must have been non-
qualifying - meaning that at least one of the Time comparisons had a time
difference greater than T, or one of the distance comparisons had a distance
less than D - as the rows are coloured orange to indicate ‘partial
correlations’. An example of this might look like this:
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Phone 111 end Phone 222 end

() ()

A 470m A
() (@)
A 26300m A

<4

»
< »>

Phone 111 start Phone 222 start

»> Non-colocation analysis generally works better with longer values for D - at
500m, the distance between towers is small enough to allow phones using

those towers to potentially still colocate. Values of several km are considered
to be better.

Why, When, Who

This function is necessary to provide an indication of times when two

or more |ldentifiers could have been in the same general area as each

other (‘colocating’). The function provides a ‘potential’ colocation

A queryasit's not possible for CSAS to tell if the phones actually were
together, orif they just happened to be using nearby cell towers at the
same time however, from this query it can be inferred that those
phones and their users may have had an opportunity to be colocating.

@ This function is undertaken at any time.

& This functionis typically carried out by the following users:
» CSAS User

Stepped Procedure

There are multiple permutations of ways to run Potential Colocation queries. This section
outlines too examples, a very simple query using the preloaded scenarios option, and a
more complex option that mixes different data types together.

Simple Scenario

In this scenario you want to run a simple colocation analysis on the data for two phones
using start cell information only:

1. Select the source data you wish to analyse from the right sidebar, select any

sidebar Filters or Settings you wish to use and hit ‘Apply’ to load the data into the
query.

From the "Time/Distance scenarios’ field, select the appropriate scenario:

@ m 2 -

Time/Distance scenarios

Time (seconds) Distance (km) | Potential Colocating events
Train (high speed) - 60 3 0.50 2

Train (high speed) Non-colocating events
Vehicle (high speed)

Vehicle (medium speed)

: )
e Use end cells/locations
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3. Thevaluesinthe Time (seconds)'and 'Distance (km)' fields will be automatically
populated however you can use the controls to select different values if required:

Time (seconds) Distance (km)

{120 3 1.50 2

4. Select the type of event you want the query to output result for:
| Potential Colocating events

Non-colocating events

5. From the 'Prebuilt queries’ drop-down, select the type of query you want torun
such as ‘CDR vs CDR’, ‘CDR vs Layer' etc:

Time/Distance scenarios Time (seconds) Distance (km)
Train (high speed) - 120 2 1.50

?\\ F:;;l;u\\:z 2;;:95 - Use end cells/locations
CDR vs CDR %

CDR vs ANPR

CDR vs Layer

Data type / ANPR vs ANPR

CDR ANPR vs Layer

Mode

6. From the 'Group [A/B] fields, you can select one or multiple Identifiers you want
the query to work on for each group. Note - you must select at least one identifier
for Group A and at least one identifier for Group B:

Group A Group B
|| (Select All)
¢ Group A
ilv, 07700900111 3
[ D%??OUQUOI?? Other id... Startd.. Startti.. Ever

07700900597 c = = e
07700900621

7. Torunthe query, click on the Run button. The report grid will display the query
results.

8. Youcan send one or more rows from the results grid to the drilldown pane using
the right-click option and get export the grid using the Export and Print options in
the pane header.

Complex Scenario

In this scenario you want to run a complex colocation analysis on the data for three
phones and two vehicles using start and end cell information:

1. Select the source data you wish to analyse from the right sidebar, select any
sidebar Filters or Settings you wish to use and hit ‘Apply’ to load the data into the
query.

2. SetTime as 120s and Distance as 1500m.

3. Tickthe ‘use end cells/locations’ box.

4. Click onthe down chevron button to maximise the additional filters section.
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5. ForDataType A, select CDR and ANPR and do the same for Data Type B.

Data type A
CDR, ANPR -
| m| (Select All) :
v| cor
v| AnPR

Layer

6. Select the required mix of phone numbers and number/licence plate numbers for
Group A and do the same for Group B.

Group A Group B
07700900111 = 07700900222
v Value AttributedTo
v 07700900111
E » v ABCDEFG Unknown 3 E
(]

7. Select 'Potential Colocating events’ as the query type.
8. Hitthe Run button.

9. Theresults will show instances where any of the records for the phones/cars in
Group A have Time < =T and Distance < =D when compared to any of the records
for the phones/cars in Group B.

Time (seconds) Distance (km) Identifier Start date Start time Identifier Start date Start time
30 B LN ABCDEFG 01/04/2020 10:06:02 07700900222 01/04/2020 10:06:02
30 s8N ABCDEFG 01/04/2020 10:06:02 07700900222  NOUGEIFIF 0
30 B LN ABCDEFG 01/04/2020 10:06:02 07700900222
30 1,10 i:le)/32H 01/04/2020 10:06:02 07700900222

10. Correlations between entities within each group are ignored - for example if
phone Al and vehicle A2 can be seen to be colocating, this will not be reportedin
Avs B mode.
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18 Case Reports

The Case Reports feature offers a set of pre-built report types or templates that are
designed to simplify and streamline some of the administrative chores associated with
building a case.

There are three Case Reports options:

»> Disclosure Report
»> Phone/Attribution/File Summary
»> Continuity Log

The report types currently included in the Case Reports set are largely based on the
requirements of UK users, additional reports and templates can be added that conform
to the requirements of other jurisdictions if required; please contact your CSAS account
manager or CSAS Support if you wish to discuss the creation of additional report types.

18.1 Disclosure Report

In many jurisdictions, it is arequirement that the prosecution provide to the defence full
details of all objects and items that came into their possession during an investigation,
whether those items were used as part of the investigation or not. In the UK, this process
is known as ‘disclosure’ and requires the prosecuting agency to provide a list of all
materials, used or unused, to the defence, except in situations where the materials
contain information that is regarded as ‘sensitive’ - e.g. that could identify a vulnerable
witness or an undercover asset.

This requirement is also imposed on the less tangible items employed in a digital
forensics investigation, such as the source files that were obtained for analysis.

In some parts of the UK, the prosecution is required to complete MG6 forms that contain
lists of the items to be disclosed - in a cell site analysis investigation, this is usually a list
of the source data files that have been analysed. Manually compiling an MG6 form can be
along and tedious process, but the CSAS Case Reports feature can automate this
process and reduce the time required to minutes instead of hours.

The CSAS Disclosure report supports two file status options:

e Used-means the file was imported into the case and data form the file was
included in the analysis

e Unused - means that the contents of file were not used as part of the
analysis

There are also two ‘sensitivity’ markings for files - a file marked ‘non-sensitive’ contains
no data that could, for example, identify a vulnerable witness or an undercover asset, and
disclosure of that file would not pose arisk to individuals or other investigations. A file
marked ‘sensitive’ might contain information of that sort and may be judged too risky to
disclose.

18.1.1 Setting Disclosure Status

The disclosure status of each file imported into a CSAS case is set in the Import Files tab,
specifically in the Update File Details menu.
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To set the disclosure status of animported file:

1. Select the filein the Import Files grid, right-click and select Update File Details.

File Status File Sensitivity
Disclosure Status -
Used ~ || Hon-Sensitive -

File comments/ notes

2. TheDisclosure section of the Update menu allows users to set thefile’s
Disclosure status (used/unused), its sensitivity (sensitive/non-sensitive) and
also allows any file-specific Disclosure comments to be added.

File Status File Sensitivity
Disclosure Status -
Used - || Non-Sensitive -

Call data for 177 phone, no sensitivities

File comments/ notes

3. Once the details of the file have been updated, click ‘Save’ to save the data and
close the Update File Details menu.

4. Repeat for all other files in the case.
18.1.2 Reviewing Disclosure Data

The Disclosure settings for a case can be reviewed in the Import Files grid (via the
Disclosure radio button) or in the Case Reports > Disclosure screen.

® | Disclosure Date Range @
Call/Event count Format ID Provider Data from Data to File Status Sensitivity Comments/notes Cell/Location count
_ . d _ -l = -l = -l = . |l _
334 CDR23-UK2... UK_TMobile  29/08/2021 05/08/2021 Used Non-Sensitive Call data for 177 phone, no sensitivities 147
504 | CDR23-UKZ2.. UK_TMobile = 29/08/2021 05/09/2021 Used Non-Sensitive 190
343 | CDR24-UK2... = UK_TMobile 29/08/2021 05/09/2021 Used Non-Sensitive 180
18.1.3 Creating a Disclosure Report

To output a Disclosure Report, open the Case Reports > Disclosure Report screen.

Import € Disclosure Report @

File Status Any -
Sensitivity Any -
Report Template | MG6C - Create

Filename Subject Identi...  Aftribution Type Provider Start Date End Date File Status Sensitivity Comments/ Mot...

A - | = - = - = - = - A

Al
2 4791322 2021... 07700800177 James SMITH

CDR UK_TMobile 29/08/2021 05/09/2021 Used Non-Sensitive Call data for 17...

4791323 2021... 07700800177 ITH CDR UK_TMobile 29/08/2021 05/09/2021 Used Non-Sensitive
4791324 2021... 07700900177 James SMITH CDR UK_TMabile 29/08/2021 05/09/2021 Used Non-Sensitive
4791417 2021... 07700900597 CDR UK_TMobile 14/08/2021 02/09/2021 Used Non-Sensitive
4791418 2021... 07700900597 CDR UK_TMabile 14/08/2021 02/09/2021 Used Non-Sensitive
4791422 2021... 07700900597 CDR UK_TMabile 14/08/2021 02/09/2021 Used Non-Sensitive
90743 CDQ 20... 07700900621 CDR UK_02 14/08/2021 11/09/2021 Used Non-Sensitive
Cell Address... Cell data UK_Generic 01/01/0001 31/12/9999 Used HNon-Sensitive

With no filters applied, the Disclosure Report grid lists all files that have been imported
into the case. Filtering options at the top of the grid allow users to filter the grid by File
Status (used/unused) and Sensitivity (sensitive/non-sensitive).

Filter the grid to show only the set of files to be included in a specific Disclosure Report -
it is often the case that separate MG6 reports will be created to show each permutation
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of status and sensitivity. Select the files from the filtered list to be included in the report
by ticking the required rows in the grid.

Once therequired set of files is displayed in the list, select the required output template
(MG6C is used to list non-sensitive disclosures, MG6D is for sensitive disclosures, please
see https://www.cps.gov.uk/sites/default/files/documents/legal guidance/National-
Disclosure-Standards-2018.pdf for more details), and hit ‘Create’. The report will be
created in using the recommended Word template and will be available to be further
edited and annotated once it has been exported from CSAS.

POLICE SCHEDULE OF RELEVANT NON-SENSITIVE UNUSED MATERIAL

R v Crippen URN ‘
The Disclosure Officer believes the following RELEVANT MATERIAL which does not form part of the prosecution case is NOT FOR CPS USE:
SENSITIVE. For further detailed guidance refer to the Disclosure Manual and Attorney General’s Guidelines * Enter D = Disclose to defence

I = Item disclosable and defence may inspect
CND = Clearly not disclosable (by description)
ND = Document viewed and not disclosable

Item | Record below Material of any kind, including information and objects, which is
No obtained in the course of a criminal investigation and which may be relevant to the LOCATION * REASON FOR DECISION
investigation and RELEVANCE is that it has some bearing on any offence under

investigation or any person being investigated or on the surrounding circumstances
of the case, unless it is incapable of having any impact on the case. Do not speculate

if it is not considered relevant do not record it on the schedule. Give a sufficiently

State precisely where the
item can be found/located

on whether or not it should be examined.

The relevant is: Within OIC case on CSAS

Filename: 4791322 2021.csv
Subject Identifier: 07700900177

Attribution: James SMITH

Type: CDR

18.2 Phone/Attribution/File Summary

If the product of a CSAS case is submitted to court, it is usually combined with some form
of statement or analytical report that summarises the findings. These statements often
list the source files that were analysed and show relevant details about them, such as
the filename, the associated subject identifier, the linked attribution and so on. This
report offers a simple way of gathering that kind of administrative information in one
place, from where it can be copied or inserted into a report or statement.

Import © | Phone/Attribution/File Summary @

Print/Export Refresh

Attribution Target Identity Short File Name Data Start Date Data End Date Event Count Location Count

07700000177 4791322 2021.csv 20/08/2021 10:04  05/09/2021 16:19 334 147

07700900177 4791323 2021.csv 29/08/2021 11:47  05/09/2021 16:55 504 190
James SMITH 07700900177 4791324 2021.csv 29/08/2021 12:32  05/09/2021 17:01 343 180

Jai M
07700000597 4791417 2021.c5v 14/08/2021 10:57  02/09/2021 22:51 373 82
07700900597 4791418 2021.csv 14/08/2021 10:57 | 02/09/2021 23:07 369 132
07700900597 4791422 2021.csv 14/08/2021 00:00  02/09/2021 22:38 686 351
07700900621 90743 €DQ 2021.c5v 14/08/2021 10:08 | 11/09/2021 16:35 1530 127

Cell Address Data - GNO1.xs 01/01/0001 00:00  31/12/9999 23:59 0 741

There are nofilters or controls associated with the report, it simply lists all imported files
in the case and shows relevant information, as indicated in the screengrab.

The report can be output in a variety of formats (including Excel, Word, CSV and PDF) via
the Print/Export button.
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18.3 Continuity Log

Received from org.
Received from person
Received method
Received on

Intel Ref.

Intel Source

© I

CycComms

SPoC 1234

FTR/Internet -
05/05/2024 17:07:23 -
24-123456-23 N

Interview

Cancel

CSAS User Guide
CSASv3.16

Case continuity information can be optionally
added to a CSAS case via the 'Set continuity
details’ optionin the Import Files grid right-click
menu; the types of continuity information that
can be added include details of the source of
each file, when it was received, how it was
received and soon.

Manually added continuity details and details that are added automatically (relating to
the import/deletion of files, any Update File Details actions that are taken, etc), are
displayed in the Continuity Log.

Print/Export Refresh

Audit Date Time

Import @ Continuity Log @

User Name File Name Audit Type Description Audit Description

06/05/2024 15:18 joe.hoy 4791322 2021.csv File Edited

06/05/2024 14:56 joe.hoy 4791322 2021.csv File Edited

File 4791322 2021.csv updated

Received from Organisation: CycComms

Received from Person: SPoC 1234

Received on: 05/05/2024 17:07:23

Intel Ref: 24-123456-23

Intel Source: Interview

Format ID: CDR23-UK23-TM03

Rules Applied: GX-2;GX-1;G¥-4;H3G-2a;VFB-0a;0R-4¢

File 4791322 2021.csv updated

Target Identity: 07700900177

Load Date: 05/05/2024 17:07:23

Requested Start Date: 29/08/2021 00:00:00
Requested End Date: 05/09/2021 17:00:00

Requested End Date: 29/08/2021 10:04:04

Requested End Date: 05/09/2021 16:19:18

Disclosure Status: Used

Disclosure Sensitivity: Non-Sensitive

Disclosure Comments: Call data for 177 phone, no sensi|
Format ID: CDR23-UK23-TM03

Rules Applied: GX-2;GX-1;GX-4;H3G-2a;VFB-0a;0R-4c

There are no filters or controls associated with the log, it simply lists all continuity events,
as indicated in the screengrab.

The report can be output in a variety of formats (including Excel, Word, CSV and PDF) via
the Print/Export button.
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19 Case Audit

Criminal investigators and analysts are required to maintain activity logs and
‘contemporaneous notes’ of the actions they take during an investigation. These logs
and notes might be requested to be submitted to court to prove that the correct steps
and processes were followed.

CSAS maintains logs of all significant actions undertaken by a user while a case is being
worked on and those logs can be viewed in the Case Audit screen.

Case Audit data begins to be captured when a case is first opened and is added to each
the case is accessed and each time significant work is done. The types of action that are
captured by Case Audit include importing new files, deleting case files,
adding/amending/deleting attributions, creating Case Outputs documents, running
Analytics queries and so on.

The ‘Audit’ function is accessed via the button from the CSAS home pane. Click on
the button to open the ‘Audit’ screen:

19.1 Layout

Case Name Audit Date T Audit Type Audit Description User N. Team N Case Mode  Source Data

288 8
T2 Z R

The Case Audit screen provides a simple list showing the actions taken, who by and
when, with columns showing:

»” Eventindex number - each event is sequentially numbered within a case.

» Audit Date Time - the date/time of the event.

»” Audit Type - the type of event.

» Audit Description - additional narrative details of the action.

»> Username - the logged in user who performed the action.

» Team name - the user’s team (in standalone deployments this will always be
set to ‘default team’).

» Case Mode - shows whether CSAS was operating in standalone (local) mode
or server mode at the time the action was performed.

» Source Data - lists the names of any files that were imported or deleted.
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19.2 Filters & Controls

In addition to the standard CSAS grid controls (see Grid Filtering and Controls), the Case
Audit screen has the Find Panel permanently displayed, making it simpler to run searches
of the audit data.

X Find
Index Case Name Audit Date Time Audit Type
At the bottomright of the screen there is Audit Grid - Print all
a Print/Export button, which allows audit Audit Grid - Print selected rows

Audit Grid - Export all to Excel

content to be exported in a variety of
formats, including Excel, CSV and PDF.

Audit Grid - Export selected rows to Excel
Audit Grid - Export all to CSV
Audit Grid - Export selected rows to CSV
Audit Grid - Export all to PDF

Audit Grid - Export selected rows to PDF

Touse any of the ‘export selected..’ options, first use the checkbox column at the left of
the grid to select the rows to export.

The 'Refresh’ button updates the audit grid with any new events that have been captured
since the Case Audit screen was opened.

As with other grids in CSAS, the Case Audit grid is flexible, allowing you to:
» Dragindividual columns around the window to manipulate the grid display.
» Sortacolumn todisplay in an ascending order or descending order.
» Open afilter menu by right-clicking in the header of any column.

It is not possible to save customised layouts for future use.

Why, When, Who

A? This function is necessary to audit the application.
@ This function is undertaken as required.
8 This functionis typically carried out by the following users:
”> CSASUser.

Stepped Procedure

None.
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20RF Survey

CSAS is able to visualise cell coverage areas in several different ways, one of which
involves importing RF Survey data and linking it to the cells displayed in Case Hub maps.

The import and filtering of RF Survey data is handled by the separate CSAS RF Survey
module, which is a separately licensed add-on feature in CSAS. If licensed, the CSAS RF
Survey module can be launched from within a CSAS case via the navigation dropdown
menu - the last item on which will be ‘RF Survey’.

Once RF Survey data has been imported into a case, it can be viewed in Case Hub maps
as another option from the cell site right-click menu, cell coverage options.

CSAS

Open RF E
Survey module i

View cell i Export cell
coverage data ! coverage data
in Case Hub

RF Survey data

Instances of CSAS with a valid RF Survey licence also provide access to an RF Survey tab
in the Case Hub details panel, from where you can view details of cells that have had RF
coverage details in the map and can also search for coverage of cells via their cell ID.

If you don't have CSAS RF Survey licence and you are authorised to get one, talk to your
CSAS administrator or Forensic Analytics account manager to discuss obtaining an RF
Survey Licence Code. To add alicence once you've received a code, see About/Licensing.

20.1 RF Survey Module

Once activated, the RF Survey Module add-on can be used to import raw survey data from
avariety of popular forensic survey devices, including:

»>  Group 2000 Lima cell monitor

» Rohde & Schwarz TSMA*

»  Keysight NEMO*

» First Forensics Forensic Compass
» QRCICS

» 3GForensics CSurv MUNST

» Network Cell Info (Android app).

*TSMA has many combinations of output column formats, CSAS does not accept all
possible column layouts

**Raw NEMO data must be mediated using a macro before importing.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 400



(‘\ CSAS CSAS User Guide

CSASv3.16

The CSAS RF Survey Module imports, processes, tabulates and summarises raw forensic
survey data before outputting it into a variety of report types and maps. The main types
of survey scenario that are supported include:

»> Location surveys - which seek to show the set of cells that serve at and
around a specific location.

» Cell coverage surveys - which seek to show the serving footprint area of
individual cells.

»> Route (or scenario) coverage surveys - which seek to show the progression
of cells that provide coverage along aroute or in other specific scenarios.

Reports can be generated for specific network/technology combinations, or CSAS RF
Survey can produce ‘all network/technology’ profiles, which capture details of all cells,
from all networks that were detected at a surveyed location.

Detailed information about what the RF Survey Module does and how it does itis givenin
the CSAS v3 RF Survey Module User Guide.

20.1.7 Opening the RF Survey module
To open the RF Survey, first open the CSAS case associated with the RF Survey data.

The click on the RF Survey icon inthe left o
sidebar case navigation panel... Case Audit

((o]) RF Survey

. . Ldst LElls
.. oropen the case navigation dropdown

in the top row menu list and select ‘RF Analytics 4
Survey" Case Audit
If RF Survey isn’'t listed in the case RF Survey

navigation menu it means that the RF
Survey feature is not licensed on that
instance of CSAS.

If it is available, the CSAS RF Survey module will open directly into the Import Survey Data
screen.

[A] - o x
File~ Templates ~ Help -

Navigation 2

| RF Survey for Case: RF case Print/Export

| Survey Setup Import Survey Data @

Import Survey Data

Locations Import Survey Data © LoadReduction Delete Files

| Export Case -
jo)

Import New Case ..

Filename Network Technology Sub Survey Point Survey Date Surveyor Organisatio
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20.1.2 Importing RF Survey Data

Stepped Proceadure

1. Fromthe Import Survey Data’ tab, click the button. The ‘Received
Continuity Form' pop-up window opens:

RF Survey for Case: Op Multifunction
Import SrveyData ©
Import Survey Data © Loadredxson
<
k4
. 2
e5 Received ey0r o 4 o

Open Drectory

2. From the 'Received Continuity Form’ pop-up window, click the
button. A Windows File Explorer pop-up window opens.

3. From the file Explorer pop-up window, select the RF Survey source data file(s) you
want to Import into the case then click the button. The file Explorer pop-up
window closes and the ‘Received Continuity Form' is displayed showing the file(s)

you selected in the 'Files Received' panel:

# Received Continuity Form

| Open Drrectory oK

Note: You can also drag-and-drop the selected file(s) from an open File Explorer
window directly into the 'Files Received' pane.

4. Forthe RF Survey source data file(s) you have imported, using the fields and drop -
down calendar and menus, you can optionally enter the necessary continuity
details - Surveyor Organisation, the Surveyor Name, the Received Date, the
Received Via type (for example, email, memory card, CD/DVD etc.), and any
Comments - if required.

5. Clickthe button. The 'Received Continuity Form' closes, the file import
process begins and a timer is displayed.

6. Once the file(s) have been selected they are listed in the grid - any issues with the
imported files will be highlighted at this stage:
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RF Survey far Case: New RF Survey Case

7. Tostartloading the Survey Data, click the button.

8. TheRF Survey data will be parsed and added to the case database. The progress of
the import process is indicated in the bottom left of the RF Survey screen.

9. Oncethe processis complete, the imported files will be listed in the Import Survey
Data grid with a status of ‘loaded’.

20.1.3 Exporting Data to View in Case Hub

The imported data is now available to be viewed and mapped in the RF Survey Module,
please see the CSAS RF Survey Module user guide for more details of the features
available in that product. These instructions focus only on the process required to view
RF Survey datain case Hub.

Stepped Proceadure

1. Stillin the RF Survey module and in the same case that the data was imported int
o - inthe RF Survey left sidebar, go to ‘Cell Visualisations' section and select
‘Custom Reports’:

Cell Visualisations . This option opens a menu that allows you to select cell

» EEgb 23430 coverage data for all detected cells across all networks
cue s andall technologies - this is the simplest way of ensuring
that data for all detected cells is exported for viewing in
Case Hub.

~ Configuration For Cell Visualisation

Network 02 gb 23410, Vodafone gb 23415, Hutchison 3G - | Survey Files
| New York_1179_RF Survey dataxdsx : Hutchison 3G UK : 4G &
" ||l New York_1179_RF Survey dataxdsx : EE : 4G
Detected Cell Search Q, ||l New York_1179_RF Survey dataxdsx : EE : 2G
v New York_1179_RF Survey dataxdsx : Hutchison 3G UK : 3G

Technology 2G, 3G, 4G

etected Cel & Vodafone 2G (29), 24 V. e 2G (32)
Detected Cells 16 Vodafone 2G (29), 24 Vodafone 2G (32) | New York_1179_RF Survey datasdsx : 02 : 4G

v| New York_1179_RF Survey dataxdsx : 02 : 2G

v| New York_1179_RF Survey dataxdsx : Vodafone : 26 ¥
Detail Serving - Survey Route
Analysis Type Survey Data Grid - Coverage Show Case Locations
Refresh Survey Files Export Cell Coverage Save Report

2. Click the ((Refresh Survey Files ] hytton and then the button. The grid in the RF
screen populates with the selected source data.

3. Click the (_Export Cell Coverage ) hytton, The 'Export Cell Coverage' pop-up window
opens:
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Export Cell Coverage

11:39 54.664433 3413963 02 % 231G Serwng 517!

4. From the 'Export Cell Coverage' pop-up window, select the 'Tick Cell IDs to export’
drop-down menu, and tick the ‘Select All’ checkbox:

] Export Cell Coverage o o X
L]
Tick Cell IDs to export | 2 -0131

01317-1897730, 234-20-05127-13038594, 234-20-

=

v
Detail Date Detail Time I
v

09/11/2022  10:33:36 87i
oK Cancel
09/11/2022  10:33:37 87

5. Clickthe button to confirm your selection.

6. Click the (Create (tobe viewed in Casehub)) 1y ;+ton. Cell coverage data for all detected
cells willbe exported in a format that Case Hub can use.

20.1.4 Viewing RF Survey coverage data in Case Hub

The expectation is that the RF Survey data you imported in the previous section is linked
to the CDR data you've imported into your CSAS case - meaning that some of the cells
found in your CDR data will have been surveyed as part of the RF Survey data and that
coverage details of those cells can be viewed in Case Hub.

Stepped Proceadure

1. Select the file(s) to be viewed in Case Hub from the Source Data menuinthe
right sidebar, click ‘Apply’ to send the data into Case Hub and, if necessary, click
the manual or auto sync buttons to view the data in the map.

2. Ifyouwish to view the RF Survey coverage for a specific cell, find the cell site icon
in the map, right-click and select Cell Coverage > RF Survey.

3. TheRF Survey sub-menu offers two options - ‘polygon’ and ‘points’ - from which
you can then select and individual cell to view:

Labeis ’

Cell coverage

S

1 RF Survey v | Polygon ¢ ) Openfitreetihop contribunons

Close All Polts + | SNETTERTON GRCUIT - 234.30.21583.18450 - Unknown / 40 !

4. The ‘polygon’ option displays cell coveféae data in much the same was as
CellView does.
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The process calculates the total area
. withinwhich the selected cell was
BT AN AN ~ detected inthe associated RF Survey files
' and draws an outline around it. This option
8577 3 offers a simple visualisation of cell
) ‘ﬁl. K coverage, that provides an indication of
' the general coverage area for non-
technical reports.

5. The'points’ option displays more detailed cell coverage data.

747 The process indicates each spot where
the RF Survey device detected the
selected cellas aserving cell. The
sequence of dots provides an exact

% 7 . representation of the places where the

oo @ selected cell was detected as serving.

This option is more appropriate for more
technical reports and examinations.

It's also possible to select both
options and view the survey points
enclosed in apolygon:

6. Details of the currently visible set of RF coverage visualisations are displayed in
the RF Survey tab in Case Hub. A visualisation can be dismissed by rerunning the
process and clicking on the menu option in the points or polygons sub-menu or
by deselecting the cell ID in the list in the RF Survey tab.

20.2  RFSurveyTab

If your instance of CSAS has been licensed to use the RF Survey capabilities, the RF
Survey tab will be visible in the Case Hub details panel.

To view the details of the RF Survey tab, please see RE Survey.
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21 Logging Out and Closing CSAS

This function allows you to log out of CSAS, release the current floating licence if you
have one and close the software.

There are three ways you can log out of and close CSAS:

Using the 'File' tab in the top left of the application @ csasv3
W|ndOW File Tools  Admin

New Case Hub
Open Case
Import Cases

Close Case

Lock Screen

Exit CSAS v3

Using the profile iconin the top right of the

application window:

Ruth Bauwens
ruth.bauwens@forensicanalytics.co.uk

Using the X' in the top right of the application window:

My Profile
p

If you have a case open when you exit CSAS, all case data will be saved before the exit
happens, so there should be no opportunity for unsaved data to be lost.

Why, When, Who

A? This function is necessary to enable you to log out and close CSAS

@ This function is undertaken whenever you log out of and close CSAS
and for users who are using a floating licence.

38s This functionis typically carried out by the following users:
”» CSASUser.

Stepped Procedure

1. Tosignout of CSAS, select one of three ways shown above. The ‘Are you sure you
wish to log out?’ pop-up message window opens:
@ Log out x

Are you sure you want to log out?

Logging out will release your licence back Into the pool, making it
available for others.

Retaln Floating Licence?

This allows you to log back in with the same licence within
your original lease period and seamlessly resume your work

No, stay logged in Yes, log out

© ForensicAnalytics Ltd 2026 FA-487 v1.0 406



(‘\ CSAS CSAS User Guide

CSASv3.16

2. Optionally select toretain the floating licence if applicable.
3. Clickonthe “Yes, log out” button. The pop-up message window closes and the
CSAS application closes.
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22 Hybrid Mode

CSAS can currently be deployed in two main configurations:

»» Standalone mode - where all processing is undertaken on the local machine
and data is held locally in a CSAS database created on the user’s local
machine.

»> Hybrid mode - where all processing takes place locally, but the user has the
choice to keep cases saved to their local CSAS database or to upload them to
their organisation’s CSAS Server, where they can be centrally archived or
shared with other authorised users.

In Hybrid mode, a shared case database is stored on CSAS Server and the main user,
team and case administration functions are handled via CSAS Server, but cases can also
be downloaded and stored on the user’s local machine, which can be beneficial in the
event of slow network connections or congested servers.

5. CsAs ) The 'hybrid’ aspect of this mode refers to
g8 - | the ability to choose where the data for
B2 E specific cases is stored - either centrally

et g ‘ in the organisation’s CSAS Server or
locally, with the case checked out and

_______________________

N Rl N the data stored on the user’s PC.
: ! T ‘ Running cases with the data stored on
i = i Case data in
N — T CSAS Server the server allows cases to be shared -
A I .
: case | the case owner has full read/write
h, database permissions for the case and other
Case Chfc"eld authorised users can have concurrent
out to loca .
database read only access - this makes case

sharing simpler.

However, if the organisation has a slow or congested network, working in ‘online’ mode in
this way can be frustrating, as there may be delays associated with uploading and
downloading case data.

The other hybrid option is to work ‘offline’ on cases with the data stored in the local CSAS
database - the case can be worked on without suffering delays, but working offline also
means that the case cannot be concurrently shared with other users.

221 Switching Modes

Users can switch between modes using the CSAS Server connection controls in the top
row of the CSAS application window.

The control indicates if users are currently connected to CSAS Server and able to access
case datain CSAS Server or disconnected and using a local database.

I @& Connected to CSAS Server ~ I
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When selected, two
- @ Connected to CSAS Server ~ I . _
options are offered:
Select a case to check out... ?> Selectcaseto
Other users will retain access to a read-only copy of the case check out
»> Disconnect

Disconnect from CSAS Server
without a case
If ‘'Select a case to take check out’ is chosen, a list of available server cases is
presented for the user to choose from - check the box for the required case and
click ‘Take offline’ - the selected case will be downloaded to the local CSAS database
ready to be worked on offline.

If ‘Disconnect from CSAS Server' is selected, CSAS simply disconnects from CSAS
Server without downloading any cases - any cases that have previously been
downloaded or that were created offline will be available to be worked on.

When disconnected from CSAS Server, use the same control to connect to CSAS
Server again.

Two options are

offered:
- =R
> Selectacaseto

Select a case to check in... checkin
The offline copy of the case will be deleted from the local DB 7> Connectto CSAS

Server (Without
checkingin a
case)

Connect to CSAS Server

If ‘Select acase to check in’is chosen, a list of available local cases is presented for
the user to choose from - the selected case will be uploaded to the CSAS Server
database ready to be worked on online.

If ‘Connect to CSAS Server’ is chosen, CSAS simply connects to CSAS Server without
uploading any cases - any cases that have previously been uploaded or that were
created online will be available to be worked on.

CSAS instances that are configured to work in Hybrid mode will initially open connected
to CSAS Server - users will need to select to disconnect to work locally. Once CSAS
switches disconnects from CSAS Server, it stays in that configuration, evenif CSAS is
closed and reopened, until the user elects to return to online mode again.

22.2 Online Mode

When operating in online or ‘Server’ mode, CSAS is connected to the organisation’s CSAS
Server and functions related to the storing of case data and administration are managed
viathe server. This means that some functions operate slightly differently than they doin
offline or Standalone mode.
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2221 CSAS Login

Initial log inis handled via the server, also deployments that operate in online/server
mode often also use floating licences. This means that there may be a slight delay during
log in as CSAS contacts both servers (CSAS Server and Floating Licence server) to
exchange details. CSAS login in server mode is only possible if the host PC is connected
to anetwork that provides access to the server, so users operating away from their office
may need to use their organisation’s VPN or other remote access method to gain access
to CSAS Server cases and features.

2222 Open Cases

When connected to CSAS Server, the Open Cases screen displays details of all cases you
have access to.

Users can use the two
toggles at the top of the
screentorestrictthelistto
their own cases or two
active cases.

They can also search for a
specific case using the filter
bar.

2223 Case Search

The Case Search results popup will display details of cases that you have access toin
which the search term was found, whether they’re checked out and saved to the local
database or if they’re saved to the server database.

The ‘Location’ columnindicates
e e - the database the caseis saved

to, with options of ‘Local’ and
‘Server’.

Location Status

Matching Results arget Identifier Type

MSISDN Server

S | 4417700905440

447700006177 MSISDN Default Tear Server

Default Tea Server

447700002177 MSISDN Milion Row Testing  Defautt Te: Server

17700902620 MSISDN Million Default Te: Server

5333333°

17700905040 Server

1117700909523

MSISDN Default Tear

/¢ Testing | Default Tea

=
[
[

1117700909544 No MSISDN
[
N
N
N Server

MSISDN

22.2.4 Creating a New Case

When creating a new case in server mode, the selected Team and Security Level are
potentially more important than they are in Standalone mode. Please ensure that you
choose the correct Team and SL for each case.

22.2.5 Opening an Existing Case

When opening an existing case, CSAS will access the server and download the selected
case dataready to be worked on. Any imported data will be parsed locally, in your copy of
CSAS, and the parsed data will be uploaded to the server database. Depending on the
speed of your network connection, these actions may take slightly longer to complete
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than they would in Standalone mode.

22.2.6 Checking Out a case

If your user profile and CSAS Server configuration allow it, it may be possible to check a
case out, which entails downloading it from the server database to your PC and running it
from the local CSAS case database. You must be the case owner to take a case offline.

Case download can be triggered using the CSAS Server connection drop down button
and selecting ‘Select a case to check out’. This launches the 'select case to take offline’
popup, which lists the cases that are available for you to take offline - you can only take
one case offline at a time.

Select the case o dovrioad by

checking the appropriate checkbox
and clicking ‘take case offline’.

R Crippen CsAS Team ~ Ifyouhave never worked offline
’: g  before, CSAS will create anew local
database for the downloaded case,
the username will be the same as
ok cose e the one you use to access CSASin
server mode, which will usually be
your organisational email address

M setup local database information to go offfine

. but you'll be asked to set the
Create a new offline password
X password to use to access CSASin
Your password must be a minimum of 12 characters long
* Your password must contain a mixture of UPPER and lower case characters 1
| * Your password must contain at least one number Offl I ne mOde
|
Password @
Confirm Password @

In the interests of operational security, please do not reuse your CSAS Server password.
You'll also be asked to set three password reset questions, to be used if you forget the
password to the local database.

The case will then be downloaded. You'll be asked to log in to CSAS again, using the local
database password you've just created, when the case is ready to work on.

Once the local database has been created, it will persist, allowing you to create new
offline cases and download additional server cases to the local database.

22.2.7 Managing Cases

The Admin>Manage Cases menu offers arange of options that allow you to manage the
cases you control.

In online mode, the Manage Cases menu lists all cases that you have access to, whether
as case owner or as a team member with read only access.
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Manage cases | Import cases

Checked  Marked for
out? deletion?

Sequrity

T Team Time Zone

Case Name Creation Date Owner Username Owimer Fullname Deletion After Actions

Investigation Case 08/05/2025 Ruth.bauwens

... Ruth Bauwens 5 Default Team Europe/London Adtions...

I rFor cases that you own and have full control of, the Actions dropdown
Copy Case offers the full range of administrative functions, allowing you to copy,
Fer e export, delete and rename cases, to assign the case to anew Team or

case owner and to edit any case prefilters and its timezone.

Mark As Deleted

J Change Team

[ Change Owner !
Renarme
Edit Case Prefilters

Edit Time Zone

S fyou are not the case owner, you have a more abbreviated set of case
Copy Cace management options, which allow you to create a copy of the case
e e (which you would then be the owner of and have full control of) or export
the case to a zip folder.

A similarly limited set of options exist for cases that you are the owner of but which have
been downloaded to your local database. Full control | sonly possible once the case has
been uploaded to CSAS Server again.

22.2.8 Checking out a Floating Licence

If you downloaded the case to be able to work on it offline, you may also need to check
out a floating licence (if your instance of CSAS isn't using a dedicated licence). Please
see Floating Licence Checkout for more details.

2229 Checking server connection & case status

In server mode, you can check the state of your connection to CSAS Server and the
states of the cases you have access to by clicking on the ‘globe’icon at the right of the
bottom CSAS taskbar.

ments in the field and provide crucial CF’D( V' The globe icon is green when you
: are connected to CSAS Server
and orange when you are
disconnected or are workingon a
downloaded case.

Floating Licence Time Remaining 22h 15m 11s

>
|
o
X

Clicking on the globe cion

Server Status (& Refresh Download Templates and Patches launches the CSAS Resources
File Local File Availability Server File Availability

» () D test case R v Crippen data Read Only - nat available locally Read Only a popup

> () mport enoz2 Read Only - not available locally Read Only

> (@) el moce case The ‘test connection’ button

> [ keith test 1 Read Only - not available locally Read Only

> () ocz Resd ony - not vl lcaly reports the status of the server

> ) million row Read Only - nat available locally Read Only i

» () Million Row Testing Read Only - not available locally Read Only connection.

> b nmePR Demo Read Only - nat available locally Read Only

» b nwrocu TEST Read Only - not available locally Read Only . )

@ oae et Only e valale ol Read ony . The'refresh’buttonrefreshes

Close the case list.

The ‘download templates and patches’ button triggers CSAS to check for parsing and
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The case list shows the set of cases to which you have access and shows the availability
of each case in both the local database and the server database.

Cases that have been checked out will be shown as ‘downloaded - available locally’,
cases that are saved to the server will be shown as ‘not available locally’. If you are the
case owner you will be shown as having ‘full access’, if you are not the case owner, you
will be shown as having ‘read only’ access.

Clicking on the arrow to the left of a case name, opens the list to show details of the
subfolder and files associated with the case.

~ [fh intel mode case
I:I Images
v D Imports
@ EE intel mode examples.xls
@ VF intel mode examples.xls

D Qutputs

File
« (b taunton Shooting (Copy)
v D Images
4 anPR1.png
« (3 mports
@ anonymised_CDR_2.xls
@ handset download 3852.xdsx

Downloaded - available locally

@
(]

Local File Availability

Read Only - not available locally

B mactivity Chap L1
B mactivity Cha

Upload File - Inactivity Chart (1)xlsx

Full Access

@
@

Server File Availability

Read Only

©

00O

Files that are available for
you to view either locally or
onthe server are shown
with a green tick.

Files that aren’t available
for you to view, either
because you have ‘read
only’ access or because
they haven't been
downloaded, are shown
with ared exclamation
mark.

If a file exists locally but
isn't saved to the server,
you can trigger the manual
upload of the file by right-
clicking and selecting
‘upload file’

If you work in a hybrid mode, with some server-based cases worked on and some
downloaded cases worked on, the CSAS Resources popup offers a set of options that
allow you to manage their synchronisation state. If, for whatever reason, some imported
source files or created outputs for a case haven’t been uploaded to the server, the
upload can be manually triggered from here.

22.3

Offline Mode

When CSAS is in offline mode, all user administration and case management is handled
locally, using the local CSAS database.

The operation of CSAS will be essentially the same as for a copy that was deployed in
Standalone mode, which is described elsewhere in this user guide.

22.3.1

Switching back to online mode

When you've finished working in offline mode, whether you wish to check a case in or not,
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you can begin to connect to CSAS Server using the CSAS Server connection drop down
button.

You'll be asked whether

you want to check a case
m inor just connect to CSAS

Server without checkingin

Select a case to check in...
case.

The offline copy of the case will be deleted from the local DB.

Connect to CSAS Server

ryounave an offine case

that you wish to check
back into the server,
select it from the popup
list by checking the
appropriate row.

Name Team

Demo case 2 CSAS Team

Check in and go online Check in and stay in local mods Cance

If you’re checking the case back in because you wish to work on it online, or because
you've finished working on that case and want to save it to the server, select ‘Check
inand go online’.

If you want to check the case in to save it to the server but wish to continue working
offline on adifferent case, select ‘Checkin and stay in local mode’.

casein, you'll be asked to
oAt Tenm confirm the case name,
Securty level: [3 - Team and security level for
the case.

If the case name is not unique (i.e. if the server already contains a case with the same
name), you'll be warned and asked if you want the uploaded case to overwrite the
existing server case. If you don’t want to overwrite the existing server case, you can
choose adifferent name for the case you are checking in.

| Manage cases | Import cases If you do elect to overwrite the existing
case, acopy of the current server version
Case Hame will be stored on the server suffixed with

i ‘_backup’ and the current date.

Demo case 2

Demo case 2_Backup_20240712153824

The case data will then be uploaded to the server and the case will be checked back in.
Once the upload is complete, CSAS will restart back in server mode.

22.4 CSAS Server Administration

CSAS Server is used to administer users and Teams and will eventually also be able to
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manage cases.
22.4.1 Logging in to CSAS Server

The administrative interface for CSAS Server is accessed via a browser - you can either
type the server address directly into the browser or you can go via the Admin > Server
Admin menu option. You will need to be connected to a network that has access to your
instance of CSAS Server.

You willneed to log into CSAS Server using the authentication method employed by your
deployment (local username password, Active Directory, Azure AD). Only authorised
CSAS admins will be provided with access to CSAS Server, please contact your local IT
support team to arrange this. CSAS Support has no access to customers’ CSAS Server
deployments.

The CSAS Server home page offers three options - home, admin and help.

The Home option returns to the home page. There are no other options on the home
page.

Admin offers two submenus - User Admin and IT Admin.

User Admin (individual users)

The User Admin screen supports three controls and an information panel.

Users View all users

CSAS Server CSAS Desktop

Username Name Locked? Access Access Actions
userl@forensicanalytics.co.uk userl Edit User |
Suspend User

usernamel23@forensicanalytics.co.uk usernamel23 Edit User |
Suspend User

username234 @forensicanalytics.co.uk  username234 Edit User |
Suspend User

Showing 5 of 36 active users

Add a user
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The Users menu lists the set of registered users for the server - only users who are listed
here will be able to access this instance of CSAS Server from their copies of CSAS.

”

»”
»
»”

»

»

The list by default shows the first 5 user accounts, to view all user accounts,
click View allusers’.

Eachregistered user is listed in their own row.

Toeditauser, click ‘Edit User’, see below.

To temporarily prevent a user from accessing their CSAS and CSAS Server
service, click ‘Suspend User’ - you'll be asked which services you wish to
suspend them from.

In ‘View all users’ mode, the edit/suspend links are replaced by an Actions
menu button, which provides access to a further option of ‘Reset identity
questions’. Selecting this will cause the user to have to re-enter their
‘forgotten password’ hints the next time they login.

To Add a new user click ‘Add auser’.

Add/Edit User

If you select to Add a new user or Edit an existing one, you'll see the following screen,
which has been split in two halves to fit the page:

User
Access Permissions
Username * Email address* Allow User Admin Access? Allow Access to IT Admin?
Whether or not this user is allowed to access Whether or not this user is allowed to access
joe.-hoy@forensicanalytics.co.uk joe.hoy@forensicanalytics.co.uk [t the User Admin area of CSAS Server - the IT Admin area of CSAS Server - allowing
allowing this user to view, add, edit, and this user to view, and edit CSAS Server
First name * Last name * delete users, and teams. configuration
You can't disallow user admin access for
Joe Hoy your own user record, or if this user is an
IT support user.
Organisation *
Default Organisation v Team roles
Changing the selected organisation will clear all selected team roles from this user.
Security level High level role *
Team Actions
SLS - Highest v User Admin v
Default Team Remove this User from this Team
The High level role field has no impact on
CSAS Server permissions, and isn't used in
CSAS Server. It's solely used within connected
CSAS Desktop instances.
Allow CSAS Server access? Allow CSAS Desktop access?

»> Username - the name the user will log in with, this is often their
organizational email address.

»> Email address - the address to send administrative emails to.

»> First name/last name - used to identify the user in audit logs, etc.

»> Organisation - currently one instance of CSAS Server can be support one
‘organisation’, in later versions multiple organisations will be able to share
one server deployment. Currently there will only be one option for this
dropdown menu.

» Security Level - the SL assigned to this user. They will not be able to access
Teams or Cases with a higher SL, but be able to access resources with this or
alower SL.

o HighLevelRole - the main job this useris intended to do - it determines the

actions that are available for the user within CSAS. Most users will be set as
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‘Standard’ users. The set of role options are:
= User Admin - aCSAS Administrator with permissions to create and
manage users.
= CSAS Case Admin - an admin with permissions to manage specific
cases - set case owner, unlock downloaded cases, etc.
= Standard - astandard CSAS user.
= Intelligence Only User - A standard user advised to use CSAS for
non-evidential purposes only, in accordance with FSA - DIG 101 of
the Forensic Science Regulator’s Code of Practice.
= CSAS View Only - a specific type of read-only user, who can never
be a case owner.
= |TSupport - local support or CSAS Support user.
»> Allow CSAS Server access - if ticked, the user can log in to the CSAS Sever
admin pages.
»> Allow CSAS Desktop Access - if ticked, the user will be able to access the
CSAS case database.
»> Allow User Admin Access - the user will be able access the CSAS Server >
Admin page to manage CSAS users.
»> Allow Access to IT Admin - the user will be able to access the CSAS Server >
IT Admin page to manage server settings.
»> Teams - alist of the Teams the user belongs to - every user must belong to
atleastone Team.
»> Foreachlisted Team, there is the option to ‘Remove user from this Team’.

Organisation

This panel displays details for the Organisation (i.e. the customer) that CSAS Server is
owned by. CSAS Server currently one supports only one ‘organisation’, in later versions
multiple organisations will be able to share one server deployment.

Organisation

Name Actions

Default Organisation Edit Organisation

The organisation that is created when CSAS Server is installed is called ‘Default
Organisation’, by clicking on ‘Edit Organisation’, this can be changed to a specific name
(e.g. the police force name) and it also offers the opportunity set a minimum security
level.

Teams

This panel lists the Teams that have been created within the Organisation. A basic team
(Default Team) is created automatically, but this can be edited and additional Teams can
be added via this control.
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Teams View all teams
Name Actions
Default Team View Users | Edit Team | Delete Team
Ops View Users | Edit Team | Delete Team
RF View Users | Edit Team | Delete Team
Sales View Users | Edit Team | Delete Team
socu View Users | Edit Team | Delete Team

Showing 5 of 6 teams

Add a team

»> View all Teams opens a popup that lists all Teams, not just the top 5.

> View Users - shows alist of CSAS Server users who have been associated
with that Team.

»> Edit Team - opens the Team details for editing, see below.

»> Delete Team - deletes the Team. WARNING - as cases are associated with a
specific Team, deleting a Team effectively deletes all cases associated with
that Team (by making it impossible to access them). Please ensure that any
cases that need to be retained are moved to a different Team before a Team
is deleted.

»> Addateam -addsanew Team.

Add/Edit a Team

If you need to Edit and existing Team and Create a new one, the following popup appears:

Team The team name must be unique within
the set of Teams within the
organisation.

Name *

Default Team I

Organisation * The Organisation cannot currently be
Defauit Organisation v selected and defaults to the only
Minimum securty level* organisation for the deployment.

SL1 - Lowest v

et s e bt lrglo e e e 0 The minimum SL limits the Team to
users and cases with at least that

security level.

Active Users

This is the min
security level i

This panel provides details of admin users who are currently logged in to this instance of
CSAS Server.
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User Import (multijple users)

The User Import option provides a method for adding multiple users at once, by uploading
acsv file containing the user details.

The csv file needs to be structured as follows:

Firstname,LastName,EmailAddress,Username, TeamName,HighLevelRole,Securitylevel

With one row per user and no blank rows.

%@ CSAS Server

Home

4 Admin
& User Admin
User Impaort

L3 IT Admin

() Help

Trigger the upload by selecting User Import from the CSAS Server admin menu, this
opens a Windows file explorer popup, navigate to the csv file and select it.

If the contents of the file are invalid, it will be rejected. If the contents of the file are valid,
they will be displayed in the User Imports grid and any missing data will be highlighted.

Errors have been found and are displayed against the rows. Please correct and re-upload the file.

Firstname LastName EmallAddress TeamMame HighLevelRole SecurityLevel Errors
User One one@forensicanalytics.co.uk Team 1 Standard 3LS
User Twao two@forensicanalytics.co.uk  Team 2 Standard 5L3
User Three three@forensicanalytics.co.uk  Team 4 User Admin SL1 Invalid
Team
Name
User Four four@forensicanalytics.co.uk  Team 1 CSAS Case sL2
Admin
User Five five@forensicanalytics.co.uk  Team 2 CSAS View 5L5
Qnly
User Six six@forensicanalytics.co.uk Team 3 Standard 5L3
User Seven seven@forensicanalytics.co.uk Team 1 Standard 5L
User Eight Team 2 Standard sL2 Empty
columns
found

Once all required data has been added, click ‘import’ to complete the process.

The imported users will be displayed onscreen and can be individually managed via the
User Admin screen.
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23 Training & Support

23.1 Training

Full user training for CSAS users can be provided, as can ‘train the trainer’ sessions to
allow organisations to manage their user training on an in-house basis. Both onsite and
remote training options are offered, with remote online sessions provided via Microsoft
Teams.

Initial, self-paced online training is typically offered for free as part of the CSAS licensing
agreement, additional charges may apply for onsite courses.

Additional training material, online help videos and access to regular training webinars
are available to registered users via the Forensic Analytics website -
training.forensicanalytics.co.uk.

23.1.1 Recommended Technical Pre-requisite courses

Forensic Analytics offer a set of pre-requisite courses that provide the underpinning
technical knowledge for users who are new to digital forensics and cell site analysis.

Interpreting GPRS

cD Cess
COR Processing Billing Workshop

and Interpratation

City
Gﬂiﬁg

»>  CDRProcessing & Interpretation - provides an in-depth overview of the
formatting and meaning of cellular call data records and introduces a set of
hands-on methods for processing, analysing and interpreting this vital form
of digital evidence.

?> Next Generation Comms Data Analysis - builds of the CDR Processing course
and introduces details of the interpretation of more complex data types,
such as mobile Internet data.

»> Interpreting GPRS Billing Workshop - provides a deep dive into the
construction of mobile Internet billing data and offers a level of
understanding of the interpretation and analysis of this data type.

23.1.2 Training Pathway for New CSAS users

The recommended training pathway for users who are entirely new to CSAS includes a
suite of courses that offer progression to the CSAS ‘certified user’ accreditation and
some of which have additional City & Guilds certification.

CSAS V3 Lite CS 13 Naw Investigate with CSAS V3 Advanced
e-learning WES ials CSAS V3

»> CSAS V3 Lite e-learning - a self-paced interactive e-learning course offering
abasic overview of CSAS and its use.
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»> CSAS V3 New User Essentials - amore in-depth introduction e-learning
course that mixes a set of preparatory videos with a detailed self-paced
interactive e-learning module.

» Investigate with CSAS V3 - this course offers a mix of self-paced modules
and instruction videos with a live online practical session led by a Forensic
Analytics data analysis expert.

»> CSAS V3 Advanced User - this course offers a mix of self-paced modules and
instruction videos with a live online practical session led by a Forensic
Analytics data analysis expert.

23.1.3 Training Pathways for Existing CSAS users

The training pathway for existing CAS users, who have previous experience of using
CSAS v2 and are converting to CSAS V3, is similar to that for new users but also includes
an optional ‘conversion’ course, that highlights the similarities and differences between
the old and new versions of CSAS.

23.2 Support

CSAS has been designed and developed to be simple and robust but situations may arise
where users need help.

The Forensic Analytics website offers tips, advice and FAQs that should help solve most
issues but if these do not help solve a problem then the CSAS Support team is available
via our website or email.

CSAS Support will respond in working hours within the SLA agreed in the user’s licence
agreement.

The default support package included with a CSAS licence provides telephone and
remote support, onsite support can be arranged via a separate maintenance agreement.

CSAS uses a variety of tools for remote support including, where permitted, Microsoft
Teams and Quick Support sessions.

We recognise that remote access may not always be an appropriate support solution in
cases where CSAS is being run on a computer in a sensitive location and we will
endeavour to tailor the support we provide to each user’s requirements.

In cases where users encounter a call data format that CSAS doesn’t recognise or where
call data processing is thought to be inaccurate, CSAS Support will endeavour to provide
new or updated data parsing functionality as quickly as possible.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 421



f‘\ CSAS CSAS User Guide

CSASV3.16

24 Troubleshooting

24.1 Help & Support
2411 Where to Get Help

Help and guidance on the use of CSAS is primarily provided via this User Guide, and there
are also help resources of the Forensic Analytics secure support website, including ‘How
To..” guides, online training courses and videos that demonstrate basic CSAS activities.

Larger customer organisations will usually have a CSAS Administrator and some also
have in-house trainers who have been trained by us to support our software.

We offer basic CSAS end-user training free with each licence sale and further refresher
or advanced training can be provided if required.

We also have a network of regional support associates who can be called in to offer on-
site support, on-the-job training and guidance.

The first port of call for help is the CSAS website, then try the local CSAS Administrator
and finally contact CSAS Support, we'll help to work through any issues and get the right
support or training deployed to resolve them.

For further Help information view the Help menu optionsin 7op Row Buttons and
Controls.

24.1.2 How To..Contact CSAS Support

CSAS Support can be contacted via our secure support website at
secure.forensicanalytics.co.uk (log in required). After logging in, navigate to:

https://support.forensicanalyticscloud.com/login

We can also be contacted via email: support@forensicanalytics.io

24.1.3 Accessing the Secure Support website

@ Forensic Analytics

The secure support website is located at:

https://support.forensicanalyticscloud.com/login

Users must have a valid username and password
tologin. These will have been assigned when the
user’s organisation signed up for CSAS.

Contact CSAS Support to get log in credentials
resent or renewed.
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24.2 Common Issues
24.2.1 Updating the CSAS Application

CSAS Application updates are issued at regular intervals and offer improved performance
and enhanced functionality.

CSAS copies that are configured to automatically check for updates will alert you when a
new version is available and will prompt you to begin the installation. If you aren’t using
the automated method, registered users will receive an email from CSAS Support
announcing a new version and will be instructed to download it from the secure support
website.

In most organisations, software updates are managed by the IT Team, so you may not be
permitted to run the update process yourself.

To access anew CSAS version:

1. Loginto https://support.forensicanalyticscloud.com/login

2. Clickonthe CSAS link.

3. Clickon Downloads & Updates.

4. Clickonthefile listed under the Application Updates link - it will typically be called
‘CSAS_V3_Installer_Version_<version number>.msi’.

5. Save the file and then click to runit when requested.

For details on how to install or update CSAS, please see Installing CSAS.

2422 CSAS Version Numbers

In common with many other software applications, CSAS uses a four-section version
number scheme in the format:

v.AB.CD e.g.v3.13.0.12345
Where:

e A-isthe generation number and will be incremented only when a new
generation of CSAS is released (e.g. CSASv3, CSAS v4).

e B-isthemajorrelease number and will be incremented when each regular
(usually quarterly) version is published.

e C-istheminorrelease number and will be updated if an incremental release
is required between major releases - for example, if a version of the major
release with an updated parser is required.

e D -isthe build number and will be incremented each time CSAS development
engineers save a change to the application; this provides an overall
incremented version number across all major/minor/bug fix releases.
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24.3 Licensing Issues

Each copy of CSAS needs a valid and non-expired licence in order to operate, without a
valid licence CSAS will not start and will instead display the Licensing screen.

Some users will have ‘dedicated’ licences, that tie alicence to their specific copy of CSAS
and which will have been activated by installing a licence code on that copy of CSAS.
Other users will use *floating’ or ‘concurrent’ licences and their copies of CSAS will have
been provided with the address of the floating licence server.

24.3.1 Checking Licence Details

Details of the current licence can be found by navigating to the top menu bar, clicking on
the button and selecting from the drop-down menu ‘About/Licensing’. The
‘About CSAS’ pop-up window opens from which details about the current license can be
obtained.

24.3.2 Expired Licence

In normal circumstances, Forensic Analytics will be aware of the expiry date of each
licence and will contact you (or you're CSAS administrator) well in advance to arrange for
licence renewal.

If auser’s licence has expired however, you or your CSAS administrator will need to
contact CSAS Support to get anew licence issued.

Contact Support via email or the contacts forms on the secure website, selecting
‘Licence Management’ as the topic.

24.3.3 Online Activation - Licence does not Exist

Occasionally users report that the ‘online activation’ of a dedicated licence does not work
- after copying the activation code into the licensing screen and error message indicates
that ‘Licence does not exist’.

The cause of this has been found to be that the CSAS licensing server may have beenin a
‘sleep’ state prior to the licensing attempt and takes a few seconds to ‘wake up’. If this
error message is encountered, wait 10 seconds and try again.

If the process continues to fail after 2 or 3 attempts, then contact CSAS Support.
24.3.4 Floating Licence Unavailable

The floating licence method allows a customer organisation to purchase a small number
of activations for a larger population of CSAS users.

A floating licence can be shared by a number of concurrent users in the same
organisation. Each floating licence is provided with a number of ‘activations’, which sets
the limit for the number of concurrent users who can share that licence at any one time.
For example, if an organisation purchases a floating licence with 10 activations, the first
10 users who attempt to open CAS will get connected, the 11" user will receive a message
saying that all activations are in use and will have to wait until one of the original 10 users
has logged off.

If this happens regularly, it may be that your organisation doesn’t have enough CSAS

© ForensicAnalytics Ltd 2026 FA-487 v1.0 424



f‘\ CSAS CSAS User Guide

CSASv3.16
activations for their floating licence and might consider purchasing more.

It is also possible to create more than one floating licence ‘pool’ per organisation,
allowing different teams, for example, to have their own separate licence and set of
activations. If you would like to discuss purchasing more activations for an existing
floating licence or discuss segmenting a single floating licence into separate pools,
please contact your Forensic Analytics account manager or CSAS Support.

24.3.5 Floating Licence Server Unavailable

Copies of CSAS that have been configured to use a floating licence will check with the
server to obtain an activation when CSAS is opened. Additionally, once a floating licence
activation has been granted to a copy of CSAS, it checks in with the server at five-minute
intervals to see if the activation is still valid.

If the floating licence server used by your organisation is down or otherwise unavailable,
CSAS will not be able to start or if it has started, will close after five minutes if it can’t
checkin.

In most organisations, the floating licence server is deployed within the organisation’s
network and is managed by their IT Team, so the first port of call when experiencing
floating licence issues would be your own [T team. CSAS Support have no access to
investigate issues with customer-hosted servers.

A minority of customers use a ‘cloud’ floating licence service hosted by Forensic
Analytics, so for these users only, problems with the floating licence service should be
reported to CSAS Support.

24.3.6 Check out a Floating Licence

24.3.7 No access to expected features

Most CSAS features are accessible to all valid users, there are only two separately
licensed features namely CellView and RF Survey.

If you expect to be able to access either of these feature but can’t, it may be that the
required licence hasn’t been deployed or has expired.

In the first instance, check the state of the licences for those features - see Adding
Additional Licences. If no licences are installed, please contact your local CSAS
administrator and check to see whether you have been authorised to access those
features. If additional licences are required or existing licences have expired, please
contact your Forensic Analytics account manager or CSAS Support. Please note that in
most cases the additional licences will attract an additional fee.
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24.4 User & Team Management Issues

24.4.1 User can't view expected case(s)

This is generally only an issue in Server mode, as in Standalone mode there is usually only
one user and one Team per install. In Server mode, users only have access to cases that
are linked to the Teams the user is amember of and that are at or below the Security
Level applied to the user’s account.

If there are cases on the system that the user knows are there but that they can’t see, it
is likely that the cases belong to a Team and/or Security Level that the user cannot
access.

Speak to the local CSAS or CSAS Server administrator to check the access requirements
for the required cases. CSAS Support has no access to individual organisation’s CSAS
Server, cases or case management function and would not be able to help with thisissue.

24.4.2 Expected results not appearing in case search

If you've run a case search for a piece of information (a phone number or other identifier,
for example) and do not see the expected cases appearing in the results, there could be
several reasons for this:

e Thesearchterm may not have been entered correctly or fully.

e InServer mode, the cases in which the search term can be found belong to
cases that you don’t have the required Team or Security Level to access.

e Thecases may have beendeleted and are no longer available to be searched.

24 4.3 Moved to anew Team, can’t see old cases

This is generally only an issue in Server mode, as in Standalone mode there is usually only
one user and one Team per install. In Server mode, users only have access to cases that
are linked to the Teams the user is amember of and that are at or below the Security
Level applied to the user’s account.

If you have been moved to anew Team and removed from your previous Team(s), then
any cases associated with those removed Teams will now be unavailable for you.

Itis possible, in CSAS Server mode, for an individual user to be a member of more than
one Team. If you want to regain access to a previous Team, please contact your local
CSAS or CSAS Server administrator to check the access requirements for the required
Team(s). CSAS Support has no access to individual organisation’s CSAS Server, cases or
case management function and would not be able to help with this issue.
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245  Starting CSAS

24.5.1 Unable to open CSAS
If the CSAS application fails to start, please try the following steps:

e Doesthe CSASv3icon - E&28El - appear on your PC’s desktop? If aCSASicon
without the ‘'v3’in the name appears, that may relate to an older version of
CSAS. Please contact your local IT support team to check if CSASv3 is
installed on your machine.

e Ifthe CSASv3icon appears, but nothing happens when you double clickit:

o isthe application already running? Look for the CSAS iconin the
taskbar at the foot of the screen.

o IfCSASisn’t already running, restart your PC and try launching the
application again when it has restarted, just to see if that resets the
application.

o Areany error or warning message windows open? If so, follow the
instructions and see if that allows the application to start.

o Has CSASrecently beenupdated, is this the first time you've tried to
access it since the update was applied?

If those troubleshooting steps fail, please contact your local IT support team for further
assistance. CSAS Support has no access to individual organisation’s PCs or virtual
machines and would not be able to help with thisissue.

2452 Forgotten username or password

CSAS is a secure and robust application and requires all users to have strong and unique
passwords to gain access to cases. If you forget your username and/or password you
won't be able to access CSAS until those credentials are recovered or reset.

CSAS supports several different user authentication methods and the ‘forgot password’
process is slightly different for each of them:

e Standalone deployment, local database authentication - standalone
deployments do as the name suggests, they ‘stand alone’ and are not
connected to CSAS Server. The username and password for the individual
user registered with a standalone deployment will have been saved during
initial installation and setup (see Initial Install) and you will have been urged
to save a copy of the credentials.

If you have forgotten your username there are no account recovery options.
If you have forgotten your password, you will be asked a series of questions
based on the ‘password recovery’ questions you were asked to complete
during the initial install. If you correctly answer the questions, you will be
given the opportunity to set a new password and can then gain access to
your cases. If you cannot correctly answer the account recovery questions
you will not be able to gain access to CSAS or your cases. Please contact
CSAS Support in this instance to discuss the options for resetting CSAS and
starting again.
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e InServer mode, user authentication can be provided in three ways - local
Active Directory, Azure Active Directory (also now known as Microsoft Entra
ID) and CSAS Server-based authentication.
In all of these options, the username/password combinations are managed
by your organisation’s IT team, if you cannot log in, please contact them for
support. CSAS Support has no access to individual organisation’s user
authentication systems and would not be able to help with this issue.

246  CaseCreation & Management Issues

Detailed explanations of the Case Management functions are provided in Case
Management.

24.6.1 In Standalone mode, can’t see other users’ cases

If you're using CSAS in Standalone mode and can’t see the cases created by other users
in your organisation - for example, when you run a Case Search you don’t see results for
cases created by your colleagues - then this is the expected behaviour. ‘Standalone’
deployments do as the name suggests, they ‘'stand alone’ and are not connected to
CSAS Server, meaning that there is no mechanism to allow users to automatically share
cases with each other. IF you wish to view a case created by another standalone CSAS
user, you can use the Case Export/Case Import functions (see Importing and Exporting
Cases) to share cases.

In Standalone mode, CSAS only allows one user to be set up per instance of the
application. If you are using a shared PC, that several users have access to, CSAS can be
made available to multiple users, but only by separately installing and licensing a copy of
CSAS in each different Windows account. This effectively means that multiple separate
copies of CSAS have been installed on the same machine but are still 'stand alone’ from
each other. Auserlogged in to CSAS in one Windows account will not have access tothe
cases created by users in any of the other Windows accounts, except by using the case
Export/case Import functions.

24.6.2 CSAS won't allow a new case to be created

The CSAS case database requires each case to have a unique name, the scope of this
restriction is based on the scope of the database.

In Standalone mode, where each copy of CSAS has its own local case database, case
names must be unique within the set of cases created on each machine. Different
Standalone users on different machines can create cases with the same names if they
wish - although this could cause issues if cases get exported/imported between those
users.

In CSAS Server mode, all users within an organisation are sharing the same case
database, hosted on the server, so case names must be unique across the organisation.
This may sometimes be difficult to coordinate, but an agreed format for case names
within an organisation could help. If, for example, case names were prefixed with the case
reference or the investigating team’s name, it would help to keep names organised and
unique.
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24.6.3 Existing case name clashes with a new case

In scenarios where CSAS declines to create a new case because the case name is already
inuse, but where the 'new’ case takes precedence over the ‘old’ case, it is possible to
change the ‘old’ case name via the Case Management functions - please see Rename.

24.6.4 Cases no longer needed

In busy organisations multiple CSAS cases can be created over time, which increases the
size of the case database, lengthens the time required to complete searches and
increases the risk associated with storing personally identifiable data.

If old cases no longer need to be retained within the case database forimmediate
access, there are two options: delete the old cases or archive them.

The case delete functionis available from with the Case Management menu - see Delete
Case. Note - the case delete functionis irreversible, once deleted a case is gone and
cannot be recovered.

The archive option is provided by the Case Export function (see Importing and Exporting
Cases) - there is an option to export and delete cases. The case is deleted from the case
database, but the exported zip file can be retained as an archive copy of the case and
can be reimported into CSAS at a later time if required.

24.6.5 Change prefilter dates after a case has been created

CSAS offers the option of setting ‘prefilter dates’ to case when it is created - this limits
the Import Files process to only import events that fall within the prefilter dates into the
case and to ignore events that fall outside.

If, after initially creating a case and setting prefilter dates, you decide that you need to
alter the prefilter date span, this can be done via the case management menu (see Edit
Case Prefilters). Please note that if change prefilter dates you may need to delete and
reimport case files - you'll definitely need to reimport files if you widen the date range to
include periods that were previously filtered out, as the events for the period will not be
available within CSAS.
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24.7 Import Files Issues
Detailed explanations of the Import Files functions are provided in section 9 of this guide.

24.7.1 ‘Unrecognised’ Files

The CSAS parser - the element that imports and processes source data files - has been
programmed with the details of hundreds of file types and so should process most files
automatically. Given the evidential nature of the work that CSAS is often used for,
however, we do not allow the parser to engage in any guesswork, it willonly process file
formats for which it has specific processing instructions. This means that if files are
presented toitinaformat that it doesn’t recognise, it will not attempt to guess how to
process them, it will simply state that the files are ‘unrecognised’. This doesn’t mean that
the data cannot be imported into CSAS, it just means that some user intervention may be
required.

If source data files are shown with a status of ‘unrecognised’ after attempting to import
them into CSAS, the following steps should be followed:

e Checkthat the file has not be edited or amended - CSAS works best with 1t
generation copies of the ‘golden copy’ of afile, if files have been edited, had
additional worksheets added, had pivot tables created, had header rows
removed, had additional header rows added or have had columns added,
removed or moved, then CSAS may struggle to automatically recognise the
dataformat.

e Theaboveisespecially true of .csv files - see below for an explanation of the
issues related to .csv files that have been opened in Excel and resaved.

e Ifthe user has any suspicion that an unrecognised file might be corrupt or
badly formatted it is recommended that they reapply to the source of that
data (the cellular operator, their client, their organisation’s SPoC, etc.) and
get fresh, unopened copies of the source data.

¢ Ifnew copies of files that were originally ‘unrecognised’ are received, users
should ensure that the existing copies are deleted from CSAS before
attempting to import the new copies.

e XLSand XLSXfiles that have been opened/saved many times often have
small amounts of format corruption that, although not noticeable when the
files are opened manually, cause issues when the files are processed using
an automated system like CSAS. The best way to avoid this being anissue is
to use afresh, unopened copy of the golden copy of the file, but if you only
have files that have been previously opened to work with, then you might be
able to fix the corruption by resaving the file. If possible, XLS files should be
resaved in XLSX format, or XLSX files should be resaved as XLS and then
resaved again in XLSX format, as swapping between formats forces Excel to
review and fix any file issues. After resaving, the new copy of the file should
be imported into CSAS (not forgetting to delete the original, unrecognised
version first). This process is not recommended for CSV files due to the
number format ‘exponentialisation’ that can occur when CSV files are
opened in Excel and resaved.

e Ifthe above process was followed and files are still showing as
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‘unrecognised’ then more advanced users may wish to examine the content
of the files (by creating a copy first and examining the copy) and look to see if
there are any obvious changes. It might be useful to compare the new file
with a ‘recognised’ copy of a file from the same operator to see if there are
any obvious differences (this is what CSAS Support would do in the first
instance inany case). If there are obvious differences that can be fixed, the
user may wish to edit to copy of the file they are working on and then see if
CSAS willaccept it.

e Users may wishtotry using the CSAS File Import Wizard or a CSAS Rescue
Format template to see if that helps.

e Ultimately, if you've tried the above steps and still cannot get the datato
import into CSAS, you can send the problem file through to CSAS Support for
us tolook at it. We recommend that users send us copies of files that were
unrecognised even if they managed to edit the file to get it through CSAS
themselves so that they format can be added to the parser for other users.

24.7.2 ‘Not Imported’ Files

In addition to ‘unrecognised’ files, which CSAS simply cannot process, there is another
class of ‘problem’ files that have the status ‘Not Imported’. There are several reasons why
afile may be classed as Not Imported:

e Themostcommonreasonis that the file is empty, by which we mean that
although it is a properly structured CDR file it contains no call details. In these
cases, the file might of a type that is recognised but contains no data to be
loaded into the database - hence it’s state of Not Imported.

e CDRs may also be Not Imported if they are of too old an Excel format. CSAS
only works with .xls files using the format employed Microsoft between 1995
and 2007 and the .xIsx format employed from 2007 onwards - it does not
work with any versions earlier than Excel 95. The error comments column will
contain a message asking the user to save the source data file as Excel .xIs
97-2003 or later and try again. In these situations, the user should delete the
offending files from CSAS first, then open them in Excel and resave them as
Xls or .xIsx, thenimport the new versions into CSAS again.

e Encrypted or password protected files might also be shown in this state, as
CSAS would not be able to access the data to load it.

2473 ‘Not Parsed’ Files

There can be circumstances in which afile is recognised during CSAS import but fails to
load correctly - if the reason for the load failure is understood by CSAS and is it deemed
to be acceptable not to load the file (as would be the case with an empty file) then CSAS
will move the file into the ‘Not Imported’ state; if CSAS thinks that data from the file
should be loaded but isn’t able to it will flag it up as a ‘Not Parsed'.

There are avariety of causes of Not Parsed - in some cases it will be because the file is
empty but we haven’t seen an empty example of that file format before and haven’t
instructed CSAS on how to deal with it; in others it might be that CSAS was unable to
determine the target phone number from the data; in still others it might be that although
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the column headers in the data were intact, the dataitself was corrupt.

If CSAS understands why the error occurred, it will place a cause in the Error column of
the import files list and will usually also suggest a cure.

Many Load Error conditions can be rectified using the Update File Details control, but
some may require intervention from CSAS Support.

24.7.4 How To..Use the Support Rescue Formats

Although we make every effort to keep up to date with the source data formats employed
by cellular operators, CSAS users will inevitably encounter files from time to time that
CSAS simply cannot process.

In normal circumstances, users only need to contact CSAS Support and provide a copy of
the unrecognised data format and should receive updated processing instructions and
possibly an automated CSAS parser update shortly thereafter.

If a quick response from CSAS Support is not possible - if the issue occurs out of support
hours, for example, or if the fix for the issue requires the distribution of an updated
version of CSAS - then users can use the File Import Wizard. Not all file formats are yet
supported by the Wizard, though, so the last resort is to employ a Rescue Format
template.

The Rescue Formats consist of a set of templates, covering the most commonly imported
datatypes, that have a known column layout that CSAS will recognise. Users are able to
reformat the data from the ‘unrecognised’ source data file to fit into the template to allow
it to be imported into CSAS.

Obviously, the effort involved in performing such a procedure would only be required if
the user cannot wait for aresponse from CSAS Support and the Rescue Formats are
provided with no guarantee of accuracy or success - it simply offers users an alternative
to waiting in cases where time is critical.

If the Rescue Format fails, then users are always able to fall back on to more traditional
manual CDR processing methods.

GNO1 generic cell locations data import v1.6xlsx The rescue formats are accessible via

GNO02 generic call data import v1.3.xlsx
GNO3 Generic ANPR_ALPR Data Import v1.3.xlsx the Resources > Support top rowmenu

GNO5 generic handset download import template .. OptIOh .
GNOG Generic Location Only v3.2.xlsx

GNO6& Generic Locations & Events v3.2.xlsx

GNO7 Attributions import template v1.1.xlsx

GNO08 Generic Tracker Data Import v1.0xlsx

Each rescue template contains in line comments providing instructions about the
content and formatting of each column, but general details about each format are
provided below:

GNOT - cell address import

This format allows for the manual import of additional cell address information and would
be used to add ‘missing’ cell details to a case - for example, if the source CDRs only
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showed Cell ID and Site Name for each cell, a GNO1 form could be used to manually add
postcode and azimuth details. The CSAS case should be set to use the ‘override cells’ cell
logic option if additional cell details have been imported, otherwise they will not be
visible.

The latitude and longitude columns can accept three different formats of lat/long
coordinates:

e Decimal-e.g.51.23456
e Degrees decimal minutes - e.g. 51° 23.456
e DegreesMinutes Seconds - e.g. 51° 23" 456’

The import process is also flexible about how the east/west, north/south directionis
handled with either a +/- sign being used or the direction letter (N/S/E/W) being added
after the coordinates.

GNOZ2 - call data import

The GNO2 format is used to import call records from unrecognised CDR formats. The data
from the original CDR needs to be copied over to the appropriate columns of the GNO2
form and some columns may need to be reformatted to match the expectations for the
GNO2 form. The GNO2 format is also used by features such as the Encrochat import and
the *fileimport wizard’ feature to reformat imported datainto a format that CSAS can
understand.

The form supports alarge number of columns but there are five mandatory columns
(highlighted in yellow in the header row) that must be populated:

e Start Date - must be indd/mm/yyyy format

e Start Time - must be in hh:mm:ss format

e Duration - must be in hh:mm:ss format

e Event Type - must use the standard CSAS event descriptions:

o Outgoing/Incoming Voice

Outgoing/Incoming Text

Outgoing/Incoming MMS

Outgoing Data

Unknown

e ‘A’Number - for Calling phone, must be in international format with leading
country code

e 'B’Number - for Called phone, must be in international format with leading
country code

o
o
o
o

Further optional columns are available for importing cell location data, IMEI, IMSI, etc.

Once completed the form can be imported into a case using the standard Import Files
screen.

NOTE - this facility does not deal with duplicate events or event types that need to
beignored or combined, it simply imports each row of data as a separate event. This
facility isintended to provide a quick workaround in the event that a file is not
recognised, we still recommend that unrecognised files are forwarded to CSAS
Support so that a long-term fix can be developed for them.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 433



f‘\ CSAS CSAS User Guide

CSASV3.16
GNO3 - ANPR import

Similar to the GNO2 format, the GNO3 is used to import ANPR/ALPR data from
unrecognised files by copy/pasting it form the original (unrecognised) file into the
template. The same caveats regarding the potential need to reformat some data
columns exist.

GNO5 - handset data import

This format is used to import basic handset download data from source files that CSAS
does not recognise. It currently only supports the import of text message and call log
data.

GNO6 - events & locations import

This format is used to import all data types other than CDRs, ANPR or handset data into a
case - anything that has a timestamp and/or alocation can be mapped into a GNO6 form
and imported into a case, it can then be viewed in the Advanced Data Browser and in
CSAS mapping.

GNO7 - attributions import

This format is used to import attribution data - identifier, attributed name, attribution
colours, validity periods - via the Import Attributions function. Spreadsheets in other
formats can also be imported, but this template uses the default format that CSAS
should recognise with no difficulties.

GNO8 - tracker data import

This format is used to import GPS vehicle tracker data, which is expected to provide
details about the movements of a specific tracked vehicle.

2475 How To..Check Imported File Details
The details associated with successfully imported files are displayed in three places:

e Inthelmport Files grid - basic view
e IntheImport Files grid - advanced view
e Inthelmport Files grid - ‘date range’ view

Of these though, the most complete set of details are in the advanced view.

Afterimporting source data files into CSAS it is good practice to scan through the list of
files and check that the details displayed in the advanced view for each file matches
expectations - two specific things to look for are the numbers of calls/cells that are listed
for each file (very low numbers of calls listed for files that should contain many hundreds
of calls is a sign to watch out for) and also the date/time span for the file (check that the
expected ‘from’ and ‘to’ dates/times are listed).

24.7.6 How To..Update File Details

In situations in which the Target Identity data in the imported files list is missing or
incorrect, users can make use of the Update File Details feature, which allows users to
edit key file attributes such as:

e Targetldentity (e.g. target phone number)
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e FromDate - start date/time of datarecords
e ToDate-enddate/time of datarecords

To access this control, highlight the required row in the imported file list and right-click, a
popup with Update File Details appears, click this to access the update control.

If the target phone detected for a file is incorrect - if CSAS has incorrectly determined
that the target number is some other number from the data - the Update File Details
control can be used to replace the number with the correct one.

To achieve this:

e Highlight the file, right-click and select the Update File Details option.

e Enterthe correct phone number in the Target Number box.

o Click'Dave’the datarelated to the file will be deleted from the case and
reimported using the updated details.

24.7.7 How to..add a missing subject for a handset download

Handset downloads (as opposed to SIM downloads) often don't include details of the
phone number(s) used with a handset, meaning that those details need to be added
manually.

If this happens, CSAS willindicate that the file cannot be imported without a subject
identifier and you can use the Update File Details popup to add the missing details.

24.7.8 How to..vary the processing rules for afile

Some more complex data formats (e.g. the Vodafone UK CDR data format) record
multiple events that relate to the same transaction - several messages might trace the
journey of the same text message through the network, for example.

CSAS, where possible, applies ‘post-processing’ rules to ‘merge’ or combine these
multiple source records into a single output event that is displayed in Case Hub and
presented in output call schedules. This ensures that investigators and, more
importantly, juries aren’t confused or mislead about the number of events (calls, texts,
and data sessions) that are being presented.

In some circumstances, it may be beneficial to be able to enable or disable the rules
employed for a particular file format to overcome issues with the source data or to
accommodate personal or organisational preferences.

For example, most Vodafone UK CDR formats explicitly indicate the azimuth of cells
included in a disclosure, but some formats use an alternative method of indicating a cell's
general coverage area called a ‘centroid’. In these situations, CSAS can be set to
calculate an ‘assumed azimuth’ based on the centroid, which gives a more approximate
indication of the direction a cell faces thanis provided by a ‘real’ azimuth. Some
organisations prefer to have cell coverage information displayed at all rather than sue an
assumed azimuth, so the rule that applies the centroid calculation can be disabled.

Another cause for the occasional need to vary the rules used to process afile relates to
deficiencies or errors in the disclosed data. Some networks experience bugs and errors in
their data collection and/or disclosure systems, which can mean that disclosed data
contains deficiencies or missing data. For example, some CDRs might include a site name
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or other location details for a cell, whereas other CDRs, produced by the same network
can sometimes omit some of those details. CSAS can be set to search for examples of
celladdress information found in imported files in a case and use them to ‘fill in’ the
missing details from other files that contain details of the same cell.

In these circumstances, users can elect to make use of the Variable Parsing Rules feature
in the right sidebar of the Import Files screen. This feature allows users to specify that
specific post-processing rules are enabled or disabled when processing files.

To apply variable parsing rules:

e |dentify the file or files that require amended processing. If the files have
already beenimported into CSAS it will be necessary to delete them first.

e OpentheImport Files right sidebar Variable Parsing Rules section.

e Thelistof rules that are available to be disabled are listed. To change the
settings for arule simply tick/untick the associated tickbox

e Thefile(s) canthenbe re-imported into CSAS

e Thechanges made using this feature are persistent, so the next time a file of
that type is processed the varied rules are again applied. If you only varied
the rules for a specific file or files, please remember to revert the changed
rule(s) back to their original state before importing any more files.

An alternative option for viewing the full set of source data events within CSASis to
launch the required file in the Visual Parser (highlight the file in Import Files grid and right -
click), which shows the entire source file alongside the processed output file on the
Same screen.

24.7.9 ‘Missing’ events

Some CDR data formats (in the UK, Vodafone, EE and occasionally H3/Three) provide
details of events from the ‘other’ or ‘'non-target’ phone’s perspective - for example, they
might include a record showing a call leaving the ‘other’ phone and another record
showing the same call arriving at the subject phone. Technically, these ‘other phone’
records are known as ‘non-target’ and can be disclosed and used only under certain
circumstances.

Occasionally, a data set might contain the record of an event that is only shownin non-
target data, where there is no ‘'subject’ phone record of the event. For example, the non-
target data might show an outgoing record of a phone call being made from the non-
target phone to the subject phone but there is no corresponding subject phone record to
show the call being connected. In that scenario, it means that there is no evidence that
the call was actually connected to the subject phone, either the call failed and wasn'’t
connected, or the call was connected but the network didn’t capture arecord of it.

In such situations, it is tempting to assume that the fact that there is a ‘'non-target’
record showing that a call attempt was made means that there is evidence that the call
was received by the subject phone. This is potentially very dangerous from an evidential
integrity point of view, as it means that contact is being assumed without a robust
evidential foundation to prove that the contact took place.

For these and other reasons, CSAS by default ignores ‘non-target’ records and does not
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display them in Case Hub or anywhere else. We occasionally get queries about ‘missing
records’ from users who have reviewed the raw data in a case and noticed one or more
records that appear to show connections that do not appear in the CSAS version of the
data. In most cases, these records would have been classed as ‘non-target’ data and
ignored.

It is possible to view ‘non-target’ records in CSAS by placing the application into ‘Intel
Mode’ (using the switch in the top right of the CSAS screen).

In ‘Intel Mode’, CSAS displays any ‘non-target’ records contained in selected files, but
makes it very clear that these records are different - Intel records are shown with their
event index and event type columns in-filled inred.

Our recommendation is NOT to base significant investigative conclusions on ‘non-target’
or ‘intel mode’ data, Intel Mode is purely there to provide a fuller picture of a dataset from
anintel point of view.

24.7.10 Unable to View Imported Files

Users have sometimes reported that they have been unable to find or view files in the
right sidebar Source Data list after importing them, most often the ‘missing’ files are ‘cell
address’ files.

The Source Data list only displays files that contain substantive events that can be
displayed in the Case Hub grid. Cell address files, which are disclosed by some networks
to provide additional address details for cells, usually have no event details, only
locations. As they contain no events to be displayed, they aren’t listed in the Source Files
menu.

2471 Deleting & Re-importing Files

In situations in which a source datafile is in the ‘Unrecognised’ state after importing or
the ‘Not Imported’ or ‘Not Parsed’ state after loading, there will usually be a resolution of
some form for the issue - this may be a local resolution, in which the user fixes the
problem via the File Import Wizard or Update File Details controls, or it may be resolved by
CSAS Support and could involve them editing the data file, issuing a parsing update or
releasing an application update.

In the event that a parsing update or a CSAS update is issued and the ‘failed’ file is still
listed in the Import Files grid, the file should be deleted from CSAS and reimported, to give
the updated parser an opportunity to process it.

24.7.12 Special Handling for .csv Files

Many operators issue CDR data and other file types in the .csv (Comma Separated Value)
format - if a.csv file is opened in Excel, Excel tries to be ‘helpful’ and attempts to
determine the type of data held in each column. Quite often Excel decides that a phone
number, as a string with nine or more digits, should really be displayed in scientific
notation (so 07700900123 would become 7.70x10°, which Excel would render as
7.70E+09’ for example).

If the file is the resaved, as .csvis a text-based format, it will save the phone number in
textas '7.70E+09’ and all details about the original phone number digits after 770 will be
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lost.

If the file is then imported into CSAS, the scientific notation form of the phone number is
converted back to anumerical telephone number, but to the missing data what was
originally 0770900123 becomes 07970000000.

In these circumstances there is no way of recovering the missing digits, except by
requesting a fresh copy of the source data. This is why we recommend that users only
import ‘unopened’ 1°t generation copies of source data files into CSAS, as if they haven't
been opened there won't have been a chance for Excel to be *helpful’.

One way of avoiding this issue is to change the Windows file association settings for .csv
files. By default, Windows associates .csv with Excel (if Excel is installed) and therefore
automatically opens .csv files in Excel.

If the file associated for .csv is changed to a different application - Notepad, for example
-then the issues related to ‘exponential’ phone numbers disappears, as the problem is
caused by opening the data in Excel rather than being a problem with the source data
itself.

24.7.13 Sending Unrecognised/Unloaded Files to CSAS Support

If the various steps outlined above fail to solve a file import or file load issue, or if a user
receives a copy of a genuinely new data format, then CSAS Support will need to be
informed so we can either fix the problem file or develop a parsing description for the new
file format.

CSAS Support can be contacted via our secure support website at
secure.forensicanalytics.co.uk (loginrequired). After logging in, click on the Tickets link
and ‘Create Ticket'. Outline the issue in the contact form.

If CSAS Support agree that the file should be sent for examination, they will provide you
with the email address to use - if your organisation permits source data to be transmitted
to third parties.

With the advent of the EU’s GDPR regulations in 2018 and for general operational
security, we much prefer it if source CDRs are anonymised before being sent to us.

24714 Anonymising Files before sending them to Support

We make an ‘anonymisation macro’ available to help users anonymise sensitive files
before sending them to use - it is available within CSAS in the Resources > Tools folder,
which also includes a document detailing how to use the macro.

24.7.15 Recognising Handset Download files
CSAS will accept Excel and XML extracts from the following handset download software:

» Cellebrite (Excel only)
» XRY (Excel and XML)
»> Blue Lights Digital Odyssey (Excel only)
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Data Processed by CSAS
CSAS currently imports data from the following tabs:
Cellebrite XRY/XAMN
Summary * Summary * Currently, the tabs shownin yellow must be
39‘"“: Info *t Device GeneralInfo * | present in order for the files to be recognised
Ser ACCounts &
Contact gas_e Di‘ﬂ t by CSAS - you may need to speak to your DFU
Call Log Evice feeone to ensure that these tabs are included in
Chats Contacts Contacts outbuts
MMS Messages Calls P
SMS Messages messages aﬁ; At least one of the other tabs must be included
Searched ltems es5s5ages .
Web History Messages SMS in order for usable data to be extracted.
Messages MMS Messages Emails It is also agood idea to ask the DFU to create a
Messages SM3S Web History

version of the download that only includes the
tabs listed here - CSAS ignores other tabs, so
if they are included it just makes the files
larger unnecessarily

MNotes

Locations
Wireless Networks
Instant Messages
Emails

SIM Data

lourneys

Locations History
Device Network Info

Recognising Cellebrite Extracts

Whenimporting device download data into CSAS your extract using Cellebrite will need
to meet the following criteria for the extract to be recognised and formatted correctly.

The below table identifies the values required for the different versions of Cellebrite
extract reports. Please note you only need 1 value in your summary worksheet to match.

Format Name Sheets that Must Match which Cell Value?

MUST

be present

Summary On Summary Sheet between Rows 1-20, Column B
HSD88-UK70-CBOT mustbe text “Examiner”
HSD88-UKT0 Summary On Summary Sheet between Rows 1-20, Column B
CBO{V? mustbe text “Examining Officer

On Summary Sheet between Rows 1-20, Column B

HSD88-UK70- Summary mustbe text "Time zone settings" or "Report
CB0O1V3 creation time"

Device Information tab is also required - if it contains an identifier (IMEI/IMSI) that will be
captured as subject identifier, if the tab is present but doesn’t contain an identifier, the
user will be asked to add one manually

Other Cellebrite hints

Extracts can be extremely large files, if CSAS encounters an “Out of Memory issue”,
then reduce the size of Workbook by removing the "Timeline” worksheet. (This is not
usedin CSAS as it is arepeat of all the Voice/Chat/SMS data)

Consider splitting the data into another workbook (Splitting Chats/Messages
SMS/Call Log sheets)
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XRY/XAMN extracts

The below table identifies the values required for the different versions of XRY Excel-
formatted extract reports.

Please note you only need 1value in your summary worksheet to match.
Sheets that MUST be ‘ Must Match which Cell Value?

Format Name

present

HSD89-UK71-XRO1 Summary, On the Summary sheet between Rows 2-
Device General Information 10, Column A

must be text “XRY Version”
HSD89-UK71-XRO1V2 . _ On the Device General Information
Device General Information | sheet betweenRows 1-2, column B

must be the text “Attribute”
HSD89-UK71-XRO1V3 _ ) On the Device General Information
Device General Information | gheet betweenRows 1-21, column A
must be the text “Attribute”
HSD89-UK71-XRO1V4 Summary, On the Summary sheet between Rows 2-
Device General Information 10, Column B

must be text “XRY Version”

HSD89 -UK71-XRO1V5 Summary, Case Data On the Summary sheet between Rows 2-
10, Column A
must be text “XRY Version”
HSD89-UK71-XRO1V6 Device General Information On the Device General Information

sheet betweenRows 1-21, column D
must be the text “Attribute”
HSD89-UK71-XRO1V7 Summary On the Summary sheet between Rows 1-
12, Column A

must be text “XRY Version”

Other XRY hints

Often XRY has formatted date/times as below (other Formats may cause Start
Dates etc NOT to be read and to have 0001/01/01 values)

dd/MM/yyyy HH:mm:ss UTC (Device) dd/MM/yyyy HH:mm UTC (Device)

dd/MM/yyyy HH:mm:ss UTC dd/MM/yyyy HH:mm UTC

dd/MM/yyyy HH:mm:ss UTC (Network) dd/MM/yyyy HH:mm UTC (Network)

dd/MM/yyyy HH:mm:ss UTC+01:00 (Network) | dd/MM/yyyy HH:mm UTC+01:00
(Network)

dd/MM/yyyy HH:mm:ss UTC+01:00 (Device), | dd/MM/yyyy HH:mm UTC+01:00 (Device)

dd/MM/yyyy HH:mm:ss (Network) dd/MM/yyyy HH:mm (Network)
dd/MM/yyyy HH:mm:ss (Device) , dd/MM/yyyy HH:mm (Device) ,
dd-MM-yyyy HH:mm:ss tt UTC (Device) , dd-MM-yyyy HH:mm tt UTC (Device) ,
dd-MM-yyyy HH:mm:ss tt UTC (Network) , dd-MM-yyyy HH:mm tt UTC (Network) ,
dd-MM-yyyy HH:mm:ss tt (Network) dd-MM-yyyy HH:mm tt (Network)
dd-MM-yyyy HH:mm:ss tt (Device) , dd-MM-yyyy HH:mm tt (Device) ,
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dd-MM-yyyy HH:mm:ss tt UTC dd-MM-yyyy HH:mm tt UTC
dd-MM-yyyy HH:mm:ss (Network) dd-MM-yyyy HH:mm (Network)
dd-MM-yyyy HH:mm:ss (Device) dd-MM-yyyy HH:mm (Device)

Rescue Format

If you are unable to import your download by following the requirements below, the
rescue format GNO5 generic handset download import template can be used. Simply
copy and paste your data from the original download into the relevant tabs.

This rescue document can be found in CSAS in the following location:
Utilities > Resources > Support > GNO5 generic handset download import template
Unrecognised Handset Files
What to doif you have a handset file that CSAS doesn’'t recognise?
First, create a ‘working’ copy of the golden copy of the file, then:
Cellebrite
+ Add‘dummy’ tabs to the front of the workbook
* Rename the tabs 'Summary’ and ‘Device Information’
* InRow 2, Column B of the Summary tab, add the word ‘Examiner’

 InRow 11, Column B of the Device Information tab, add either ‘IMEI’ or ‘IMSI’, then
add the file's subject identifier (IMEl or IMSI) inrow 11, column C

XRY/XAMN
« Addtwo ‘dummy’ tabs to the front of the workbook
* Rename the tabs ‘Summary’ and ‘Device General Information’
* InRow 2, Column A of the Summary tab, add the word "XRY Version’
Then try importing the working version of the file into CSAS.
If it still doesn’'timport, please contact CSAS Support
Common Reasons for handset files failing to import

+ Fileis from an extraction tool that isn't currently supported - Cellebrite &
XRY/XAMN currently supported - if support for other tools is required, please let
us know (and provide examples)

+ Fileisn’tina format that CSAS handles:
+ Cellebrite - xIsx only -.ufdr not currently imported
+ XRY -xIsx or xml supported

+ File doesn’t contain required set of tabs/content for recognition - add dummy
tabs

+ Cellebrite - Summary & Device Information

+  XRY-Summary & Device General Information
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+ File doesn’t contain any of the tabs CSAS captures substantive information from,
so there’s no data to import

+ Fileistoo large - Excel starts to get unstable when importing files larger than
100MB and the process will be very slow for files above 50MB - make a working
copy of the handset file and remove any tabs that CSAS doesn’t deal with

Viewing hanaset aata in Case Hub

clsb @ Impet © Fiters

@@m<<EO>er2O0c@@06 locstons | Top Cells | Neminals | Cellview . Somrcnduts ® -

] evice Loc 1
¥ MG Geotoosl 1 POI Device Loc. 1

< DG moomeeC L POI  Dewce Loc..
< MG occef ] POl Déwice Loc. 1
— 0w | MG GmomoooiC 1 POI Dewiceloc.

1. Imported handset files are listed in the file selection window in the right sidebar
2. Select the required handset file(s) and hit ‘Apply’ to send them to the grid

3. Events with date/times associated with them (including media events) will be
listed in the Case Hub grid

4. Locations captured from the selected handset files will be listed in the Locations
panel and can be enabled/disabled as required

5. Enabled Locations are visible as icons on the map
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24.8 Attributions Issues

Detailed explanations of the Attribution features are provided in Using Attribution.

24.8.1 Clear anincorrect attribution

If an attribution has been applied which later turns out to be incorrect, it can be deleted -
highlight the required attribution in the Attributions grid, click on the Actions column for
that row and select ‘clear attribution’ - the linked name and colours will be removed.

24.8.2 Import attributions from a non-standard Excel file

The Import Attributions feature allows you to import attribution details (identifiers,
names, validity dates, attribution colours) from an Excel spreadsheet. CSAS includes a
standard template, the GNO7 Attributions Import template (see Support) for this
purpose, but itis also possible to import attributions from any other single tab
Spreadsheet.

If the Import Attributions feature (see Importing Attributions) doesn’t automatically
recognise the columns in the imported sheet, you can manually define the contents of
the worksheet using the dropdown menus at the top of each column - select the
columns that contain the required minimum set of data (identifier, attribution name) and
any of the other columns that exist and set any columns that contain data thatisn't to be
imported to ‘Not Used’ and the process will ignore it.

249 Dashboard Issues

Detailed explanations of the Dashboard feature are provided in Using Case Dashboards).

24.9.1 No data appearing in the Dashboard

To view data in the Dashboard, select the required data from the right sidebar Source
Data menu, apply any required filters and settings and click ‘Apply’. If after following
these instructions, no data appears in some or all of the Dashboard widgets, there may
be a simple explanation:

e The General Investigation Dashboard (currently the only Dashboard option)
works best with CDR and cellular data. Other data types like ANPR, handset
download, tracker and telematics data will only populate the Average Event
Distribution widget.

e TheDashboard grid displays details of all selected time-bound events, itis
highly unlikely that a source file that contains data with no timestamps would
be available for display in the Source Data menu, but itis potentially possible
that the selected file(s) contained no events to display. Please check the
type and content of the selected source files and confirm that event data is
included.

e Ifanyright sidebar filters are settings are applied that remove all events from
the dataset - for example, if the date/time filter is set to a time period that
covers no selected events - again, the Dashboard widgets will not be
populated. Check the filters that are applied (see Using the Right Sidebar) or
clickonthe ‘Reset’ button and reselect the required files and see if the report
datais displayed.
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2410 CaseHublssues

Detailed explanations of the Case Hub feature are provided in Using Case Hub.

24.10.1 No data appearing in Case Hub

To view data in the Case Hub grid or map, select the required data from the right sidebar
Source Data menu, apply any required filters and settings and click ‘Apply’. If after
following these instructions, no data appears in the grid or map, there may be a simple
explanation:

e TheCaseHub grid displays details of all selected time-bound events, itis
highly unlikely that a source file that contains data with no timestamps would
be available for display in the Source Data menu, but it is potentially possible
that the selected file(s) contained no events to display. Please check the
type and content of the selected source files and confirm that event data is
included.

e The CaseHub map can be setinto two modes - with auto-sync enabled, any
data sentinto the grid that has locations associated with it will automatically
be displayed in the map; without auto-sync off, the map willneed to be

manually synced (using the < buttonin the map ribbon) before location
datais visible.

e The Case Hub map displays details of the locations associated with the
selected events. Some source data types include events but do not provide
locations for them - some forms of financial data, for example. If no locations
are populated on the map, it might be that the selected source data files
contained no locations to be displayed. Please check the type and content of
the selected source files and confirm that location data is included.

e Ifanyright sidebar filters are settings are applied that remove all events from
the dataset - for example, if the date/time filter is set to a time period that
covers no selected events - again, the Case Hub grid and map will not be
populated. Check the filters that are applied or click on the ‘Reset’ button
andreselect the required files and see if the report data is displayed.

e Ifnone of the above work, you could try closing the case and then closing and
reopening CSAS to see if the ‘missing’ data appears.

24.10.2 Cell Address Details Not Being Displayed

Users sometimes report that Case Hub is not displaying full cell address details for cells
that they know have full details loaded into the database.

The typical cause of this is related to the Cell Logic setting selected in the right sidebar
Filters tab. This option manages the source of the cell details that are displayed in the
current selected dataset. The basic options are:

»> Source - this forces CSAS to only use cell details that were available in the
original source files and ignores any details provided in separate ‘cell
address'’ files or supplementary updates. This can lead, for example, to GPRS
call records not showing Site Names or for cells not to have azimuth details
associated with them. This option ensures that any cell details displayed for
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the case exactly match the details that were available in the source CDR, but
it means that Case Hub might not offer a complete set of cell details.

»> Override - this option allows the original cell details from the source file to be
enhanced with any additional or supplementary details that might have been
loaded into the case. This is achieved by preserving the data that came from
the source CDR (i.e. Cell ID, Site Name) and filling any empty fields with data
from the supplementary inputs (i.e. azimuth, map reference). This option
should be used if you have loaded a dataset that includes formats that have
aseparate ‘cell address’ type of file (e.g. some Vodafone UK formats).

In cases where an insufficient level of cell detail is displayed, the first step would be to
check that the Cell Logic dropdown is set to Override (remembering to click ‘Apply’ after
making a change).

24.10.3 Invalid Date Formats

Occasionally users experience call records presented in the Data Browser withinvalid
dates - suchas 01/01/1900 00:00:00.

The cause of this has usually been determined to be corrupted or missing date fields in
the source data.

An example: Vodafone UK CDR files show start date/time in one combined columnin the
format ‘dd/mm/yyyy hh:mm:ss’ with a single space between the end of the date (yyyy)
and the start of the time (hh). Occasionally the data output function in the Vodafone
billing system omits the space leading to the date following directly into the time -
dd/mm/yyyyhh:mm:ss - or adds more than one space.

CSAS has beeninstructed to check for a fix these date format issues but there may be
other corruption issues or alternative formatting issues with other file types that we are
not yet aware of.

If entries with invalid dates are discovered in processed data, CSAS is instructed to add a
‘minimum’ date, as imported event records must have a timestamp.

If you find one of more ‘minimum’ dates inimported data, the suggested fix is to use the
Edit function in the Case Hub grid right-click menu - this allows you to update the
timestamp associated with arecord, but it must be performed one record at a time.

If all records or alarge number of records in a file have corrupted or badly formatted
timestamps, the recommended fix would be to send a copy of the file to CSAS Support to
be reviewed for possible parsing update work to be done. If the file needs to be
processed more urgently, then it could be possible to review the original source data to
attempt to find and fix the problem at source by editing the source file. If problems are
found and fixed the file needs to be deleted from CSAS and a copy of the corrected file
needs to be imported and a note or statement should be added to the case indicating
that the source data was edited.

24.10.4 Incorrect Data Appearing in Columns

Occasionally users have reported instances where the ‘wrong’ data has been displayed in
the Case Hub data grid. For example, Cell IDs have appeared in the postcode column or
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azimuths in the Site name column.

The cause of this has usually been determined to be corruptionin the original source
data files, especially files that were originally supplied in.csv format that have been
opened and saved in Excel or in cases where additional commas are inserted into
particular rows.

In these circumstances the mapping of data from the original comma-separated columns
to Excel columns sometimes goes wrong, meaning that extra columns are created or that
data that should be mapped to a specific column gets mapped elsewhere.

One fix for these issues is to make sure that the user is working with a previously
unopened 1%t generation copy of the ‘golden copy’ of the data, which hasn’t had the
opportunity to have been opened and saved in Excel.

A fix for instances where additional commas have been introduced into a row of data
(which often happens in ‘address’ fields, where an address such as ‘Pixmore Avenue,
Letchworth'’is included in one field without putting quotes around the whole field. CSAS
would interpret this data as showing ‘Pixmore Avenue’ in one column and ‘Letchworth’in
another). If a situation like this is discovered, placing quotes around the text (e.g.
“Pixmore Avenue, Letchworth”) should fix the issue.

If a 'fresh’ version of the offending data file can be sourced or created, then the ‘corrupt’
version should be deleted from CSAS before the ‘clean’ version is imported.

See also Special Handling of CSV Files above.

24.10.5 ‘Missing’ Text Messages

Users occasionally report that a number of text messages are ‘missing’ from their
processed data - this is generally associated with Vodafone UK data.

There are usually one of a number of causes of this:

»> The Vodafone Simplified data format bundles a number of event records
together that are associated with the same text message and presents them
as either a 'SMS Events’ or an ‘SMS’record. In some cases, the timestamp
captured for incoming ‘combined’ event records relates to the time that the
text message left the non-target phone, rather than the time it arrived at the
target phone. Vodafone provide details of the delivery time for incoming text
messages in the ‘Timestamp SMS Delivery column (Column HY). CSAS uses
this information to populate the timestamp field for such events.

» Vodafone Simplified and Raw formats record details of events that relate to
non-target phones if those phones are also on the Vodafone network. Our
data processing policy is to only records in processed data that relate to the
target phone, CSAS does not (by default) provide details of events that
relate to non-target phones. Upon investigation we sometimes find that the
‘missing’ SMS events reported by users were events that were related to the
non-target phone. Itis possible to force CSAS to include some of these
events by employing the Change Parsing Rules function discussed at 11.5.8
above.
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24.10.6 Incorrect’ Timestamps

Users occasionally report that the timestamps presented by CSAS are incorrect by a few
seconds.

This is usually reported in association with calls that were recorded with more than one
eventrecord - typically something like an incoming call that went to voicemail, where
both the incoming call and the voicemail divert were recorded separately.

Our policy in these situations is to combine the separate event records into one
processed event and to use the timestamp that relates to an action performed by the
target phone.

For example, imagine that Phone A (non-target) calls Phone B (target) at 11:02:01 and
Phone B fails to answer, causing a voicemail/divert event to be triggered at 11:02:05.
CSAS will combine both event records into a processed Voicemail/Divert event that
shows the A number (Phone A), B Number (Phone B) and aC Number (Voicemail platform
number) and will use the timestamp from the voicemail/diver t event as that relates to an
action performed by (or on behalf of) the target phone, Phone B.

We would not capture the timestamp of the original call as that relates to an action
performed by the non-target phone several seconds before the target phone became
involved in the call.

Details of our other data processing policies can be found in the CSAS Data Processing
Policies document available from the CSAS Support website.

24.10.7 Timing Advance ‘point locations’ not appearing

Point locations (also known as SHiLD data) acquired from timing advance files from T-
Mobile and Verizon are not generally regarded as being evidentially accurate and so are
hidden by default. To view point locations on a CSAS map, check the row in the

Details > Locations tab associated with that file and the points should appear in the map.

2411  Case Outputs Issues

Detailed explanations of the Case Outputs feature are provided in Using Case Outputs.

24111 No data appearing in Case Outputs template

Toview data in a Case Outputs template, select the required data from the right sidebar
Source Data menu, apply any required filters and settings, select the required output
template and click ‘Apply’. If after following these instructions, no data appears in the
Excel output that is created, there may be a simple explanation:

e Case Output templates display details of all selected time-bound events, itis
highly unlikely that a source file that contains data with no timestamps would
be available for display in the Source Data menu, but it is potentially possible
that the selected file(s) contained no events to display. Please check the
type and content of the selected source files and confirm that event data is
included.

e Ifanyright sidebar filters are settings are applied that remove all events from
the dataset - for example, if the date/time filter is set to a time period that
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covers no selected events - again, the Case Outputs template will not be
populated. Check the filters that are applied or click on the ‘Reset’ button
andreselect the required files and see if the report data is displayed.

24.11.2 Template Files Corrupted

If one or more output template files has become corrupted or unusable then new copies
can be installed.

CSAS runs acheck for the default set of templates each time itis restarted. Torefresh
the templates, you can close CSAS and delete the affected file(s) from the templates
folder (see Grid Right-click and Actions Menu) and then restart CSAS. The application will
check the templates, notice that one or more default templates are missing and will
automatically reinstall them.

If you have specific or bespoke templates created are advised to keep backup copies
elsewhere and copy these back into the User Templates folder in case of problems. If the
bespoke templates were created for you by CSAS Support, then copies of the formats
should be available to download from the secure support website.

2412  AnalyticsIssues

Detailed explanations of the Analytics feature are provided in Using Analytics.

24121 No data appearing in the selected Analytics query

Toview data in an Analytics query, select the required query, select the required data
from the right sidebar Source Data menu, apply any required filters and settings, select
the required output template and click ‘Apply’ - there may be additional filters and/or a
‘run’ button within the query that also need to be selected. If after following these
instructions, no data appears in the query window, there may be a simple explanation:

e Not all source data types work with all queries - some queries only work with
specific data types. Review the appropriate section of this user guide for the
query you wish to use; each explanation has a ‘Supported Data Types’
section that details the types of data that work with each query.

e Analytics queries generally display details of all selected time-bound events,
it is highly unlikely that a source file that contains data with no timestamps
would be available for display in the Source Data menu, but it is potentially
possible that the selected file(s) contained no events to display. Please
check the type and content of the selected source files and confirm that
eventdatais included.

e Ifanyright sidebar filters are settings are applied that remove all events from
the dataset - for example, if the date/time filter is set to a time period that
covers no selected events - again, the Analytics query will not be populated.
Check the filters that are applied or click on the ‘Reset’ button and reselect
the required files and see if the report data is displayed.
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2413 CellView Issues

Detailed explanations of the CellView feature are provided in Using CellView.

24131 CellView tab not visible

The Case Hub details panel displays details of any active CellView visualisations and
provides the option to manually search for CellView visualisations of specific cells.

If the CellView tab is not visible, or is visible but isn’'t populated, please check that you
have a valid CellView licence installed (see Adding Additional Licences).

2413.2 No CellView results returned for a cell

If you have triggered a CellView lookup, either from the cell right click Cell Coverage >
CellView menu or from the CellView tab and no results are returned, there is generally a
simple explanation:

e TheCellView database does not contain details of every possible cell, only
cells that have been reported as providing coverage to mobile devices that
are running one of the ‘partner apps’, so it could be that the cell you've
selected simply isn'tin the CellView database.

e |If searching for a cell manually via the CellView tab, was the cell ID entered in
one of the required formats - see Acceptable Cell ID Formats.

24.13.3 No CellView results returned for any cells

If CellView returns no results for any cell you've selected, evenif you try looking for cells
found in different source files and belonging to different networks, it could be that the
CellView service is offline - leave it for 10 minutes and try again - or that your PC is offline
- check connectivity and try again.

2414  RF Survey Issues

Detailed explanations of the RF Survey feature are provided in Using RF Survey.
24141 RF Survey tab not visible

The Case Hub details panel displays details of any active RF Survey visualisations and
provides the option to manually search for cell coverage visualisations of specific cells.

If the RF Survey tab is not visible, or is visible but isn't populated, please check that you
have a valid RF Survey licence installed (see Adding Additional Licences).

24142 No RF Survey results returned for a cell

If you have triggered an RF Survey lookup, either from the cell right click Cell Coverage »
RF Survey menu or from the RF Survey tab and no results are returned, there is generally a
simple explanation:

e Have youimported RF Survey data into that specific case and exported RF
coverage details from the RF Survey module ready to be used in Case Hub -
see Opening the RF Survey module.

e Animported RF Survey dataset will contain details of every possible cell, only
cells that were detected and measured during the surveys from which data
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has beenimported, so it could be that the cell you've selected simply wasn’t
detected during the imported surveys. Check that you've imported the
correct or complete set of survey files and consider undertaking further
surveys to capture details of the required cells.

e Ifsearching for a cell manually via the RF Survey tab, was the cell ID enteredin
one of the required formats - see RF Survey tab.

2415 CaseCellsIssues
24.15.1 Understanding Cell ID Formats

Different operators format their cell IDs in different ways; most present them in decimal
(e.g. CellID 12345) but a minority elect to present them in hexadecimal (e.g. 1bc4).

Toaccommodate this, CSAS employs a number of Cell ID format descriptions:

”> Raw -thisis the format in which a cell ID loaded into the database from the
source CDR. CSAS stores this as an untouched record of the source cell ID
data. Selecting ‘Raw’ as the display format for cell IDs ensures that the
displayed data matches the source CDRs.

»> Decimal - CSAS creates and stores a decimal version of each cell ID, in case it
is required - this is the default format for displaying cell IDs.

»> Hexadecimal - CSAS also creates and stores a hexadecimal version of the
cellIDin caseitis required.

»> CGl -the true and unambiguous identifier for a cell is its CGI (Cell Global
Identifier). Because the CGl s a globally unique ID for each cell, CSAS uses it
as the cell details database key, so a CGlis created for each detected cell
too. The CGl consists of:

o MCC (Mobile Country Code)

o MNC (Mobile Network Code)

o LAC (Location Area Code) + Cl (Cell ID) for 2G/3G cells
o Base StationID + Clfor 4G/5G cells

In general, CSAS defaults to identifying cells by their full CGI but the display format is

configurable in most screens and functions.

24.15.2 Converting Between Decimal & Hexadecimal

Numbering systems can be devised that can contain any number of unique characters.
The decimal system has tencharacters 0,1, 2, 3, 4,5, 6, 7, 8, 9 and was designed
originally because human beings have ten fingers.

As digital equipment such as computers use pulses of electricity or light to represent
numbers, they operate using the binary system, which has only two conditions, ON and
OFF. These two conditions are represented by the characters 1and O.

Large numbers in binary have many 1s and 0s, which can be difficult to represent on
paper. For example, 27 in decimal is represented in binary by 11011.

Hexadecimal (or ‘hex’) is a numbering system of sixteen characters, ten digits and six
letters. Itis used to condense into a more manageable form, the long strings of zeroes
and ones in large binary numbers.
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Decimal Binary | Hexadecimal This base-16 numeric notationis
0 0000 0 frequently used to specify addresses
2 0010 2 incomputer memory as it makes life
4 0100 4 i i
L 010 1 simpler for programmers. The decimal
8 EEE] 8 numbers 0-9 are represented by the
g 1900 ¢ decimal digits 0-9 and the decimal
1528 e numbers 10-15 are represented by the
1100 5 letters A-F.
1110 E
1111 F

Therefore, if a byte (8 bits) in binary is 01001101 then this is represented as 4D (4=0100
and D=1101) in hex.

Cell ID informationis often presented in hex, which can cause confusion.

The CI (Cell ID) component of 2G and 3G CGls is transmitted on the cell's BCCH in binary
and consists of a 16-bit binary number.

When converted to decimal, a 16 field has arange of values from 0 to 65,535 and in
hexadecimal, has arange of O to FFFF.

Use Binary Decimal Hexadecimal
Lowestpossible  443,0000000000000 0 0
CellD
Highest possible (R RIRRIA 65,535 FFFF
CellID

Networks often use Cell ID 65,353/FFFF to mean ‘no cell used’ or ‘cell not known’.
24.15.3 Special handling for Hexadecimal Cell IDs
Excel has problems with hexadecimal cell IDs, especially those with an ‘E’in them.

If .csv files contained hexadecimal cell IDs are opened in Excel, cell IDs that contain an ‘E;
character - e.g. 12e4 or ee87 - are typically interpreted as being exponentials, so 12e4’
might get reformatted as "1.2+E4’ and ‘ee87’ would be reworked into ‘E+E87".

If the files containing such ‘exponentialed’ cell IDs are thenimported into CSAS the true
cell IDs can be difficult to determine.

As has been previously suggested, the best way of avoiding such problems is to import
only unopened, 15t generation copies of source CDR files into CSAS, and also to change
user’s PC file associations for .csv files to Notepad instead of Excel.

2416 Miscellaneous
Miscellaneous issues that don't fit into any of the other categories include:

24.16.1 Moving to anew PC

If you are moving to a new PC and wish to ensure that your CSAS cases move with you,
please consider the following:

e [fthe move tothe new PC is being managed by your organisation’s IT team, ask
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them to contact CSAS Support for a more comprehensive guidance document.

e Ifyourinstance of CSAS is set up as a Standalone deployment, it means that all of
your case data s stored locally on your PC. If you move to a new PC without
copying the CSAS folders to the new machine you will lose all of your case data.
Your case data will be stored in your personal CSAS folder - by default thisis
saved to C:\Users\ <user>\AppData\Roaming\Forensic Analytics Ltd\CSAS v3\
(but this can be changed to a different location during installation, see Initial
Install for details). The ‘appdata\roaming’ location was chosen as the default
location as it is one that is routinely included when backing up a user’s personal
datainlarger organisations, so there is a strong possibility that, if your
organisation undertakes regular automated backups, that your CSAS data will
simply be copied across automatically. Please provide details of this folder
location to your IT support team and ask them to ensure that the contents are
copied over to the new PC.

e InCSAS Server mode, your data may reside in two places - the central CSAS
Server case database and, if you have any cases checked out at the point when
the move toanew PC is triggered, the local CSAS database. Cases saved inthe
CSAS Server database will continue to be available to you after you move to anew
PC, as long as the new PC uses the same CSAS user account details as the old
one. If any cases are checked out when the move is triggered, please check them
backin, which uploads them to the server. If this isn’t possible, follow the
‘standalone mode’ instructions provided above to copy the local database to the
new PC.

e Theseinstructions should also be followed if you are keeping your existing PC but
itis having its hard drive wiped or replaced.

24.16.2 I've moved to a new PC, but can’t find my CSAS cases

If you've already moved to a new PC (or had your existing PC’s hard drive wiped or
replaced), logged into CSAS and can’t find any of your existing cases:

e InCSAS Server mode, check that you've logged into the new PC using the
same CSAS account details you used on the old PC - CSAS will link you to the
set of cases associated with your ‘old’ account.

e InStandalone mode, check that you or your IT team followed the instructions
provided above regarding the preparation to move to a new PC.

e Ifyouhave movedto anew PC, using CSAS in Standalone mode, without
following the database migration process outlined above and if your ‘old’ PC
is no longer available, it may be that your CSAS database has gone and
cannot be recovered. In these circumstances, you could check with your IT
team to see if the data can be recovered from backups or archives.
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ANPR Automatic Number Plate Recognition.

APN Access Point Name. An element in a cellular network that manages
GPRS/mobile data connections to an external net- work or service,
such as the Internet.

Attribution The linking of a name (or ‘nominal’) to an Identifier within a case, to

provide anindication of the person alleged to have been using that
identifier.

Authorisation ID

Allows a user to make an advanced search in CSAS.

Azimuth

Begins with

Data contained in a cellular record that indicates the compass angle
at which a cell is pointing, which provides an indication of where that
cell provides coverage.

Selects records by matching the character string you specify with
the starting characters of the values stored in a specific record field.

CDAN Communications Data Automated Normalisation

CDR Call Detail Record. A billing data file disclosed by a communications
network.

Cell The radio coverage area provided by a cell site (or cell tower) that

allows mobile devices to connect to a network.

CellConfidence

Describes the confidence you can estimate that the ‘start time’ and
‘start cell’ values in a cellular record correlate. If cell confidence is
‘true’ it means that you can state that a subject device was within the
coverage of the stated ‘start cell’ at the stated ‘start time’.

CellID Cellldentifier. The identifying number used by a cellular operator to
reference each of the cells in their network.

CF Call Forward. A call divert to another phone or a divert to a service
such as voicemail.

CGil Cell Global Identifier. A globally unique identifier for each cell ineach
network. It consists of a country code, a network code, a location
area code (for 2G and 3G cells) and a cell ID.

Charging ID A dataelementina GPRS/mobile data record that allows records for
the same ‘connectivity session’ to be grouped together.

Colocation Atype of analytics query that attempts to determine if there are
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times when two or more entities (phones, vehicles, etc.) could have
been in the same general area. The calculations used for colocation
are rarely able to provide certainty that the entities WERE together,
only that the potentially COULD have been together.

Contains Selects records by matching the word or phrase you specify with
values stored in a specific record field. Records are selected only if
the search elements specified appear in the same sequential and
contiguous order in the field value.

County Lines A form of illegal drug dealing where established drugs gangs from

cities export their drug supply business out into smaller ‘county’
towns.

Courier Fraud

Atype of fraud where the victim is tricked into handing cash over to a
‘courier’ for safekeeping, who then disappears with the money.

DB Database. The fille or application that efficiently stores datawith a
system.

DDR Device Data Record. A type of cellular data that discloses
administrative messages exchanged between a subject device and
the network (currently only issued by 02 UK).

DPA Data Protection Act. Legislation that covers the disclosure and use of

most other types of data apart from communications data.

FA

EE Everything Everywhere. A UK cellular provider, owned by BT.

End Cell The cell used at the end of a call or other cellular record. Also known
as the ‘last’ cell.

Ends with In searches, selects records by matching the character string you
specify with the ending characters of the values stored in a specific
record field.

EULA End-User Licence Agreement. The contract that exists between an
application provider and the end user, that stipulates the limits to the
users’rights when using the application.

Export When analysing the identities returned by CSAS you can choose to

Export as plain text (tab delimited), as CSV, as Excel or as PDF files.

Forensic Analytics Ltd

File

The types of files which can be Imported to CSAS: .XLS files / XLSX
files / .CSV files and .xml files.
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[dentifier

GDPR General Data Protection Regulation. European legislation that covers
the disclosure and use of most other types of data apart from
communications data.

GPRS General Packet Radio Service. Originally the method used to provide

Internet and data services in 2G networks, has become a standard
shorthand way of describing all mobile Internet services evenin later
generations.

Hutchison Three. A UK cellular provider.

Something that uniquely identifies a device or service - such as a
phone number, social media handle, email address, etc.

IMEI

The International Mobile Equipment Identity. The International Mobile
Equipment Identity or IMEI is a unique identification or serial number
that all mobile phones, smartphones and some satellite phones have.
It is usually 15 digits long and has a 1- or 2-digit suffix added whenitis
transmitted over the cellular network.

IMSI

The International Mobile Subscriber Identity is an internationally
standardized unique number to identify a mobile sub- scriber. The
IMSlis defined in ITU-T Recommendation E.212. The IMSI consists of a
Mobile Country Code (MCC), aMobile Network Code (MNC) and a
Mobile Station Identification Number (MSIN).

IP Address

Internet Protocol Address. A numerical label assigned to each device
connected to a computer network that uses the Internet Protocol for
communication. An IP address serves two main functions: host or
network interface identification and location addressing.

IPA

Job

Investigatory Powers Act. UK legislation that provides the framework
for the lawful disclosure of communications data to law enforcement
agencies.

A static import route to bring source data into the Nexus database
(listed by Name, Inquiry, Folder Path, Job Actions, File extensions,
Team and Security Level) which, along with imported files (.XLS,
XLSXand CSV files) allows a user to search for target and contacted
telephone numbers which may link a suspect to a particular crime(s)
in one or more cases to aid prosecution. Also referred to as an
Indexer Job. Indexer Jobs ingest data into Nexus so that it can be
indexed by Name, Inquiry, Folder Path, File count and Current Status.

Keyhole Markup Language. A standard method of encoding map data
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SO you can be passed between applications such as Google Earth.
You can create KML files to pinpoint locations, add image overlays,
and expose rich data in new ways.

KMZ

LAC

A ‘zipped’ or compressed version of KML.

Location Area Code. An administrative grouping of cells in 2G and 3G
networks.

Layer

A group of CSAS Map objects that are treated as being one unit - for
example, all of the ANPR cameras imported from the same source file
might be placed on a CSAS map and regarded as being one ‘layer’.
Layers can be shown/hidden separately.

Login

MAC Address

Sends the user Username and Password for authentication. If you
have typed your name and Password assigned to you correctly then
the CSAS Home page is displayed. If you have mis-typed or used the
wrong Username and/or pass- word then authentication will failand a
message is displayed asking you to re-enter your name and
Password details.

Media Access Control Address. A unique identifier assigned to a
network interface controller. For communications within a network
segment, itis used as a network address for most I[EEE 802 network
technologies, including Ethernet, Wi-Fi, and Bluetooth.

MMS

Multimedia Messaging Service. The technical name for ‘photo
messaging’ in cellular networks.

MOPI

Management of Police Information regulation. A set of guidelines that
control the length of time the police are able to retain data and other
information related to a case before they are required to dispose of it.

MSISDN

Mobile Station International Subscriber Directory Number. A number
used to identify a mobile phone number inter- nationally. MSISDN is
defined by the E.164 numbering plan. This number includes a country
code and a National Destination Code which identifies the
subscriber’s operator.

02 A UK cellular provider.

OSG Ordnance Survey Grid reference. A UK-specific type map coordinates
system.

OSGB36 The mapping standard, based on surveys conducted in 1936, on
which the UK-specific OS Grid map reference system s built.

Override Cell A cellreference generated by CSAS that collects a unique set of cell
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address details for each cell ID and is used to fillin any ‘missing’ cell
address details in source records.

Parsing The process employed to process source datainto a standard format
that can be used within CSAS.

Password The unique Password provided to you to access CSAS.

POI Point Of Interest. Can be added to a map to show locations which

might be related to another Event(s).

Raw Cell ID A cellID inthe format itis presented in the source file, before CSAS
standardises itintoa CGl.

RF Radio Frequency.

RIPA Regulation of Investigatory Powers Act. Legislation from 2000 that is

the forerunner to the current IPA legislation that governs the
disclosure and use of communications data.

SAC Service Area Code. Used in 3G networks to identify a sector/cell or a
group of sectors/cells belonging to the same cell site.

SIM Subscriber Identity Module.

SIM Swapping The process of moving a SIM card from one device to anotherin an
attempt to obscure the calls made using that SIM card.

SL Security Level. An administrative element within CSAS that restricts
users’ access to certain files or cases.

SMS Short Message Service. The technical name for text messaging
within a cellular network.

Source Cell Arecord created in CSAS that captures only the cell address details
foundin each event record.

Start Cell The cell used at the beginning or start of a call or other cellular

connection.

TAC Tracking Area Code. An administrative grouping of cells in 4G and 5G
networks.

Target The phone number under investigation (also known as the ‘subject’
number).

TO Telecommunications Operator. Acommunications service provider

such as alandline or cellular telephone service.
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UserlD UserlD lets you associate a persistent ID for a single user with that

user's engagement data from one or more sessions initiated from
one or more devices. Analytics interprets each unique user D as a
separate user, which provides a more accurate user count in the user

reports.
Username The unique Username provided to you to access CSAS.
VF Abbreviation of Vodafone, a cellular provider.
VRM Vehicle Registration Mark.

© ForensicAnalytics Ltd 2026 FA-487 v1.0 458



Brought to you by
%@ Forensic Analytics

@ CSAS
%@ CDAN Nexus

@ Lima

Forensic Analytics Ltd

Registered in England and Wales.

Company No: 08606475

Pixmore Centre, Pixmore Avenue, Letchworth, SG6 1JG, UK

+44 800 158 3830 | www.forensicanalytics.io

THE QUEEN’S AWARDS
FOR ENTERPRISE:
INNOVATION
2021




